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ABSTRACT

The Internet is growing fast and the number of people using the Internet is
doubling every year. At the same time, computer crimes are increasing. Honeypot is
used in the area of computer and Internet security. It is a resource, which is intended
to be attacked and compromised to gain more information about the attacker and his
attacks technique. The main goal of this project is to understand and increase the
appreciation of Honeypots. There are misconceptions about the Honeypots. People
feel that Honeypots required too much work, building advanced jail environments,
recording binaries or developing sophisticated kernel module. Some of them fear that
if Honeypot is misconfigured or not maintained properly, attackers will have access
to resources. Compared to an Intrusion Detection System (IDS), Honeypots have the
biggest advantage that they do not generate false alerts as each traffics is suspicious,
because no productive components are running on the system. This fact enables the
system to log every byte and to correlate the data with other sources, and draw a

picture of an attack and the attacker.
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CHAPTER 1

INTRODUCTION

1.1 INTRODUCTION

The ultimate need to secure people information has increased recently. Firewalls,
Intrusion Detection Systems and encryption are used to protect one’s resources. The
strategy is to defend the organization effectively, detect any failures in the defense
and react to those failures. By knowing attack strategies, countermeasures can be

taken and vulnerabilities can be fixed.

The word “Honeypot” is spooking around. Honeypots do not help directly in
increasing a computer network’s security. A Honeypot is primarily an instrument for
information gathering and learning. Its primary purpose is not to be an ambush for
the hacker to catch them in action and to press chargers against them. The focus lies
on a silent collection of as much as information as possible about their attacks
patterns, used programs, purpose of attacks and the hacker itself. All this information
is used to learn more about the hacker proceedings and motives as well as their
technical knowledge and abilities. Honeypots are hard to maintain and they need
operators with deep knowledge about computer and network security. In the right

hands, a Honeypot can be an effective tool for information gathering.

The concepts of Honeypot have been around for more than decade, only
recently commercial products have been developed or papers published on the
concept. The first resources was a book written by Clifford Stoll titled “The
Cuckoo’s Egg” and a whitepaper “An Evening with Berferd in Which a Cracker Is
Lured, Endured, and Studied” by the security icon Bill Cheswick. This material
found before year the 1990 or 1991. In “The Cuckoo’s Egg”, Clifford Stoll discussed
a series of true events that occurred over a ten-month period in 1986 and 1987. He
used the compromised systems to track the attacker in a manner very similar to the

concept of Honeypots and Honeypot technologies.



