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ABSTRACT

In the current generation, everyone's social life is now linked with online social 
networks. These websites have had a significant impact on how we conduct our social 
life. It's lot simpler to make new acquaintances and keep in touch with them now. But 
because of their quick development, many fresh problems have surfaced, such as 
malicious individuals, fake profiles, and online impersonation. In this study, we 
employ an artificial neural network to accurately and automatically identify false 
profiles. The objective of this system is to investigate the need for Artificial Neural 
Networks (ANN) in fake profile detection, develop a detection system for fake profiles 
using ANN, and evaluate the performance of ANN in a fake profile detection system. 
The dataset used in the study is an existing dataset from GitHub, specifically Fake 
Instagram Profile Detection using ANN. The training dataset consists of 80%, 556 data 
of real and fake profiles, while the testing dataset consists of 20%, 140 data of real and 
fake profiles. We assess the likelihood that a friend request on Instagram is genuine or 
not. Online social networks that have millions of profiles that can't be manually 
verified can make use of this. The study can help society detect fake profiles at an early 
stage and assist them in taking appropriate steps benefiting society from scam activities 
using fake profiles as well as reducing the number of cybercrime victims which can 
potentially leading to financial losses.

vi



TABLE OF CONTENTS

CONTENTS PAGE

SUPERVISOR APPROVAL....................................................................................  ii
STUDENT DECLARATION ..................................................................................  iv
ACKNOWLEDGEMENT ........................................................................................  v
ABSTRACT ..............................................................................................................  vi
TABLE OF CONTENTS........................................................................................  vii
LIST OF FIGURES ..................................................................................................  x
LIST OF TABLES ..................................................................................................  xii
LIST OF ABBREVIATIONS ............................................................................... xiii

CHAPTER 1: INTRODUCTION ........................................................................  14

1.1 Background of Study ..................................................................................  14
1.2 Problem Statement ......................................................................................  15
1.3 Objectives....................................................................................................  16
1.4 Project Scope ............................................................................................... 17
1.5 Project Significance ....................................................................................  18
1.6 Overview of Research Framework..............................................................  19
1.7 Conclusion & Discussion ............................................................................  21

CHAPTER 2: LITERATURE REVIEW ............................................................  22

2.1 Social Media (Instagram) ............................................................................  22
2.2 Fake Profile ................................................................................................. 24
2.3 Fake Instagram Detection ...........................................................................26
2.4 ANN ............................................................................................................  27

2.4.1 Overview of ANN Algorithm ...............................................................  28
2.4.2 How ANN Works .................................................................................  29

2.5 Implementation of ANN in Various Problem .............................................  30
2.6 Similar Work ...............................................................................................  36
2.7 Implication of Literature Review ................................................................  42
2.8 Conclusion & Discussion ............................................................................  43

vii



CHAPTER 3: METHODOLOGY .......................................................................  44

3.1 Overview of Research Framework Methodology .......................................  44
3.1.1 Detailed Research Framework .............................................................44

3.2 Preliminary Study .......................................................................................46
3.2.1 Literature Study ....................................................................................  46
3.2.2 Data Collection .....................................................................................  47
3.2.3 Data Pre-processing ..............................................................................  50

3.3 System Design .............................................................................................  50
3.3.1 System Architecture .............................................................................  51
3.3.2 Flowchart ..............................................................................................  52
3.3.3 Pseudocode ...........................................................................................  53
3.3.4 Interface Design ...................................................................................  54

3.4 Development ...............................................................................................  55
3.5 Evaluation Phase .........................................................................................  56
3.6 Gantt Chart ..................................................................................................  58
3.7 Conclusion & Discussion .............................................................................  59

CHAPTER 4: RESULT AND FINDING ............................................................  60

4.1 Conceptual Framework ...............................................................................  60
4.2 Results for Objective 1 ................................................................................  61

4.2.1 Analysis of Literature Review on ANN ...............................................  62
4.3 Results for Objective 2 ................................................................................  63

4.3.1 Dataset Pre-processing   63
4.3.2 Artificial Neural Network Prediction Engine .......................................  70
4.3.3 User Interface   74

4.4 Result for Objective 3 ................................................................................. 79
4.4.1 Artificial Neural Network Evaluation ..................................................  79
4.4.2 Functionality Testing ............................................................................  82
4.4.3 Accuracy Testing ..................................................................................  83

4.5 Result and Analysis .....................................................................................  86
4.6 Conclusion & Discussion ............................................................................  89

viii


