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ABSTRACT

Mobile phones have become immensely popular as intelligent terminals worldwide.
The open-source nature of mobile platforms has facilitated the development of third-
party mobile applications, but it has also created an environment for mobile malware
to thrive. Unfortunately, the abundance of mobile applications and lax management of
some app stores has led to potential risks for mobile users, including privacy breaches
and malicious deductions of fees, among other adverse consequences. This research
presents a mobile malware static detection method based on Naive Bayes. The
approach aims to offer a solution to protect users from potential threats such as
Banking Trojan malware. The objectives of this project are to study the requirement
of the Naive Bayes algorithm in Mobile Banking Trojan detection, to develop a web-
based detection system for Mobile Banking Trojan using Naive Bayes, and to evaluate
the performance and accuracy of the Naive Bayes algorithm in the Mobile Banking
Trojan detection. The methodology of this project consists of the research framework,
preliminary study, design, development, and performance evaluation.



TABLE OF CONTENTS

CONTENT PAGE
SUPERVISOR APPROVAL. ..o, i
STUDENT DECLARATION ..., il
ACKNOWLEDGEMENT ... v
ABSTRACT ..o v
TABLE OF CONTENTS ... e vi
LISTOF FIGURES ... e X
LISTOFTABLES ... e, Xii
LIST OF ABBREVIATIONS ... Xiii
CHAPTER 1: INTRODUCTION ..., 1
1.1 Background of Study.............c.coooiiiiii e 1
1.2 Problem Statement ..............coooiiiiiiii e 3
L3 ObDJRCHVES ... 5
L4 PrOJECt SCOPE ..o e 6
1.5 Project SIGnifiCanCe...............c..ooiiii oo 7
1.6 Overview of Research Framework........................ 8
1.7 CONCIUSION . ... 10
CHAPTER 2: LITERATURE REVIEW ... 11
2.1 Mobile MalWare ..........ccoooiiiiiiii it 11
2.2 Mobile Malware Detection................cc.ooooiiiiiiiiiiiiee e 13
2.3 Mobile Banking Trojan Detection........................c..coooiiiiiiii i 14



2.3.1Banking Trojan..............cc.oooioiiii oo 14

2.3.2 Characteristics of Banking Trojan.........................occoooiiiioie 15
2.3.3 How the Banking Trojan Affects Mobile User.....................c.ccoooe 16
2.3.4 Benefits of Early Detection of Banking Trojan..................................... 18
2A4NAIVE BAYES. ..o 19
2.4.1 Overview of Naive Bayes ...............c..ooocooiiiiiiiii e 19
2.4.2 Naive Bayes and How It Works ... 19
2.4.3 Naive Bayes Algorithm Feature & Characteristic................................ 23
2.4.4 Gaussian Naive Bayes Classifier............................ocooie 23
2.4.5 Advantages of Naive Bayes Algorithm........................................ 24
2.4.6 Implementation of Naive Bayes in Various Problems...................... 26

2.6 SImilar WOTK ..o 32
2.7 Implication of Literature ReVIEW ..o 37
2.8 Chapter SUMMATY .............ocooiiiiiio e 38
CHAPTER 3: METHODOLOGY ...........oocooiiiiiiiie e 39
3.1 Overview of Research Framework Methodology ...........................oco 39
3.1.1 Detailed Research Framework ... 39

3.2 Preliminary StUAY ........cccoooiiii i 42
32 1 Literature Study ..o 42
3.2.2Data COlECHON. .......ooiiiiiiii e 43
3.2.3 Data Pre-proCessing............c.oooviviiiiiei e 45

B33 DESIGN ..o 47
3.3.1 Software Development Life Cycle (SDLC)...............c.ccoooooioiii 48
3.3.2 System Archit€Cture ...............c..oooiiiioi e 49
333 FIOWChAIt. ... 50
3.3.4PSeudOCOde. ... ..o 51

vii



