F3

UNIVERSITI TEKNOLOGI MARA
CSC747: ETHICS AND CYBER LAW

Course Name ETHICS AND CYBER LAW
(English)
Course Code CSC747
[ MQF Credit 3
Course As technological changes, ethical values and cyber laws are essential for
Description understanding and maintaining the relationship among users in the Internet world.

The course will focus the ethical and legal practices used in computing technologies.
It will inspire computing students and professionals in applying ethical values and
legal statues. After taking the course, the students should be able to understand
computer ethics, Internet ethics and cyber laws research of real-world applications.

Transferable Skills [ Problem solving skills Problem solving skills developed through tests, assignments
and projects.

Teaching Lectures, Tutorial, Discussion
Methodologies

CLO
CLO1 lllustrate the concept of computer and Internet ethics in the Web
CLO2 Construct laws that govern the Web
CLO3 Analyze the ethical and legal problems in the Web
CLO4 Demonstrate the framework, model or prototype for ethical and/or legal
context in the Web
Pre-Requisite No course recommendations
Courses
Topics

1. Philosophical of Ethics
1.1) Basis of Morality

1.2) Moral and Cultural Rights
1.3) Theories of Ethics

2. Computer Ethics
) Origin of Computer Ethics
) Examples of Computer Ethics
) Professional Ethics

1
2
3
Internet Ethics
1) Internet Ethics
2
3

) Social Media Ethics
) Internet Misbehaviours and Crimes

2.

2.

2.

3.

3.

3.

3.

4. Cyber Law

4.1) Net Neutrality
4.2) Source of Global and Local Cyber Laws
4.3) Law of Evidences
5.

5.

5.

5.

6.

6.

6.

6.

Content Regulation

1) Freedom of Speech and Censorship
2) Communications Decency Act

3) Commercial Regulation

Web Public Policy

1) Online Privacy Protection
2) Collective Privacy
3) Consumer Law in Cyberspace

Faculty Name : COLLEGE OF COMPUTING, INFORMATICS AND MATHEMATICS Start Year : 2017
© Copyright Universiti Teknologi MARA Review Year : 2020



Intellectual Property
) Intellectual Property Protection
) Digital Millennium Copyright Act

ssues in Ethics and Cyber Law
) Ethics Issues

7.
7.1
7.2
7.3) Trademark and Patent
8.1
8.1
8.2) Cyber Law Issues
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Assessment Breakdown

%

Continuous Assessment 100.00%
Details of
Continuous Assessment Type Assessment Description % of Total Mark CcLO
BRI Assignment Assignment 2 10% CLO2
Assignment Assignment 1 10% CLO2
Assignment Assignment 3 10% CLO3
Group Project Group Project 30% CLO4
Presentation Presentation 10% CLO4
Test Test 2 15% CLO3
Test Test 1 15% CLO1
Reading List Recommended | v;cheal Rustad 2015, Global Internet Law in a Nutshell, 3rd
Ed., West Academic Publishing [ISBN: 978-163459684]
ggf:;ence Ge_orge _Lucas 2016, Ethics and Cyber Warfare, Oxford
BoSonrces University Press [ISBN: 9780190276522]
Michael L. Gross,Tamar Meisels 2017, Soft War: The Ethics of
Unarmed Conflict Cambridge University Press [ISBN:
9781107132245]
Russell Buchan 2018, Cyber Espionage and International
Law, 1st Ed., Bloomsbury Publishing [ISBN: 9781782257363]
Massimo Durante 2017, Ethics, Law and the Politics of
Information, Springer [ISBN: 9789402411]
Richard Spinello 2016, Cyberethics: Morality and Law in
Cyberspace, 6th Ed., Jones & Bartlett Publishers [ISBN:
9781284081398]
Article/Paper List | This Course does not have any article/paper resources

Other References

This Course does not have any other resources
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