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ABSTRACT

DDoS —is a volumetric attack that comes from multiple sources toward a targeted object
(website and servers) which its intention either to make the targeted object unavailable
for legitimate user. It would bring massive impact to the end user where can bear down
the network, the website/server cannot be reach especially when the targeted object is
related to organization that provide services like banking, education , insurance ,
transportation under attacks. They been overwhelming resources with huge data or

queries.

This paper presented a study and performance of intrusion detection system that
currently being implemented in the ISP’s network. This paper covers one part of the
ISP areas known as IP core department. A network tool known as Anti-DDoS Protection
by Arbor has been used in the analysis. From the results obtained, it is found that UDP

Flood and DNS Flood contribute most attacks towards particular target in the ISP.
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