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ABSTRACT

Enterprise  Mobile Cloud Computing (MCC) environments have become typical
nowadays especially with practices such as Bring Your Own Device (BYOD). These
environments are not only highly complex and dynamic but also have an enormous
number of users and devices, thus exposing these enterprises to higher security risks
with possible confidential enterprise data and information residing in their workers’
personal devices. As opposed to the conventional static environments where devices are
less dynamic, protecting enterprise MCC environments requires security approaches
that are dynamic and fine-grained, especially approaches that are based on contexts such
as the state of devices, users or environment. However, constructing MCC applications
in enterprise environments with context-aware security is very complex and costly due
to the diverse tasks, scalability and effectiveness issues involved. These issues may
impede the adoption of context-aware security among enterprises, which may lead to
an inadequate response to security risks. To overcome these issues, this thesis aims to
simplify the construction of enterprise context-aware security applications in MCC,
especially in BYOD environments, by proposing a model to deliver context-aware
security as a service called CASECaaS. Accordingly, the research objectives are to
design a model to provide context-aware security as a service, and to evaluate the
feasibility and effectiveness of the model. Employing design science methodology for
both objectives, the model is first designed to abstract the complexity of constructing
context-aware security applications and enable enterprises and developers to seamlessly
and easily empower their applications with context-aware security by subscribing to a
cloud service. The model is divided into four major components: (i) a context-aware
cloud backend that is responsible for context management tasks and acts as the
backbone of the model, (i) an enterprise cloud frontend to enable administrators and
developers to easily define security contexts, (iii) a developer API that can be easily
integrated with enterprise applications and (iv) a mobile client that reads sensor data
from mobile devices and sends it to the cloud backend for analysis. The model is then
implemented using scrum agile methodology to demonstrate its feasibility and provide
concrete artifacts to evaluate its effectiveness. The model is rigorously evaluated using
three complimentary methods; namely performance analysis, simulation and case study.
The performance analysis showed an acceptable response time of 1 second for 1000
concurrent users on a scalable group of 10 low-end 1GB servers while the simulation
results showed that the model is scalable and effective to be used in a multi-tenant
environment with a large number of tenants and devices with an average response time
of 112.6 milliseconds per request for 1000 tenants, each with 1000 devices and 100
security contexts. Thus, the performance analysis and simulation results revealed that
the CASECaaS model is both scalable and effective. The case study in a real-world
environment with testers on an existing university enterprise mobile application
revealed that the model is feasible and can be realistically effective. The two major
contributions of this thesis is delivering context-aware security as a service through the
CASECaaS model and the CASECaaS prototype.
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CHAPTER ONE
INTRODUCTION

1.1 Introduction

There are many technologies that have changed the computing landscape over
the last few years. Arguably, mobile and cloud computing are amongst the most
prominent ones. The fast technology advances have caused mobile devices to become
an essential and integral part of our daily life. The increasing adoption, together with
the nature of mobile devices such as their mobility, ubiquity and resources scarcity have
increased the issues that these devices are prone to (Leavitt, 2011). These issues have
become more critical, especially with the integration of mobile devices and cloud
computing which forms a new computing model known as the Mobile Cloud
Computing (MCC) (Cremene & Borda, 2013).

The amalgamation of these two paradigms has resulted in several growing
issues, such as the power consumption, availability, integration and application of
development frameworks. It is noteworthy that among these issues, security in MCC is
the focus of the recent researches due to its complexity and prominence (Abid Shahzad
& Mureed Hussain, 2013; Lee, 2012; Miettinen, Heuser, Kronz, Sadeghi, & Asokan,
2012; Schiring, 2011).

Security is becoming more important and relevant in MCC environments,
particularly in the enterprise environments, where cloud-powered mobile devices are
being widely adopted. What makes enterprise environments in MCC more challenging,
as opposed to conventional environments, is that they tend to be highly heterogeneous
and fast changing, and consequently raising the security magnitude for enterprises to
keep their systems and confidential data protected.

Furthermore, the security of users and devices are becoming a key issue for
enterprises, especially with the emerging Bring Your Own Device (BYOD) trend,
whereby users are allowed to bring their preferred mobile devices to work (Brunette &
Mogull, 2009; Mahesh & Hooter, 2013; Meshach & Babu, 2013).
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