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ABSTRACT 

Trivial File Transfer Protocol (TFTP) is noted as one of the well-known protocols for 

managing data transfer in Machine to Machine (M2M) constrained embedded system 

due to its lightweight features and compatibility. However, the protocol provides zero 

support for data authentication or encryption method, also lacks of access control 

mechanism and no protection from Man In The Middle (MITM) attack. The security 

flaw should not be ignored as the attackers can easily access, modify private 

information and install malicious codes to interrupt the communication especially 

during data collection and transmission. Here in this thesis study, a feasible hybrid 

security extension has been incorporated into the protocol combining the Hash-based 

Message Authentication Code and Diffie Hellman Key Exchange (HMAC-DHKE) to 

enable key agreement and Advanced Encryption Standard (AES) algorithm to perform 

data encryption/decryption. Upon achieving the first objective, a reasonable hybrid 

security mechanism has been identified and ratified to perform the shared secret and 

data encryption/decryption in TFTP. The proof of concept of the proposed scheme and 

analysis study are presented to demonstrate that the proposed work can mitigate at 

least MITM and impersonation attacks. The second objective has been achieved by 

designing and reconstructing feasible security parameters to be extended in the TFTP 

protocol header. In this thesis study, three basic types of security schemes have been 

compared with the standard protocol: the protocol with single security extension 

(TFTP_AES256), the protocol extended with hybrid of conventional DHKE and AES 

encryption (TFTP_DK2048 and TFTP_DK3072) and the proposed protocol extended 

with hybrid of authenticated key agreement (HMAC-DHKE) and AES encryption 

(TFTP_AK2048 and TFTP_AK3072). Based on the result, the security overhead was 

approximately 35% for initial key agreement and 7% for encryption and decryption 

process from the overall operation. The energy usage was two times higher than the 

standard protocol, but only a slight delay of less than 1% has been produced when the 

proposed approach was compared to other secure TFTPs. The comparative 

performance analysis has achieved the final objective of the thesis study. Based on the 

findings in this thesis work, the novel secure TFTP has also accomplished several 

security desires which are data confidentiality, data integrity and authenticated key 

agreement properties. Compared to the conventional zero-security protocol which has 

no assurances the messages that is sent will arrive uncompromised to the intended 

destination, this simple security solution on TFTP would satisfy the security 

requirements during file transmission in M2M and IoT communication technology. 
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