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ABSTRACT

An increasing amount of attention is being given by researchers to the issues
surrounding the security of embedded systems in recent years due to the emergence of
IoT, and the proliferation of attacks on embedded systems. Recent research has
suggested that embedded firmware in numerous embedded computing devices are not
well protected compared to computing devices with comprehensive operating systems.
This happens due to the lack of support for security enforcement stemming from the
constrained environment of embedded systems. Due to this limitation, an adversary
will compromise the lean and weak cryptographic protocols of the embedded devices
by revealing its confidentiality, altering integrity and forging identities. Side-channel
attacks such as timing attacks on a cryptographic computation, and relay attacks on
Radio Frequency (RF) communication are mounted by the adversary to increase the
probability to break weak cryptographic protocols in embedded systems. To address
these matters, this work explores security issues particularly on the lack of secret key
distributions for embedded firmware, and the lack of attestation between parties in
embedded system communication. DenX Universal Boot Loader (U-Boot) firmware
was chosen as the target of this study because it is widely used by embedded developers
for booting embedded Operating Systems (OSs) that run on smartphones, tablets, Wi-
Fi access points etc. The latest U-Boot source code distribution has shown that the
preinstalled symmetric encryption scheme, namely AES128 is vulnerable to a session
reveal attack because the preinstalled secret key is never renewed after U-Boot
firmware is flashed due to the lack of a key distribution protocol in the U-Boot
implementation. To address this issue, the thesis has proposed the Chained
Cryptographic Attestation Protocol (CCAP), which allows U-Boot to establish a secure
key exchange and provide an attestation between device-to-device connectivity. It also
offers security against adversary attacks, namely session state reveal attacks, forward
and backward secrecy, key independence, key derivation function attacks, replay
attacks, timing attacks and relay attacks respectively. Two case studies were selected
for an experimental study of the CCAP. The first is on a unique session identity
attestation; and a secure secret key distribution for the U-Boot firmware. The second
case study is on a technique to prevent a relay attack for an automotive smart key. The
ARM RaspberryPi 2 (microprocessor) and ARM STM32F746G-DISCO
(microcontroller) boards were used in the experiments. The first case study results had
shown that 2048-bit CCAP executed within 6 seconds when CPU instruction and data
caches were enabled. The extra 6 seconds for running the security protocol can be
considered quite insignificant to U-Boot performance because it typically takes around
5 to 15 seconds to download 4 MB kernel image using a TFTP network boot. The
second case study results have shown that 128-bit CCAP has been able to detect relay
attacks whereby in such a circumstance the RF communication is delayed by at least
twice compared to the non-relayed RF communication. Both case studies have shown
that the CCAP is reliable to detect and prevent the aforementioned security attacks. The
experiment has shown that CCAP cryptographic computation takes 2.6% until 9.5%
more time to execute than the original unsecured Diffie-Hellman (DH), whereby
another work by Fiore and Gennaro was shown to be 50% slower using their secure
DH protocol.

v



ACKNOWLEDGMENT

I wish to convey my heartfelt gratitude to Professor Dr. Habibah Hashim and Dr.
Jamalul-lail Ab Manan for their help on my journey for this research work as well as
the thesis. Without them, I could not have ever imagined that this day would ever
happen.

I would like to express my thanks to my family and friends for their support during the
Ph.D. journey. I also want to acknowledge the Ministry of Education (MOE) Malaysia
for providing various research grants (FRGS, ERGS and PRGS) and Universiti
Teknologi MARA for supporting the research work. Thank you.



TABLE OF CONTENTS

CONFIRMATION BY PANEL OF EXAMINERS
AUTHOR’S DECLARATION

ABSTRACT

ACKNOWLEDGEMENT

TABLE OF CONTENTS

LIST OF TABLES

LIST OF FIGURES

LIST OF SYMBOLS

LIST OF ABBREVIATIONS

CHAPTER ONE: INTRODUCTION
1.1 Introduction

1.2 Problem Statement

1.3 Research Objectives

1.4 Scope and Limitation

1.5 Research Contributions

1.6 Thesis Organization

CHAPTER TWO: LITERATURE REVIEW
2.1 Embedded System

2.1.1 Hardware

2.1.2 Firmware
2.2 Cryptography

2.2.1 Cryptographic Goal

2.2.2 Key Distribution Protocols

2.2.3 Asymmetric Cryptosystem

2.2.4 Symmetric Cryptosystem

2.2.5 Hash Function

2.2.6 Computational Hardness Assumption for Key Distribution Protocol

2.2.7 Provable Security

vi

Page
il
il

v
Vi
X1l

Xvii

Xix

AN L BN =

[o¢)



2.2.8 Standard Protocol Attacks on Key Exchange Protocol 38

2.3 Timing Attack on Embedded Bootloader 40
2.4 Relay Attack on Automotive Security System 42
2.4.1 Related Literature on Relay Attacks for AKS 44
2.5 Research Gap Analysis 45
2.5.1 Viet’s Analysis 45
2.5.2 The Closest Work 46
2.5.3 The Significance of Thesis Work 47
2.6 Summary 50
CHAPTER THREE: METHODOLOGY 51
3.1 Methodology Overview 51
3.2 Design Of The Cryptographic Protocol 52
3.2.1 The Purpose of the Protocol 52
3.2.2 Hardness Assumptions 53
3.2.3 Most Similar Previous Design 54
3.2.4 Proposed Design 55
3.3 Implementation Of The Cryptographic Protocol On U-Boot 56
3.4 Verification Of The Cryptographic Protocol 62
3.4.1 Correctness Testing 62
3.4.2 Theoretical Security Testing 62
3.4.3 Experimental Testing for Relay Attack 63
3.5 Feasibility Assessment Of Cryptographic Protocol 65
3.6 Summary 66

CHAPTER FOUR: CHAINED CRYPTOGRAPHIC ATTESTATION

PROTOCOL 67

4.1 Introduction on Chained Attestation For EMbedded Firmware 67
4.1.1 U-Boot Firmware Attestation 69
4.1.2 U-Boot Key Exchange 70

4.2 Proposed Attestation Protocol 70
4.2.1 Notations 70

4.2.2 Initialization of a pre-shared secret between two parties (Along & Busu) 72

4.2.3 Initialization of chained session keys between two parties 73

vil





