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Server Farm Resources Availability

If we were looking at a big implantation of our research which is in a server farm, here if we tweak a bit of our
knock-wol agent to integrate with ipvsadm - a linux virtual server package, so that it will have some form of counter
and have a limit burst, after getting concurrent connection and it burst the limit, the agent will awake the next server
and load balance the traffic. This is also being done at the firewall level and does not need any changes on the server
level. This will also make the resources in a server farm to be optimized and not having all the servers powered and
running 24x7 even there is no traffic at all.

Critical C~se upon Power Failure

When the ekctricity supply is discontinued, normally a server room shall have backup powers which run either on
battery or generator, these batteries or generator also have limited resources and can last up to certain number of
hours. If thi~; backup is serving more servers therefore, more likely the supply will dry easily, if this server room
implement knock-wol, it can relatively prolong the duration of this backup power because a server which is in
hibernate mode consume very less power. As a proof, SBC2000-188 operating at 20 MHz with 128 Kbytes of RAM,
128 Kbytes .)f ROM, 4k bytes of EEPROM, and a Real Time Clock; report the usage of power in normal mode is
I 15mA ,md when it runs on hibernate mode it uses OmA ..

Conclusion and Recommendations

This paper had initiated a synergy effect by providing solution on day to day problem that most IT Manager want to
have in their network, which is a dynamic computing in a secure mode. What we managed to proof is that Port
Knocking, a new technology will perform an awesome outcome when it is integrated with Wake-an-LAN. There are
many avenues that can be explored more, for example, the encryption part, this paper really recognize the benefit of
having encr~'Ption module planted, where when the client communicate with the firewall, the session is not easily
understood by the sniffer.
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