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ABSTRACT
This paper is part of the Enterprise Web-based System (MEWS) proposal for Motosikal Dan Enjin

Nasional Sdn Bhd (MODENAS). The main focus of this paper is on the conceptual model of e-commerce
environment and an introduction to the terminology associated with the technology. The e-commerce model
has been chosen due to current market trends and it is believed to be the right strategy for participation in
worldwide markets globalization. Thus, a proper infrastructure and readiness ofweb-based applications is
essential to ensure that the company is on the right track before the AFTA 2005 implementation. There are
two web-based applications considered as e-commerce systems, namely Electronic Excise System (EES or
e-excise) and Electronic Procurement System (EPS or e-procurement). Generally, EES will focus on the
finished product (motorcycle) handling whereas EPS will concentrate on raw material purchasing
(motorcycle spare part). All the topics covered here will give an overall idea of the MEWS project
framework and how it rationalizes MODENAS' heterogeneous environment. Successful modeling of the
complete e-commerce environment will become the benchmark and starting point for development of our
own e-procurement system in the near future.
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INTRODUCTION

Internet technologies and application have grown more rapidly than anyone could have envisioned just five
years ago, opening up new frontiers and interaction between consumers, business and trading partners (11).
Electronic commerce, or e-commerce, is a very broad term. Generally, e-commerce conducted between
businesses differs from that carried out between a business and its consumers. The universal definition of e
commerce can be summarized as the buying and selling of goods and services via electronic means such as
the Internet (3). E-Commerce uses computer technology to automate and streamline the complex processes
in an effort to reduce operational costs and create greater profit margins (7). Instead of merely reducing
costs (administrative and overhead), it also provides many of the same benefits for groups of enterprises
and individual consumers as business transformation within the enterprise, including the elimination of
delay and error (13).

The transactions undertaken in e-commerce usually involve buyers, suppliers, and information service
providers (ISP) (18). The technologies used for e-commerce include electronic data interchange (EDI), e
mail, electronic bulletin board systems, electronic catalogs, electronic forms, fmance and banking
technologies, smart cards, fund transfer, and digital cash.

ED! emerged as an important aid to transact business electronically in the 1980s. EDI means the computer
to-computer exchange of business transactions, such as purchase orders, invoices and payment advises
within large industrial communities or government. There are two major families of EDI standards, which
are X12 and EDIFACT (5). Usually, EDI is made up of application programs, network software, and
translation software (4). Although EDI is an integral part of the digital economy, over the course of more
than 20 years, only a small fraction of the business world adopted ED!. Problems such as lack of an open
global infrastructure and powerful applications to link every aspect of a business relationship have
continued to plague EDI and similar IT inter-organization (2).

Security in e-commerce is extremely crucial. The firewall is a multiple authentication method to control
data access particularly because hackers are often persistent and ingenious in their efforts to gain
unauthorized access. This device (e.g., a computer) is placed between an organization's network and the
Internet (6). The firewall will inspect all communication passing between the Internet and the private
network and either pass or drop the communications depending on how they match the programmed policy
rules (16). There are two approaches to secure transmissions over the Internet, Secured HTTP (S-HTTP)
and Secure Socket Layer (SSL). S-HTTP acts on the upper application layer to provide secure
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communication mechanisms between an HITP client/server pair, to enable spontaneous commercial
transactions for a wide range of applications. SSL is an encryption protocol and rapidly became the
preferred method of securing transmissions across the Internet. Both S-HITP and SSL support digital
signatures, digital certificates, and secret-key encryption algorithms, but the open and nonproprietary nature
of SSL makes it the ideal choice for TCP/IP application developers to secure data (15). The users can
determine that which have come across to the secured web pages by looking at the browser's web site
address. This web site address will start with "https://" rather than the usual ''http://''. Their browser will
also likely display a "closed lock" or other symbol to inform that SSL has been enabled.

Digital certificates are in effect virtual fingerprints that authenticate the identity of a person or thing
absolutely, positively. The certificate itself is simply a collection of information to which a digital signature
is attached. The digital signature is attached by a Certificate Authority (CA) - a third-party authority that is
trusted by the community of certificate users (17). Digital certificates are based on public/private key
technology, the same technology used to protect nuclear missile sites. Each key is like a unique encryption
device. No two keys are ever identical, which can be used to identify its owner. Keys always work in pairs,
one called the private key, and the other called the public key. What a public key encrypts, only the
corresponding private key can decrypt, and vice-versa (9).

The paper proposes the MODENAS Enterprise Web-based System (MEWS). It will discuss a framework
and the practices of implementing e-commerce in this company. This framework will also touch on
redesigning the business model and introducing a scalable e-commerce solution at affordable cost. Some of
the uncertainties and problems while developing and implementing the e-commerce system have been
resolved through the MEWS framework. Thus, the idea and solution proposed is an important factor to be
reviewed by this company in order to provide a competitive edge and better services to their business
partners.

MATERIALS AND METHODS

This research has been carried out since the middle of 2000 until late 2001 and implemented at
MODENAS, Gurun, Kedah. Generally, IT infrastructure can be described as those production and
maintenance support for major applications, data warehousing and support for e-commerce system. In the
MEWS framework, most of the technology and components used are free or at least at minimal cost.

Currently, the related MODENAS business processes are not fully integrated with our business partners due
to the weaknesses in setting up and configuring the web server. Even though the new infrastructure for web
based applications is already in place, the company is still unable to utilize the existing infrastructure to
provide a complete e-commerce environment to suppliers as well as dealers.

The discussion on the first e-commerce system at MODENAS called e-procurement will cover indirectly,
Supply Chain Management (SCM). Basically, SCM is one of the areas applied by an e-commerce model
(3). E-commerce and SCM are closely inter-related since integrated business transactions are recognized to
yield substantial value to sellers and customers (1). SCM aims to provide advantages, cost reduction,
quality improvement and flexibility enhancement (12).

The e-procurement system (or EPS) was deployed by MODENAS in early 1998. It was provided by
Singapore Network Services (SNS) for publishing procurement information in MODENAS's Intranet.
Basically, MODENAS sends procurement data in flat-file format to SNS. Once it is received, SNS will just
publish all this information in the web page. Suppliers or vendors will then access their related information
when they logon into the system.

The objective of a new e-procurement system is to enhance competitive edge and best practice for doing
business with suppliers. MODENAS will prepare the list of parts that have been ordered in the Material
Resource Planning (MRP) system. Users are not required to printout the purchase order and manually send
them to the supplier. Normally, by the end of the day, the procurement data in the predefined flat-file
format will be generated and sent manually to SNS for publishing the following day.

The supplier will notice any new purchase order from MODENAS by logging into the E-procurement
system. They will then download the data into Microsoft Excel spreadsheet format for reference. SNS will
charge them based on the item (parts) listed in the "purchase order" appearing in the Excel spreadsheet.
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Generally, the business model will show only the basic flow of business processes conducted among the
business partners. The overview diagram bellow will show how we are going to implement MEWS
proposal based on software, hardware and networking architecture.

The frrewall is a combination of hardware and software used to implement a security policy governing the
network traffic between two or more networks, some of which may be under our administrative control
(e.g., organization's networks) and some of which may be out of user control (e.g., the Internet). Based on
Figure 6, dual virtual firewalls are created by using a single firewall providing different security policies for
each attached interface in the frrewall.
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Figure 6. Detailed MEWS Technical Diagram

Currently, all MODENAS service center branches are connected to the company's applications through
VPN. These branches use ISDN facilities rather than PSTN to dial into the Internet Service Provider (ISP).
Since the integration between two network areas (DMZ and internal LAN) has been resolved, the company
could use normal Internet tunnel rather than VPN tunnel.

As mentioned in the middle of this paper, IT staff were unable to resolve connectivity between two
networks. They proposed connecting the critical databases by using the mapping method. An author found
that this method is not suitable and also would expose our internal network to hackers. The "hidden tunnel"
would be created automatically by deploying the above method. Based on the study, this networking
connectivity could be established by configuring "route" at the firewall level and "default gateway address"
at database - operating system level.

At the moment, MODENAS is using Oracle database running on RlSC/6000. The author would like to
recommend MODENAS to upgrade Oracle 8.0.4 database in Unix Server to Oracle 9i in NT Server. The
existing RlSC/6000 server is really unstable and the yearly maintenance fee is very expensive (RM 80K).
For the DB2/400 database, the upgrading cost is very expensive and involves upgrading the AS/400
machine itself (estimated I million). It's better to stick to the AS400 original version.

Based on the model in figure 7, in terms of security, it is more secure since the public or hacker can only
enter the DMZ area and no more tunnels have been provided to go inside our LAN. If the Web Server at
DMZ area is corrupted, the NT administrator will just restore the operating system (Windows NT), Internet
Information Server (nS) and ASP runtime. Company data is still under control and safe from irresponsible
users. When the e-commerce server is located in DMZ area, the company must apply digital certification in
order to provide secured online transmission between business partners and the company. For example,
Excise Receipt Release is one of the confidential and legal documents to be delivered to dealers. By
implementing digital certification, MODENAS can ensure that confidential documents are protected from
interception and viewing by unauthorized busybodies.
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