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Abstract

This paper focuses on the designing and developing networking system in a controlled environment as a platform
for deploying network exploit based on a courseware. The end product of this project is a complete lab manual to
assist instructor on how to perform the predetermined exploits. The first step was designing and developing of local
area network (LAN) and wide area network (WAN) in a controlled environment. The LAN combines several perimeter
defence device such as Intrusion Prevention System and Firewall, several servers such as web, file and dornain name
server. As an add-on this project also provides Network Monitoring System for monitoring the LAN. Open source en-
vironment such as Ubuntu and Backtrack are used to develop the system. This system include routing, IP addressing
and also network address translator (NAT) for simulation external exploit to the system. Second step was developing
a courseware with predetermine exploits. This predetermine attack were actually consist basic exploits such as port
scan, web scan, password cracking, database injection and also malware. The third and last step is producing a com-
puter aided lab manual for the courseware. This provided a wide variety of exploit tools which instructor could use
to prepare for lessons. In this way instructor retained complete control over how they prepared for a lesson. Finally,
this project is considered as a test bed for instructor, student and also researcher for exploring and understanding
perimeter defence and fundamental of exploits.
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Abstract

Mind map could probably be the most unique innovation in teaching and learning as it combines creativity and
effectiveness in enabling us to compile a lot of information and summarizes them all into a unique point of study.
Taking Managerial Economics (M.E) as an example, it is a subject that contains three components namely,
mathematics, business and microeconomics. Students will understand in-depth about the business world from
both mathematics and microeconomics perspective as an outcome of this subject. This innovation will introduce
the students to an easy and simple technique to understand the M.E by using the mind map concept. Therefore,
the main objective of this innovation is to simplify the learning and teaching process. Compared to other mind
maps, SketchMéNomics applies the “mirror” concept that explains how the left part can reflect the right part,
especially for chapter four and chapter five. At the same time, this mind map also highlights other chapters which
are contained in the syllabus. In addition, this product can be commercialized to support the teaching and learn-
ing process effectively. In a nutshell, it is hoped that this innovation can be commercialized and used by others in
learning M.E. in an easier way.





