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Abstract. A modern web application is plagued by a jungle of heterogeneous
aspects and web technologies. Web frameworks or web application frameworks
are examples of these technologies. These technologies have made it conceiva-
ble to confront verifiable issues of this WA development, for example, code au-
tomation and rapid prototyping. As the main factor for their features, both
methods suggest the automation for redundant development tasks. A great anal-
ogy of a competitive and repetitive task that can be automated is the implemen-
tation of Create Read Update Delete (CRUD) operations. However, although
the web application frameworks have provided a mechanism for CRUD opera-
tions, there are still many challenges that exist in integrating the other important
aspects for modern data-driven WA such as searching, archiving, sharing, re-
porting and audit trail. So automation has not been properly faced yet. Further
enhancement and manual code modification are required to improvise the half-
baked generated CRUD especially in the functional integration which is time-
consuming and comprise repetitive coding for each of the CRUD output. This
paper presents Re-CRUD that integrates electronic records aspects into CRUD
operation. Our approach is illustrated by combining a complete and robust
methodology for dynamic code automation, electronic record management im-
portant aspects and Model View Controller (MVC) metaphor. A proof of con-
cept study is carried out to demonstrate and validate the electronic record im-
portant aspect integration into CRUD operation for web application develop-
ment. With the integrated important aspects in Re-CRUD, the development
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process is faster and able to automatically generate more features to support
modern web applications.

Keywords: web; web application framework; CRUD; web application devel-
opment.

1 Introduction

Web application (WA) is increasingly prevalent in various application scope,
including education, banking, communication, health, agriculture, and manufacturing.
WA is being designed, developed, and deployed at a very fast pace to ensure it can
cope with the rapid changing of market needs and opportunities. WA is typically de-
veloped in a multi-tiered layer architecture using several different modules and com-
ponents that are very loosely related. Figure 1 shows a high-level generic architecture
for most WA (Laaziri, Benmoussa, Khoulji, Mohamed Larbi, & Yamami, 2019;
Raunak, Kuhn, & Kacker, 2017). Efficiently developing, testing, and deploying WA
remains a challenge for developers (Herrero Agustin & Del Barco, 2013; Paolone,
Marinelli, Paesani, & Di Felice, 2020; Raunak et al., 2017). The rapid rate of change
to web technologies highlights the need for methods that generate reusable compo-
nents for WA development. Technically, WA is considered a complex software as it
is composed of heterogeneous components (Herrero Agustin & Del Barco, 2013)
combined to ensure the WA meets its requirements and functionality.

Considering the complexity of WA, the web application framework was invented
to support WA development. The web application framework's objectives are not
simply to provide utilities for WA development but also to make the development
process as easy as possible (Massimo Di Pierro, 2011). Web application framework
acts as a platform for Rapid Application Development (RAD) where it promotes
CRUD operations, code reuse, and universality. The introduction of the web applica-
tion framework has modernized the development of WA by promoting better coding
management using MVC architecture, CRUD operations, rapid development concept,
libraries, template, session management, and code reuse (Miles, 2016; Pitt, 2012;
Prokofyeva & Boltunova, 2017). CRUD operations in WA development enable the
less experienced developer to generate the skeleton of the WA (Miles, 2016).

Using CRUD operations, the developer can automate the repetitive and recurrent
tasks for fundamental functions. Technically, CRUD operations in a web application
framework are limited only to generating fundamental components and functions.
These components and functions lack essential features that should be available in a
WA, such as searching and filtering, simple authentication and authorization, inte-
grated front-end framework, asset management, and archival features (Bartosz
Porebski, Karol Przystalski, 2011; Dasa, 2016; Golding, 2008; Kai, Omokore, &
Miller, 2009; Ries & Palkd, 2019; Yu & Jin, 2018). These essential features need to
be integrated after the CRUD operation is completed. Integrating the other WA fea-
tures is time-consuming. It requires more technical skills and testing, which slows
down the entire development process.

The CRUD operation enables the developer to generate fundamental files and
codes to form a WA skeleton. Based on the database table configuration, it parses the
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database schema and generates code for each table based on the MVC pattern
(Giatsoglou, Koutsonikola, Stamos, Vakali, & Zigkolis, 2010). Most developers use a
web application framework with CRUD operation to speed up the development pro-
cess. The CRUD generator can be executed using a console framework that is acces-
sible from the terminal Command Line Interface (CLI). Although it boosts the devel-
opment process, traditional CRUD generator only generates fundamental functions,
which still presents problems, namely their inadequacy to deal with form features,
authentication, search, file management, and other functions and features. (Das &
Saikia, 2016; Dasa, 2016; Onesinus, 2019; Rodriguez-Echeverria, Preciado, Sierra,
Conejero, & Sanchez-Figueroa, 2018). Further enhancement and manual code modi-
fication are required to improvise the half-baked generated CRUD operation, espe-
cially in the functional integration, which is time-consuming and comprises repetitive
coding for each of the CRUD outputs (Rodriguez-Echeverria et al., 2018). A
standalone CRUD could not satisfy the development of a decent and complex WA
since it lacks integrated features to support functions such as authentication, authori-
zation, files management, search, internationalization, form features, and statistic.
(Dasa, 2016; Jazayeri, 2007; Onesinus, 2019; Rodriguez-Echeverria et al., 2018).
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Fig. 1. Typical web application multi-layer

Based on the review of previous studies, various solutions have been proposed, for
example, using plugins and third-party tools. However, most of the studies solved the
problem separately, not as an integrated solution that covers all aspects of features
required in a WA development. Despite offering a full-stack solution, many of the
solutions are considered complex. They have a higher learning curve to be adopted as
a solution, especially those requiring the use of other dependency components. As a
result, the developer needs to perform significant modifications to integrate the neces-
sary features to enhance the generated CRUD. The integration requires more time as
the developer need to identify the necessary features, read and understand the docu-
mentation and specifications. The developer also needs to test the compatibility of the
features before executing the integration process, which will affect the development
productivity.
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Problems in integrating the plugins may lead to vulnerability in the application due
to the complexity of coding integration. The concept of using a framework is to build
software rapidly, but if the integration of the plugin requires more time, it partially
beats the purpose of using the web application framework. There is also an argument
that the CRUD operation is not yet a complete solution to develop the WA as there
are many redundant tasks such as repetitive codes modification for features integra-
tion after the CRUD is generated (Rodriguez-Echeverria et al., 2018). Coding these
steps repeatedly takes a long time and increases development costs (Bandirmali,
2018).

In practice, features integration in a CRUD generated WA is a time-consuming
process and requires multiple programming languages understanding since the fea-
tures might be written in different languages. It also requires significant code en-
hancement to include all the necessary WA features such as authentication, search,
file management, etc. This research addresses the lack of feature integration in the
CRUD operation for WA development which needs further enhancement. The im-
plementation of the CRUD operations shows that the repetitive and recurrent tasks in
WA development can be systematically automated using standard coding generation
and a model-driven approach (Rodriguez-Echeverria, Preciado, Rubio-Largo,
Conejero, & Prieto, 2019).

2 Motivation and related works

The rapid evolution of WA technologies has led to innovative aspects to support
the requirement’s development. A classification of this type of aspect is presented as
follows:

*  Web application framework: facilitates web programming which makes it more
practical and better organized in WA development and increases productivity
(Prokofyeva & Boltunova, 2016).

* CRUD operation: provision of assistance in the form of code generation and
basic functionalities to support the developer to accomplish the task (Noppadon
& Panita, 2013). CRUD is a great technique to start a WA project as it provides
automation in design patterns (Hall, Digennaro, Ward, & Havens, 2003).

* MVC: separates an application into three layers, model; view; and controller
(Freeman, 2015; Hao, Zhang, & Ma, 2019; Kelly, 2019; Singh, 2016; Yin et al.,
2014), which allows the developer to design, execute, and test each portion in-
dependently and keeps the code organized.

* Plugins: or plug-in, add-in, or add-on is a set of components that provides extra
abilities to enhance and customize the WA functions, and it does not modify the
core function or features of the WA framework (Bartosz Porebski, Karol
Przystalski, 2011).

* Born-digital records: Born-digital records have no physical footprint. They be-
gan life as digital entities such as a document from word processing, images,
video, 3D model, data set, and database (Kirschenbaum, 2013; Muhanna,
2018).
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¢ Although many web technology aspects and methods have been widely adopted
by developers, the requirements and functionality demanded from the WA need
to be composed of heterogeneous aspects, making it complex and time-
consuming. Even though the CRUD operation enables the developer to generate
the WA fundamental structure and functions, it still requires major modification
to ensure that the generated WA are competent to be deployed. Re-CRUD is
considered in this paper as a composition of various web aspects that can be
combined to shape a particular task and feature.

Web Application Framework

The web application framework (WAF) is a bunch of source code organized into a
certain architecture that can be used for the rapid development of WA (Bartosz
Porebski, Karol Przystalski, 2011). It can be viewed as a set of systematically orga-
nized source codes based on a certain system development architecture that can be
used to support the development of dynamic WA (Dasa, 2016; Golding, 2008). Web
application framework also promotes a standard method for WA development by
using Model View Controller (MVC) architecture and Rapid Application Develop-
ment (RAD) method to rapidly build WA (Dennis, Wixom, Roth, Wixom, & Roth,
2014; Kelly, 2019).

The web application framework has unlocked new perspectives in terms of WA en-
richment towards the development process and time, features, code organization,
continuous integration, documentation, learning curve, etc. (Laaziri, Benmoussa,
Khoulji, Larbi, & Yamami, 2019; Olanrewaju, Islam, & Ali, 2015; Prokofyeva &
Boltunova, 2017). Since 200, many open-source web application frameworks have
been released to the public, such as CakePHP, Laravel, and Codelgniter. These
frameworks are still actively maintained by crowdsourcing initiatives. The PHP-based
web application framework is among the most popular framework used in developing
WA because it is dynamic, flexible, easy to use and learn (Li, Karnan, & Chishti,
2018). Moreover, the advantages of the web application framework are the elegance
of codes and the ability to minimize the risk of programming errors. Web application
framework conforms to the Don’t Repeat Yourself (DRY) principle where all pro-
gramming logic is coded only once in one place and promotes code reuse (Bartosz
Porebski, Karol Przystalski, 2011). DRY principle prevents code duplication and
error, which also facilitates easier maintenance of code and WA. Generally, WAF
focuses on rapid development, promotes code reusability and programming best prac-
tices which, is great for developers who do not have enough knowledge or discipline
to care about the quality of code. The web application framework has been widely
practised by many developers to increase programming productivity as the framework
is more flexible, allows rapid built of WA, MVC-based, secure and most of them are
published under open-source license, which will reduce the final cost of development
(Laaziri, Benmoussa, Khoulji, & Kerkeb, 2019; Olanrewaju et al., 2015; Prokofyeva
& Boltunova, 2017). The advantages of web application framework adoption in WA
development can be highlighted as:
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* Easy to work with dynamic content for application projects such as document
management, an e-commerce store for online shopping, social networking, and
others.

* An easy scaling WA can grow over time without the need for large code chang-
es.

* Encourage code reusability and modularity.
* Better code management, easy to maintain and secure.

* Rapid development concept using CRUD generator.

Create Read Update Delete (CRUD)

Create, read, update and delete are the four basic functions that manage the WA re-
sources (Martin, 1983; Onesinus, 2019; Rodriguez-Echeverria, M. Conejero,
Preciado, & Sanchez-Figueroa, 2016; Rodriguez-Echeverria et al., 2018; Watts &
Jorge, 2014). The traditional CRUD application is developed using a relational data-
base that only comprises basic components known as to create, read, update, and de-
lete (Vohra, 2007). Computer scientists always refer to these functions by the acro-
nym CRUD. Create is a component that allows the user or the WA itself (or both) to
add a new data item into the database. Read component is used to retrieve some or all
items from the database and render them into a web page. Update component enables
the user or the WA to edit an existing item and have the changes stored back in the
database. The last component, delete, enable the user or the WA to remove an item
record from the database (McFedries, 2018).

The CRUD paradigm is common in WA development as it enables the developer
to generate basic WA routine code functions such as create, read, update, delete ob-
jects and define how objects are related to each other in a WA (CakePHP, 2020; Rails
Guides Team, 2015; Sinha, 2019). Thus, it enables the developer to create a quick-
start application to work as the foundation of the WA solution (Golding, 2008;
Stauffer, 2019). Furthermore, CRUD is a very useful time-saver as it generates the
skeleton codes for the WA and enables the developer to get faster output and quickly
demonstrate the basic function (input, process, and output) to the WA project stake-
holder (Mark, 2013).
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Fig. 2. CRUD operation

Figure 2 shows the CRUD operation method that leverages the pre-configured
MVC template and Objects Relational Mapping (ORM). The pre-configured template
is used as code mapping for the CRUD function. The pre-configured template is
structured based on the MVC architecture and parted into actions and view templates
(Lazetic, Savic, Vlaji¢, & Lazarevié¢, 2012; McArthur, 2008). The actions template
comprises CRUD actions which will form the controller, and the view template will
form the user interface for the WA. The console framework will extract the database
tables and use the pre-configured template to generate the CRUD function using the
CLI based on the Object Relational Mapping (ORM) (Bartosz Porebski, Karol
Przystalski, 2011; Mark, 2013). The output is based on the MVC architecture, which
comprises the WA's model, view, and controller. Each of the CRUD acronyms can be
mapped to a standard Structured Query Language (SQL) statement and Hypertext
Transfer Protocol (HTTP) method to build RESTful APIs (Mike, 2017) as shown in
Table I.

Table 1. CRUD operation mapping

Operation SQL HTTP RESTful
Create INSERT PUT /POST POST
Read (view) SELECT GET GET
Update (edit)y UPDATE  PUT/POTS/PATCH  PUT
Delete DELETE DELETE DELETE

The implementation of CRUD in WA development provides a substantial produc-
tivity boost for developers (Martin, 1983; Onesinus, 2019; Rodriguez-Echeverria et
al., 2016, 2018; Watts & Jorge, 2014). Using CRUD, the developer does not have to
worry about many subtle details for wiring up the controller for the MVC application
(Onesinus, 2019; Rodriguez-Echeverria et al., 2018). The CRUD operation is a one-
time code generation process intended to jump-start the WA development
(McFedries, 2018). As the WA model changes, the developer needs to manually up-
date the controller and views. Regenerating the CRUD will drop all custom modifica-
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tions, and standard coding will be applied (Onesinus, 2019; Rodriguez-Echeverria et
al., 2018).

Web Application Important Features

The searching and statistic feature in a WA has become more significant due to the
demand for faster data retrieval from huge data compilation. Therefore, to gain com-
petitive advantages, the statistic component is beneficial, especially in producing
reports (J. Chen, Jia, & Duan, 2011; Chu, Chao, & Yang, 2015; Daly, 2007; Dixit,
2016; Gutli¢ & Mujci¢, 2020; Jazayeri, 2007; Wang, Kessentini, & Ouni, 2016).

The search function has also become a vital feature in any WA, as the idea of using
WA is not only to systematically manage data and information but also to ensure that
accurate information can be provided and retrieved when requested (Karnouskos, Da
Silva, & 1li¢, 2013). Working with data and information can be more difficult if no
proper filtering system manages the user request (Karnouskos et al., 2013; Maskrey,
2016). Search is one of the functional components required to be present in an infor-
mation system to enable fast information filtering (Felin & Kauffman, 2019; Gipp &
Ebert, 2007; Kalinin, Cetintemel, & Zdonik, 2015; Porebski, Przystalski, & Nowak,
2011). However, WA created using basic generated CRUD requires manual modifica-
tion to include the search function, as it is not included in the four fundamental func-
tions of persistent operations. Search is considered as another component where the
WA and database can still operate without a search function but it is a highly desira-
ble feature to have especially in supporting data filtering (Bénel et al., 2010; Rauf and
Porres, 2011; Wang et al., 2016).

The idea of CRUD is not limited to the fundamental operations only as the opera-
tions of WA today is beyond data and information storage (Daly, 2007). The WA is
expected to have the analytical features as most organizations design and use WA to
gain competitive advantages such as faster data processing and producing analysis
reports (Yu & Jin, 2018). There are several components involved in analysis and sta-
tistic generation, which are the formulation of the data and visualization of the result
that requires new functions in WA core programming (Kautz, Madsen, & Nerbjerg,
2007; Murugesan, 2007). The formulation needs to be configured in the programming
logic.
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Fig. 3. CakePHP console framework using Windows PowerShell

To visualize the statistical data, it is recommended to use a data visualizer such as
charts that represent the statistical table (Da Rocha, 2019; Kumar & Gupta, 2019).
The integration of analytics features in the CRUD generation process will be an ad-
vantage as modifying code manually after the CRUD has been generated is time-
consuming. (Daly, 2007; Kessentini, Wang, Dea, & Ouni, 2017). To include the
search and analytics features, the CRUD generator engine needs to be modified, and
the proper variables from the database table need to be configured. The database table
will be extracted for the CRUD operations and generated based on the MVC pattern
using the console framework (Massimo Di Pierro, 2011; Miles, 2016).

Console framework is considered as an engine for CRUD operation in WAF which
will execute the task of generating the files and coding for the CRUD function based
on the WAF architecture (CakePHP, 2020; David, 2016; McArthur, 2008; Pitt, 2012;
Zdenek, 2014). There are two types of CRUD generator, i) Command Line Interface
(CLI) based; ii) web-based generator. The console uses a dispatcher-type setup to load
the shell script and parameter (Golding, 2008; McArthur, 2008). With the use of the
console framework, the developer can generate the basic skeleton of the WA based on
the MVC architecture (CakePHP, 2020). The console framework is not limited to
CRUD generation commands only. Other commands are also available such as migra-
tion, routes, internationalization, cache, and others (Golding, 2008).

Figure 3 shows the CakePHP console framework CLI executed in Windows Pow-
erShell. Technically, the console framework will retrieve all tables from the connect-
ed database, and based on the setup conventions, the console framework will suggest
the table association and relevant validation for the input field (Golding, 2008;
Porebski et al., 2011). Although it only generates fundamental functions (add, edit,
read, delete), it is a rapid method for the developer to generate the skeleton of the
WA and start to focus on other important features and functionalities
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Model View Controller (MVC)

The Web application framework's primary concern is to assist the developer in rap-
idly building a WA and better organization of resources (Prokofyeva & Boltunova,
2017). Most web application frameworks are based on MVC architecture to isolate
the data model and business rule from the user interface (UI) (Kelly, 2019; Pop &
Altar, 2014). Using MVC architecture is generally considered a good practice as it
modularizes code, promotes code reuse, systematic code and logic management, and
allows multiple interfaces to be applied (EricQuinton, 2017; Singh, 2016). The Mod-
el-View-Controller (MVC) architecture started in the 1980s. It was initially used in
desktop application design and later adopted in WA. MVC architecture separates an
application into three layers, model; view; and controller (Freeman, 2015; Hao et al.,
2019; Kelly, 2019; Singh, 2016; Yin et al., 2014), which allows the developer to de-
sign, execute and test each portion independently and while keeping the code orga-
nized.

Query & update

v |

| _Notify_)| _Events |
Model " Controller N View
. Query Updats
1 *
g g g S S g e A —— 4
Updats

Fig. 4. MVC architecture (Pitt, 2012)

The model layer provides data maintenance and associate logic to the view, which
represents knowledge, information, and a set of rules that handle updates and access
to the information (Daoudi, ElBoussaidi, Moha, & Kpodjedo, 2019). Most of the
MVC frameworks use the model layer to manage data validation and relationship
query. View layer will render content information to the end-user and relay the user
command to the controller. The rendered content information will be presented in a
systematic Ul to make the content more presentable and usable (Dey, 2011). The
controller layer is the request handler which will render command from the end-user
to the information system (IS) by providing an appropriate response to the request
(Frank, Kevin, & Douglas, 2007). The controller will manage the programming logic
and WA behaviour. Figure 4 shows the MVC architecture process in handling the
WA request.

Isolation of functional modules makes the development process and maintenance
easier for the developer to understand and modify each module without knowing eve-
rything about the application (Krasner & Pope, 1988; Pop & Altar, 2014). Therefore
it also promotes more efficient collaboration among the developer (McArthur, 2008).
The dominance of MVC architecture in WA and mobile application development
continues to gain popularity among developers (Daoudi et al., 2019). MVC architec-
ture speeds up the WA development process (Ivanovich, Vladimirovich, Victorovich,
Viktorovich, & Vitalievna, 2019) with the flexibility to integrate with other program-
ming languages and modules (Dey, 2011)
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Web Application Framework Plugins

Web plugin (or plug-in, add-in, or add-on) is a set of components that provides ex-
tra abilities to enhance and customize the WA functions. It does not modify the core
function or features of the WA framework (Bartosz Porebski, Karol Przystalski,
2011). WA plugin contains programming logic that serves to extend the capabilities
of the web application framework and it involves modification of framework core
functionalities. The plugin depends on the service provided by the host and does not
usually work by itself (Ratnayake, 2015). Conversely, the WA operates independently
of the plugins, making it possible for the developer to enhance and update plugins
dynamically without changes to the WA core.

A plugin usually is designed to fulfil single function features for enhancement.
Most web plugins can be integrated and run independently with various web applica-
tion frameworks such as CakePHP, Laravel, Codelgniter. They can be released as an
open-source project so that developers can leverage the plugin features into their pro-
ject and improvise it (Golding, 2008; Onesinus, 2019; Sinha, 2019). Adopting a
plugin in WA development may make it easier for the developer to enhance the WA
features. However, it can be complicated if there is a conflict between plugins when
two or more plugins interfere with one another, causing changes to their expected
behaviour. It is highly challenging to identify plugin conflicts due to the exponential
explosion of the plugins mixture (H. V. Nguyen, Késtner, & Nguyen, 2014)

Managing Born-Digital Records

Most of the WA is designed to have the ability to capture data, process it into valu-
able information and stored it as a record to make it available when it is required.
Most of the WA users are not aware that the born-digital records is easy to produce
but it is hard to maintain due to the nature of the digital environment and technologies
where the data, information and records are easier to be generated and stored but it
may lead to the information explosion due to no proper mechanism in managing the
born-digital records. Since the early 1980s, system applications such as Electronic
Document Management Systems (EDMS), Electronic Records Management Systems
(ERMS), Electronic Document and Records Management Systems (EDRMS) have
been used to manage digital content (Katuu, 2012, 2016; L. T. Nguyen, Swatman, &
Fraunholz, 2007). The management of electronic records involves several procedures
which can be summarized as the preservation of digital records, retention schedules,
and appraisal process where the action will be taken to the records, either it will be
archived or disposed (Eastwood, 2004; Eastwood, Katuu, & Killawee, 2000; Maroye
et al., 2017; Niu, 2014). The features of born-digital records management can be inte-
grated into a WA at the development stage. The lifecycle of digital records begins at
the first stage of its creation. Therefore, the strategy to follow must be defined from
these early stages onward while taking into account the process and procedure that
needs to be followed (Maroye et al., 2017).
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3

Electronic Record Important Aspects in Web Application

The generated CRUD is only limited to a WA's fundamental function, which in-
cludes the create, edit, read and delete functions. Besides the basic functions, WA
requires more complex features such as authentication, search, retention, appraisal,
archived, disposed of, sharing, audit trail, and reporting (Bartosz Porebski, Karol
Przystalski, 2011; Dasa, 2016; Golding, 2008; Kai et al., 2009; Ries & Palko, 2019;
Yu & Jin, 2018). Although some of the features are published as a plugin, it requires
the developer to identify suitable plugins and have the necessary technical skills to
integrate the features into the CRUD output. The weakness of this process is that it is
time-consuming, prone to errors in code modification, WA functionality, and bad
performance. The aspects can be explained as follows:

42

Inventory - A descriptive listing of each record series or system, together with
an indication of the location, access, and other pertinent data (Ira A. Penn &
Gail B. Pennix, 2017; Judith Read & Mary Lea Ginn, 2016; Patricia C. Franks,
2013).

Retention schedule - Lists how long each record series must be kept (the reten-
tion period), when the retention period starts (the cut-off), and the proper way
to dispose of the record once retention is met (the disposition method)
(Diamond, 2017; Judith Read & Mary Lea Ginn, 2016; UK National Archive,
2012).

Appraisal - The process of determining the archival value and ultimate disposi-
tion of records. Appraisal decisions are informed by several factors, including
the historical, legal, operational, and financial value of the records (Harvey &
Thompson, 2010; Lee, 2019; Vellino & Alberts, 2016).

Disposition - The process of destroying records or the transfer of records to an-
other entity (most commonly as an Archive) for permanent preservation
(Crockett, 2011; IRMT, 2009).

RBAC - Provides a role-based access control mechanism in the electronic rec-
ord management application to offer protection from unauthorized access. Au-
thenticated users with different roles have different authorization or access to
the records (Guo, Li, Nejad, & Shen, 2019; Lo, Wu, & Chuang, 2017,
Masenya, 2020).

Search - Enables the user to locate and retrieve records based on specific
metadata, word, or phrases. It is a vital function in any WA as it enables fast da-
ta retrieval via the search parameter (Haggerty & Scott, 2019; Oladejo &
Hadzidedié, 2021; Pauline, Shelda, & Peter, 2013).

Audit trail - Provides log tracking for any changes to the electronic records to
ensure validity and integrity (Lemieux, 2016; Namukasa, 2017).

Archiving - Transfer and store the valuable records into a repository which
makes them non-active but still accessible through the system. It also helps to
reduce the cluttered old and non-active records from the system (Broussard &
Boss, 2018; Pappel, Butt, Pappel, & Draheim, 2021).
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¢ Sharing - Provides sharing features by sending links to other parties (public ac-
cess or restricted access depends on the policy) (L. Chen, Lee, Chang, Choo, &
Zhang, 2019; International Council on Archives, 2013; Lengstorf & Wald,
2016; The National Archives United Kingdom, 2017).

* Reporting - Reporting provides a summary related to the current status of rec-
ords such as total records, active, inactive, the total required appraisal attention,
and others (L. Chen et al., 2019; Lengstorf & Wald, 2016).

4 Methodology

The present WA 1is constructed based on a scheme consisting of three sub-layer, 1)
presentation layer; ii) application layer, and; iii) data layer. The traditional CRUD
operation only comprises basic components known as create, read, update and delete
(Martin, 1983; Vohra, 2007). Technically, most web application frameworks such as
CakePHP, Laravel, Symfony, and FuelPHP have a build-in CRUD generator accessi-
ble through console framework, which can be executed using CLI. A review of the
official documentation shows that the execution of CRUD operation using a CLI-
based engine is more practical and productive due to the less configuration required,
which involves more time and procedures (CakePHP, 2020; Laravel, 2019; Symfony,
2019). The CLI-based generator offers comprehensive and complex features, yet it is
still simple and easy to use. It only requires a single command to execute the CRUD
operation, and it will generate the files on the respective folder based on the MVC
architecture (Bartosz Porebski, Karol Przystalski, 2011; CakePHP, 2020; Golding,
2008; Laravel, 2019; Symfony, 2019). CakePHP console framework CLI command is
straightforward and has a gentle learning curve compared to others (Dasa, 2016;
Mark, 2013).

Combining the searching and filtering, authentication and authorization, front-end
framework, and archival features into the console framework will enable the CRUD
generator to generate more functions in the CRUD output. The integration process
requires the restructuring of the CRUD (re-CRUD) operations and procedures. Figure
5 provides a simplified overview of the proposed design based on the CRUD evolu-
tion framework using the console framework. The traditional CRUD introduced in
1983 was mainly used for database abstraction. From there, it evolved into other
application development segments such as WA development using the CakePHP
framework. The console framework is used to execute the files and code generation to
make the CRUD operation generation process more systematic and easier. The pro-
posed Re-CRUD will stitch together all of the aforementioned important aspects into
the console framework to provide a comprehensive solution for CRUD operation for
WA development.
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Fig. 5. Proposed Re-CRUD

The integration process is based on the Agile, iterative methodology as it provides
a combination of iterative and incremental development models (Larman & Basili,
2003). In the Agile, iterative model, integration can be broken into small incremental
builds. It is not developed as a complete product on the go. The development model is
essential as several important aspects will be integrated into the console framework.
The features integration is completed one by one and test based on priority. The Ag-
ile, iterative method is adopted to ensure the integration process undergoes a system-
atic method that provides more flexibility in adapting changes, adding new important
aspects easily, and testing is executed in every increment. The Agile iterative model,
as shown in Figure 6 will be used considering the aforementioned development con-
cept.

Requirement Gathering Requirement Gathering .| Requirement Gathering
& Analysis & Analysis .
- - & Analvsis
Design ‘ Design | Design ‘
Tteration 1 L Iteration 2 l Iteration 1 i
‘ Coding ‘ Coding | Coding ‘
Testing }— Testing I— Testing ‘
Increment 1 Increment 2 Increment n

’ Maintenance ‘4—{ Deployment ‘

Fig. 6. Agile iterative model (Larman & Basili, 2003)
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As illustrated in Figure 6, the design procedure consists of four (4) processes that
are grouped into several iterations that repeat the same process and is explained below

in Table 2:

Table 2. Agile iterative process

Process

Details

Requirement
gathering &
analysis
Design

Coding

Testing

Tteration

Increment

Deployment

Maintenance

Each of the important aspects is downloaded and analyzed for integration
purposes. All necessary details will be extracted from the host web or git
documentation for analysis.

Define the important aspect integration method to the console framework and
prepare the integration environment.

Integrate identified important aspects for console framework enhancement. The
enhancement uses PHP language, and some modifications to the core files are
made due to changes in code structure.

The important aspect is integrated with the console framework and executed
using CLI for re-CRUD operation. The testing covers the files and code
generation together with the functionalities.

Every identified important aspect will undergo the process, and if in the testing
phase it appears to have a problem, the development needs to be re-evaluated
and modified.

In every increment, a different feature will be integrated into the console
framework. This ensures that every feature is appropriately integrated and the
console framework produces a clean code design.

The completed enhanced console framework is properly arranged and deployed
to generate re-CRUD output.

Update the integrated features and console framework to ensure it is up to date.

With the integration of the aforementioned WA important aspect into Re-CRUD,
more functions are provided, as shown in Table III.

Table 3. Re-CRUD operations

Operation Method Description

Create add Creates a service data objects and its descendants

Read view Retrieve a single dataset by the unique identifier (primary
key/slug)

Update edit Update a dataset to the database and its related objects

Delete delete Delete a dataset from the database and its related objects

Search index; Construct a list of data; find and return a list of a dataset

search that meet the specified search criteria

Retention index retention List data that have passed the retention date

Appraisal appraisal The process of appraising the data

Disposition disposed The process of disposing of the data

RBAC Authentication Authenticate user with username and password. Each

authorization account has specific roles, e.g., administrator, moderator,

and user

Audit Trail auditLog Log all activities related to data, create, modify, dispose,
etc.

Archive archived Set records as inactive and permanently stored for future
references

Sharing share QR code and social media sharing links

Report report Statistic and data reporting
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These enhancements present some noteworthy differences from the traditional
CRUD generator approach, namely, i) it integrates multi-features important aspects of
WA ii) it provides more automation for important aspect integration; iii) it improve
the usability of the console framework for CRUD operation and; iv) faster develop-
ment process.

5 Implementation

Proof of concept study is carried out to demonstrate and validate the important as-
pects of integration in WA development. A document repository is generated using
Re-CRUD to implement the integrated features. The document repository contains the
document title, author, year of publication, and notes. Figure 7 shows the index of the
document repository page, which lists all the registered documents together with the
search function. Figure 8 shows the document form that is used to register new data
together with the retention date. The retention date will determine the duration of the
document is active before it is transferred to the retention list for appraisal purposes.
This ensures that outdated or inactive documents are properly managed where the
appraisal process will decide whether the inactive documents will be disposed of or
archived for future references. Figure 9 is the reporting page which includes the statis-
tic report of the document registration.

= ome Search Q @signost 2O oF g
Re-CRUD Dark Mode
“+ew Document || @ sarc ||t st || = recora vt - | @ |
LIST OF DOCUMENTS
10/ Tite/ Author Retention Date
Search
=] id Title Author Retention Date Actions.
o 1 Document 1 User1 24 Feb 2019 [B)[@][@omoe
5] 3 Document 2 User2 12 Apr 2020 [E@) @z
- (oo
ex

|

Fig. 8. Document form with retention duration
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Re-CRUD

DOCUMENTS STATISTIC (YEAR: 2021) DOCUMENTS STATISTIC CHARTS (YEAR: 2021)

Fig. 9. Document report and statistic

6 Conclusion

The CRUD operation is aimed to speed up the development process through code
automation. However, the generated components and features from the CRUD opera-
tion is limited and required the developer to integrate other important features to sup-
port the web application requirement. Generally, the process is time-consuming, com-
prise repetitive coding, requires more technical skills and testing, which will slow
down the entire development process. Furthermore, the use of plugins to enhance WA
features can be complicated if there is a conflict between plugins. Re-CRUD provides
integrated electronic record aspects which include, search, retention, appraisal, dispo-
sition, RBAC, audit trail, archive, sharing and reporting features. These features is in
line with most web application requirements eg: searching features is used to filter the
content or data from the web application storage; archiving is to maintain the inactive
records to ensure systematic data and storage management. The integrated features
also support the current modern web application requirement. Furthermore, the inte-
grated important aspects can reduce the integration error and cut the repetitive task for
the developer to codes similar features to other tables.

The proof of concept has shown the electronic records important aspects integra-
tion can be successfully achieved through the CRUD operation. The generated web
application comprises more features compared to the conventional CRUD output
which is limited to the fundamental functions only. Using the ApacheBench, to meas-
ure response time and content delivery time in different environments. The test ware
designed to determine the feasibility of Re-CRUD as a production-level solution for
web application development. We found that Re-CRUD does not significantly affect
the content server performance when it is performing data transactions (saved and
retrieved) even though it has a significant number of integrated features. the content
server performance is 0.078 seconds per resource requested when the server is under
load and 0.15 to 0.25 seconds when the requested resource has many embedded com-
ponents
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Though the integration of important aspects of WA in Re-CRUD operation is
fairly new, the idea to have an integrated search and filtering, authentication and au-
thorization, data archival and backup together with the front-end framework will be
very helpful for a developer that always needs a faster solution for their development
process. In this digital age, information and systems are vital, and everything needs to
be rapid and effective to ensure competency among each other. Today, in the WA
development discipline, many WAF has been produced to cater to the needs of devel-
oper and business entity for them to generate WA rapidly which is commonly used to
manage data and information. Technically, this research will also provide the best
practice for multi-features code generation and motivate more developers to be more
innovative and able to successfully execute their WA development idea. Developers
who need to develop a WA may consider the Re-CRUD as the method for them to
generate the WA. Future work is needed to determine if Re-CRUD is relevant to be
applied to various types of web application development and functional integration
can be revised based on the web application requirements. The universality of the Re-
CRUD is not limited to expert WA developer-only, but it can be adopted by other
profiles of developers with basic skills in programming and WA development.
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