
UNIVERSITI TEKNOLOGI MARA 

EVALUATION OF EPASSPORT 
IMPLEMENTATION: A CASE STUDY AT 

MALAYSIA BORDER 

MOHD ZUHIR BIN MOHAMED YUSOFF 

IT Project submitted in partial fulfillment 
of the requirements for the degree of 

Master of Science in Information Technology 

Faculty of Computer and Mathematical Sciences 

January 2015 



ABSTRACT 

There is a lot of immigrant in Malaysia, 8.2% out of 28.2 million of Malaysian citizen is a 

foreigner. Currently, immigration does a campaign of clearing the illegal immigrant in 

Malaysia due to increasing number of immigrant in Malaysia. That is why it motivates of 

to do the research on authentication process in border control. The purpose of study is 

also to explore the what are the process of authentication ePassport at border control in 

Kuala Lumpur International Airport (KLIA) and does it follow the standard procedure 

that suggested by International Civil Aviation Organization. With help of what have been 

suggested by ICAO, it could increase the security level of authentication at border 

control. By using exploratory concept, the result will show on what are the processes that 

being used by Immigration Malaysia and is it following the standard of ICAO. Base on 

the finding, there are few issue shown on why it does not follow the standard that being 

suggested. One of the issues is the process itself does not follow the standard procedure 

suggested by ICAO. Besides that, other issue is system not supported, vendor unable to 

provide it and lack of enforcement by top management. This paper also suggested on 

what are the things that maybe Immigration Malaysia can use to improve their security. 

Furthermore, in doing passport authentication there is no right or wrong because it is all 

depends on that country itself either they want to use the ICAO standard or not. This 

research also have some limitation, but for in future the research could go more deep into 

processes and go more technical of the process 

n 



ACKNOWLEDGEMENT 

First and foremost, I would like to extend my deepest praise to Allah S.W.T who has 
given me the patience, strength, determination and courage to complete this thesis. I wish 
to express my sincere gratitude to my supervisor, Mohamad Norzamani Bin Sahroni, for 
his guidance, encouragement, assistance, and counsel throughout the course of this study 
and in the preparation of this IT project. 

Sincere thanks are extended to Immigration Malaysia and their vendor, IRIS Corporation 
Berhad for being supportive to give opportunity to me for interview and do observation 
on KLIA. Not just that, thank you to for helping in giving knowledge and information in 
doing' this research. Special thanks to the Faculty of Computer and Mathematical 
Sciences, staff, and fellow graduate students for their assistance and friendship. 

I am also grateful to government Malaysia for giving the MyBrain scholarship as 
financial support. Special appreciation goes to my parents, Mohamed Yusoff Mohd Noor 
and Suriah Abdul Rahman, my wife Fatin Nadiah Mohamad Yusof and my siblings for 
their patience, understanding, and encouragement. Thanks also to those who helped 
directly or indirectly during this research. 

iii 



TABLE OF CONTENTS 
Page 

AUTHOR'S DECLARATION i 

ABSTRACT ii 

ACKNOWLEDGEMENT iii 

TABLE OF CONTENTS iv 

LIST OF TABLES vii 

LIST OF FIGURE viii 

CHAPTER ONE : INTRODUCTION 

1.1 Research Background 1 

1.2 Problem Statement 2 

1.3 Aim 3 

1.4 Research Objective 4 

1.5 Research Question 4 

1.6 Research Scope/Limitation 4 

1.7 Research Significant 5 

1.8 Research Design Summary 6 

CHAPTER TWO : LITERATURE REVIEW 

2.1 International Civil Aviation Organization (ICAO) 7 

2.2 ePassport Procedure and Standard Verification 8 

2.3 ePassport Interoperability Usage and Practice 14 

2.4 Border Control in Kuala Lumpur International Airport (KLIA) 16 

2.4.1 Border Control 16 

2.4.2 Implementation Fully Auto gate 17 

iv 



2.4.3 Border Security Level 17 

2.5 ePassport enabler 18 

2.5.1 ePassport Initiative at Border Control in KLIA 18 

2.5.2 Efficiency of Biometric Verification with ePassport 18 

CHAPTER THREE : RESEARCH METHODOLOGY 

3.1 Research Methodology 20 

3.1.1 Literature Review 21 

3.1.2 Interview 21 

3.1.3 Observation 22 

3.1.4 Data Analysis 23 

3.1.5 Result and Proposed Guideline 23 

CHAPTER FOUR : DATA COLLECTION AND FINDING 

4.1 Finding 24 

4.2 Interview 24 

4.2.1 Interview Session with Immigration Department 24 

4.2.2 Interview Session with Vendor 26 

4.2.3 Observation at Border Control (KLIA) 27 

4.3 Discussion 28 

4.3.1 ePassport Inspection Procedure 29 

4.3.2 Inspection System 31 

4.3.3 Vendor of Immigration System 32 

4.3.4 Management of Immigration 33 

4.4 Suggestion 34 

v 


