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ABSTRACT

The number of home DS subscribers has been increasing and this trend is
expected to continue in years to come. At the same time the number of
hacking and abuse cases targeted at host that is connected to the internet dso
has been rising. There is aneed to identify whether host that is connected to
the internet via DSL internet connection are dso vulnerable to hacking and
abuse threat from the internet. The threst would be identify with the
implementation of high interaction honeypot. A honeynet architecture
consgt of norma OS as the high interaction honeypot is connected to the
internet viaDSL connection and monitored by amonitoring station that used
Snort IDS. 1t is found out that computer that connected to the internet via
DSL connection aso exposad to hacking and abuse threat. The research
recorded a totd of 19120 atack dert generated by snort. One of the
honeypot deployed has been abused as an IRC bot server. The attack
experienced including scanning activity, atempted admin, worms and even
marketing advertisement.
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