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ABSTRACT

Many companies have implemented Bring Y our Own Device (BY OD) with the hope to
provide more flexible working hour to employees and reduce of operating cost. Thisis
agrowing trend recently in corporate environment especialy in context of Malaysia. In
BYOD implementation, employees are allowed to do work using their own personal
device like smart phone, laptop computer, netbook or tablet. The problem is whether
organization is ready for the implementation and al the security concerns are addressed
in realizing the benefits of the BYOD implementation. BYOD is expected to provide
benefits to employee in increase of productivity, user satisfaction and work flexibility
as employees are using device that they are familiar and convenient with. Besides dl the
benefits, information security, data control and privacy became a concern. This research
isto find out the effects of security, data control, device protection and privacy issuesin
BYOD implementation. Responses from various IT and Non-IT Company's employee
are collected for analysis. Framework for the analysis, adapted from Brodin (2015) have
been used for this research. The conclusion of this study is that even though there is
security issue in implementing BY OD, employee are till prefer to use their own device
in regards to flexibility and convenient to perform their tasks during or after working
hour. The constraints and limitation of this study is that the respondent have limited
knowledge on BYOD and it is considered very new concept yet is already implemented
at their office with no proper policy and control in place. It is recommended that, due to
the risk of BYOD and the small size of mobile device, it is recommend that the controls
and protection need to be top consideration of BYOD implementation by any
organization.



ACKNOWLEDGEMENT

Praise beto Allah SWT Most Gracious, Most Beneficent

First and foremost, praise to Allah for giving me the opportunity, strength, good health
and determination to complete this thesis. Without Allah blessing and permission, this
thesis could not have been completed. Moreover, this thesis would not have been
possible without guidance and help of several individuals who in one way or another
contributed and extended their valuable assistance in the preparation and completion of
this research.

First of dl | would like to express my deepest gratitude to my supervisor Puan Rogayah
A Majid, Encik Azhar Abd Aziz and Encik Arwin Idham for their concern, guidance,
advices, ideas and support throughout my thesis completion. All of the advices,
guidance's and ideas during the preparation of this study will never be forgotten.

| would like also to express my gratitude to my family especially to my wife

for the constant support, understanding and prayers during my study. Not
forgetting to al of my friends who gave me the idea, solution and support directly and
indirectly during the completion of this project. Thank you very much for al that you
have done and given to me, no words can described it best.

Thank you and may Allah bless dl of you.



TABLE OF CONTENTS

AUTHOR'S DECLARATION
ABSTRACT
ACKNOWLEDGEMENT
TABLE OF CONTENTS
LIST OF TABLES

LIST OF FIGURES

CHAPTER ONE: INTRODUCTION
11 Research Background

12 Problem Background

12 Problem Statement

13 Research Aim

14 Research Questions

15 Research Objectives

16 Hypothesis

17 Research Scope

18 Research Significant

19 Research Design and Approach
110 Organizational of Chapters
111 Summary

CHAPTER TWO: LITERATURE REVIEW

2.1 Bring Your Own Device (BYOD)

2.2 BYOD Implementation In Organizations

2.3 Benefits Of BYOD
2.3.1 Convenience and flexibility
2.3.2 Increase user satisfaction
2.3.3 Increased personal productivity

2.4 Problem With BYOD Implementation

iv

Page

Vi

viii

0 00 N4 O O oo o o o1 A N B B

11
12
13
13
14
14



2.5

Security Threats Emerging From BY OD

2.6 Previous Study Of Security Issue With Mobile Application

2.7 The Theoretical Framework Associated With BY OD

2.8

Summary

CHAPTER THREE: RESEARCH METHODOLOGY

31
3.2

33

Research Model

Research Process

3.2.1 Problem identification
3.2.2 Knowledge Acquisitions
3.2.3 Design of
3.2.4 Data collection

3.25 Anaysis and findings
3.2.6 Preparing the report

3.2.7 Report writing

Summary

CHAPTER FOUR: RESULT AND ANALYSIS

41
4.2

4.3

4.4
4.5
4.6
4.7
4.6

Introduction

Quantitative Data Analysis

4.2.1 Demographic of sample

4.2.2 Usage of

Descriptive Analysis

4.3.1 Information Security issues

4.3.2 Data Control and Device Protection
4.3.3 Privacy issue of BYOD
4.3.4 Effectiveness of BYOD
Reliability Analysis

Normality Analysis

Correlation Analysis

Pearson Correlation Analysis

Conclusion

instruments

Device

implementation

Implementation

17
20
21
22

23
23
24
25
25
26
27
27
27
27
28

29
29
30
30
32

35
36
37
39
41
42

45



