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ABSTRACT

Passwords are the most commonly used authentication procedures for online web
applications and systems based applications and to the system itself. Passwords are
created by the users could be easier to memorize by relating to some sort of their regular
activity or a name of near and dear ones, which obviously is easy to guess or crack by
some means and could be a serious security concern. This study will seek to address the
secure and memorable password for Gen Y. The researcher will conduct experiments
to find the best approach which is can be decrease the human mind burden with created
a secure and easy to remember password. Therefore, this research project aims to report
on a password behavior of Gen Y and suggest the best approach to create secure and
memorable password. In this research, researcher conducts the experiment to prove that
the system policy is significant with the attempt to create and recall passwords. The
experiment will conducts at private and government office by 38 participants. The data
from the experiment which is from the database will be analyzed to collect password
behavior of Gen Y and suggest the best approach to create a password. Even this
research is achieved the objective, future research need to be conducted to evaluate the
best approach has been suggested.

il



ACKNOWLEDGEMENT

First and foremost, I would like to express my deepest gratefulness and praise to Allah
S.W.T. the Almighty for giving me the strength and opportunity to complete my Final
Year Project successfully on time.

I would like also to convey my deepest appreciation to my project supervisor, Dr Natrah
Binti Abdullah @ Dolah, for her encouragement, precious time, support and
cooperation throughout the project period. Also for her guidance, advices, comments
and suggestions are very useful to improve this project.

Special thanks go to my family members because always pray and give full support,
advices and efforts behind the scenes throughout this while.

Besides that, I would like to dedicate my appreciation<o all my friends whose there for
me when I needed someone for sharing ideas, supporting and giving me strength to
complete this project. Last but not least, thank you so much to all individuals or groups
who have been involved either directly or indirectly contributing their energy, support,
ideas, opinion and tips which leading to the accomplishment of my Final Year Project.

iv



TABLE OF CONTENTS

Page

AUTHOR’S DECLARATION ii
ABSTRACT iii
ACKNOWLEDGEMENT iv
TABLE OF CONTENTS v
CHAPTER ONE: INTRODUCTION 1
1.1 Background of Problem 1
1.2 Problem Statement 2
1.3 Research Aim 3
1.4 Research Questions 4
1.5 Research Objectives 4
1.6 Research Scope 4
1.7 Hypothesis 5
1.8 Significance 5
CHAPTER TWO: LITERATURE REVIEW 6
2.1 Password 6
2.1.1 Secure Password 6
2.1.2 Memorable Password 7
2.1.3 Password Policy 8
2.1.4 Treats in Password Authentication 9
2.1.5 Password Best Practices Framework 10
2.2 Generation 11
22.1 GenY 12
2.2.2 Comparison Gen Y with earliest Generation (Gen X) 13
2.2.3 Gen Z the next generation 13
2.3 Common behavior of password for Gen Y 14
2.4 Related Studies 16
2.5 Summary 17



