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ABSTRACT 

Traditionally, information security has been purely defensive. Firewalls, Intrusion 

Detection Systems, encryption; all of these mechanisms are used defensively to protect 

one's resources. One of the greatest problems the security community faces is lack of 

information on the attacker. This is one of the main reasons why the computer crime and 

network attacks are still increasing. A Honeynet is a type of honeypot. Specifically, it is 

a high-interaction honeypot designed to capture extensive information on threats. The 

primary purpose of a Honeynet is to gather information about threats that exist. Virtual 

Honeynets represent a relatively new field for Honeynets. The concept is to virtually run 

an entire Honeynet on a single physical computer. The purpose is to make Honeynets a 

cheaper solution that is easier to mange and maintain. Instead of investing in large 

amounts of hardware, all of the hardware requirements are combined onto a single 

system. The research found that the Internet is not secure and is full of network abuses 

and attacks. Most of the attacks found were by an automated worm and script kiddies. 

v 



TABLE OF CONTENTS 

APPROVAL ii 

DECLARATION iii 

ACKNOWLEDGMENT iv 

ABSTRACT v 

TABLE OF CONTENTS vi 

LIST OF TABLES ix 

LIST OF FIGURES x 

1.0 INTRODUCTION 

1.1 Background 1 

1.2 Problem Description 2 

1.3 Research Objectives 3 

1.4 Research Scope 3 

1.5 Research Significance 4 

1.6 Thesis Organization 4 

2.0 LITERATURE REVIEW 

2.1 Firewall 6 

2.2 Intrusion Detection System - IDS 7 

2.2.1 Network based intrusion detection 8 

2.2.2 Host based intrusion detection 8 

2.2.3 Signature-based IDS 8 

2.2.4 Anomaly-based IDS 9 

2.3 Honeypot 9 

2.3.1 The Value of Honeypots 10 

2.3.2 Level of Interaction 11 

vi 



2.4 Honeynet 12 

2.4.1 GenI Honeynet Architecture 13 

2.4.2 Genii Honeynet Architecture 15 

2.4.3 Virtual Honeynet 17 

2.5 Similar Studies 19 

2.5.1 Honeypots in Windows Environment (Nurul Aini, 2004) 19 

2.5.2 Identifying hacking and abuse threats towards a home DSL 20 

Internet connection with high interaction honeypot 

implementation (Emran Mohd Tamil, 2004). 

METHODOLOGY 

3.1 Research Approach and Methodology 22 

3.2 Preliminary Study 24 

3.3 Development 24 

3.4 Data Collection 24 

3.5 Data Analysis and Finding 25 

3.6 Documentation 25 

IMPLEMENTATION 

4.1 Development Overview 26 

4.2 Hardware Requirements 27 

4.3 Software Requirements 28 

4.4 Architecture Design 28 

4.5 Installations and Configurations 31 

ANALYSIS AND FINDINGS 

5.1 Network Traffic Analysis and Findings 39 

5.2 Intrusion Analysis and Findings 44 

vii 


