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Abstract

Trojan attacks are the most common and serious threat to network users. It is a program that
appears to be useful program but actually harmful one. It is difficult to detect Trojan attacks
because it uses special techniques to conceal its activities from antiviruses and users. Thus, this
research intends to retrieve and investigate of Trojan attacks on the network using digital forensic
tools namely Wireshark, FTK Imager and Volatility. Two types of Trojan attacks called Remote
Access Trojan (RAT) and HTTP Trojan (HT) are created and experimented in this research. These
Trojans are sent to the targeted computer in the network through email. Wireshark is used to
capture the network packets and then analyze the suspicious packets. FTK Imager is used to
capture RAM data on targeted computer. Volatility is used to analyze the captured RAM data and
extract suspicious process. This suspicious process is dumped into file and scanned using the
Avast antivirus to check whether this process is running Trojan or otherwise. This research may
benefit and contribute to the computer security and forensic domain. It can be extends to
investigate other Trojan attacks such as Zeus, SubSeven or Back Orifice by using the same digital
forensic tools.
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Introduction

The Trojan attack (Trojan) is one of the most notorious malware attacks(Al-Saadoon & Al-Bayatti,
2011). It is a program in which malicious code is contained inside the harmless program in such
way that can control and cause some damage on the computer system (Al-Saadoon & Al-Bayatti,
2011). Trojan can cause massive harm to the computer system and can also crash computer system.
Mostly, Trojan infected the computer via the acts of downloading software, movie or
music from unknown websites or an email attachment (Garcia, Reilly & Shorter, 2003).
Trojan operates by hiding itself inside a useful software program(Al-Saadoon & Al-Bayatti, 2011).
Once it is installed or executed in the system, Trojan begins its work by infecting different files in
the computer. The user will notice that the computer has becoming slower and a window pop up
may suddenly appears on the desktop(Al-Saadoon & Al-Bayatti, 2011). This phenomenon happens
because of Trojan has already spread its virus to the computer’s user. Later, this would cause their
computer to crash and the computer is eventually no longer usable. Trojan also capable of stealing
crucial information from the user’s computer(Kumar, Upadhyay& Kumar, 2012).

Related Works
The analyzing a Trojan attack is tricky and crucial. It must include forensics analysis processes.
Thus, Podile, Gottumukkala, & Pendyala (2015) highlight that forensic analysis is important for
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cases such as the analyzing of bank customer’s computer that has been infected with Trojan.
Forensic analysis may use FTK imager (FTK) and Digital Evidence Forensic Toolkit (DEFT) to
collect evidence on registry files, internet history and events log files from the infected bank
customer computer. Other than that, Volatility is also used to analyze RAM dump on infected
machine.

Heriyanto (2012) performed forensic analysis to find and collect the evidence from Trojan banking
malware for instance Cridex, Zeus and SpyEye. The tools that were used are Volatility and
Wireshark. Volatility is used to seek the existence of Cridex and Zeus on the virtual machine while
Wireshark is used to examine and capture the network traffic on Cridex, Zeus and SpyEye for
evidence.

Analysis and Results
The result obtained from the analysis, which has been carried out are as follow:

I Network Forensic Investigation

Network forensic performs analysis on network activities by collecting information associated
with illegal activities(Xrysanthou& Apostolakis, 2006). Wireshark was used to captures network
packet and analyses suspicious Trojan packet on the network.

Figure 1 and Figure 2 showed the results based on Wireshark after a RAT and HTTP Trojan attack
on victim’s laptop. There was communication between attacker’s laptop and victim’s laptop when
we filtered using the IP addresses 192.168.0.103 (attacker) and 192.168.0.100 (victim). This means
that both attacks have already infiltrated the victim’s.

Fiter == 1901680108 and padd== 192 68010 v bpresaon, Clar Mgty Save

Mo, Tme o Desinton Pl Length Iy Bpet  Scpot Destpot
1o 9 192.168.0.103 192.168.0.100 L 60 49172 » vocaltec-qold [PsH, ACK] Seq=5 Adk=T win=h n 6

11 % 192.168.0.103 192.168.0.100 o™ 60 49172 > vocaltec-gold [Ack] Seq=f Ack=181 win=6353 447 6670
12 103 192.168.0.103 192.168.0.100 TR 60 Request (243) Warn 49163 6667

18 103 192.168.0.103 192.168.0.100 o™ 60 49169 > 6667 [AcK] Seq=d Ark=13 Win=63536 Len=) 43169 6667
17 106 192.168.0.103 192.168.0.100 TR 60 Request (0434) 49169 6667

16 106 192.168.0.103 192.168.0.100 IR 60 Request (144) Warn 49163 6667

165 106 192.168.0.103 192.168.0.100 TR 60 Request (14) Warn 49163 6667

Figure 1 Packet captured after RAT attack
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Fiter | paidr== 11600 and paidi== 121600100 E|Btpmsiun... Cear Apply Save
M. Tme Soe Desination Patocel  Lengh Info bpet  Scpot

05 53 192.168.0.108 192.168.0.100 6] 60 50726 > hetp [ACK] Seo=407 Ack=2390 Wine63536 Len= §n8

1 A1 103 § (] i Ttp [ACK] se 2 iineBls1] Lere §0728
53 192.168.0.10 192.168.0.100 e 60 30728 > htp [FIN, ACK] Seq=407 Acks3507 winsBlsi? chat 578

0 5 192.168.0.103 192.168.0.100 6] 66 50730 > hrep [SYN] sec<D win=E197 Len) wss=L460 W chat 0730

Figure 2 Packet captured after HTTP Trojan attack

ii.  Memory Forensics Investigation

Memory forensic performs analysis on memory image taken from the victim’s running computer
(Sindhu &Meshram, 2012). Memory forensic is important in the investigation because it helps in
extracting forensic artifacts from victim’s computer’s memory like network connection, running
process and loaded module. Two memory forensic tools that was used to detect Trojan attacks are

FTK Imager and Volatility.

Figure 3 and 4 showed the FTK imager has successfully captured RAM data on victim’s laptop.

R ™ 0 [=m® 2,

Evidence Tree X ||F|Ia List
Name | Size | Type Date Modified

-
Memory Progress

Destination: | C:\Python27hvolatility-2. 4ynfectedBeast. mem

Status: | Memory capture finished successfully

Custom Content Sources X

Evidence:File System|Path File Options

Figure 3 Successfully capture RAM data after RAT attack
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Figure 4 Successfully capture RAM data after HTTP Trojan attack

The memory files were saved as infectedBeast.mem for RAT and infectedHTTP.mem for HT.
Once the RAM data has been captured, Volatility was used to perform memory forensic on the
captured RAM data. Volatility analyzed the captured RAM data and extracted suspicious process
from RAM data. Netscan plugin was used to extract information about the network connection
held from and to the system with details included. Figure 5 showed the output of netscan plugin
using the command “vol.py --profile=Win7SP0x86 netscan —f infectedBeast.mem” and Figure 6
showed the output of netscan plugin using the command “vol.py --profile=Win7SP0x86 netscan —
f infectedHTTP.mem”.

6x1487dbe6 TCPv4  192.168.0.160:6667 192.168.8.103:58880 ESTABLISHED 2432 beastserver.ex
6x164e8830 Uppve  ::1:55187 ur 3344 suchost. exe
Bx1d2c7850 TCPvd  9.0.0.8:49154 0.0.0.0:8 LISTENING 572 lsass.exe
Bx1d49aca8 TCPv4  9.0.0.8:49155 H LISTENING 948 svchost.exe
6x1d56cal8 TCPvE  ::1:27275 I LISTENING 1376 AvastSvc.exe
6x1d719188 TCPvd  9.0.0.8:49154 .0.0.0: LISTENING 572 lsass.exe
4914 8 LSTENING 2 lassexe |
x1d63d548 TCPv4  192.168.6.160:6674 192.168.8.163:56067 ESTABLISHED 2432 beastserver.ex
x21bddbos TCPv4  192.168.6.168:6671 107.168.8.163:56084 ESTABLISHED 1431 beastserver.ex
TR0 L0 G " LY 4 IV o
6x23fedass TCPhvd  127.0.8.1:43227 6.0.0.0:8 LISTENING 1784 MBANService.ex
6x24166828 TCPv4  6.8.0.0:49155 0.6.0.8:8 LISTENING 943 svchost.exe
6x24166828 TCPvE 11149155 L LISTENING 943 svchost.exe
6x23adecls TCPv4  -:48581 10.8.7.12:443 CLOSED 336 Uireshark.exe

Figure 5 List of network connection extracted from infectedBeast memory

Drvd  6.0.6.0:0 o 1288 svchost.exe
UDPvE @@ nE 1288 svchost.exe
DPv4  6.9.6.0:560 nr 1000 svchost.exe
Uopvd ___127.6.8.1:4915) HE 1376

TCPvd  6.0.0.0:80 6.0.6.0:0 LISTENING 1188 HTTPSERVER.EXE
TOPTE - €.0.0.0,000 T.0.0.0.0 TISTENING TG WDt |
TCPvd  192.168.6.100:139 6.0.6.0:0 LISTENING 4 System

DPvd  6.0.8.0:5355 nr 1288 svchost.exe
UDPvd  8.0.0.0:5004 E 1776 unpnetuk.exe
UDPve  :::5604 E 1776 unpnetuk.exe
UDrve 105473 o 064 suchost.exe

Figure 6 List of network connection extracted from infectedHTTP memory
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6x0080600632551828 smss.exe m 4 Bx3e555028 2817-06-09 05:87:05 UTC+0060
x006060083e673528 ScreenRecorder 4128 2576 Bx3e5555aB 2817-06-89 67:13:81 UTC+660
Bx00e080RE3eThI446 svchost.exe 1660 528 @x3e555306 2017-86-09 05:67:28 UTC+a000
x00606ARE3eTcBaa8 taskhost.exe 1724 528 8x3e555326 2617-06-60 65:67:28 UTC+0600
BxB0eA6ARE3e cd306 backup. exe 1796 1684 @x3e555346 2617-86-09 05:07:28 UTC+A000
0x008600E3078a56 beastserver.ex 2432 2352 Bx3e555088 2817-66-89 A7:14:39 UTC+beee
X wmpnetik, exe 3e5555e -86- 18 ¥

Bx006080RE3TI60006 svchost.exe 3344 528 Gx3e555608 2617-86-09 85: 18 22 UTC+B068
Bx006000RE35760bA System 4 B 6x0e185006 2617-06-60 85:67:85 UTC+0660

Figure 7 List of hidden process extracted from infectedBeast memory

There was an active network connection between IP address 192.168.0.100 and 192.168.0.103 on
victim’s laptop. Network connection to the IP address 192.168.0.103 was made by the PID 2432
and the process that was associated with PID 2432 is beastserver.ex. PID 2432 was used as a cover
process for some hidden processes which are being carried out on the victim’s laptop. Figure 7
showed the output of psscan plugin using the command “vol.py --profile=Win7SP0x86 psscan —f
infectedBeast. mem”.

It showed that one of the processes beastserver.ex with the PID 2432 looked suspicious because
the beastserver’s extension was different from the other processes’ extension whereas the other
processes had the same .exe extension. These suspicious beastserver.ex process was dumped into
files and was scanned using Avast antivirus to confirm that it is Remote Access Trojan (RAT).
The result exhibited that Avast antivirus detected beastserver.ex process as Win32:BeastDoor-AA
[Trj]. RAT used beastserver.ex process to hide it activity on victim’s laptop so that victim cannot
detect its present.

0x00008860271048f8 dumpcap.exe 4820 1952 @x3e5b5548 2817-85-23 80:35:43 UTC+00680
0x000008602eca2d48 AvastUI.exe 1996 1932 Ox3e5b5480 20817-85-23 00:16:50 UTC+8860
0x000088603cCc36488 explorer.exe 1516 1456 @x3e5b52c¢6 2817-85-23 @0:16:42 UTC+B0686
0x0ee088603cccfe68 spoolsv.exe 1588 572 8x3e5b52e6 2817-85-23 06:16: 44 UTC+B8680
svchost exe 572 8x3e5b5328 UTC+6868

HxARRAAGHE

9x988888893cd4c838 HTTPSERVER EXE 316 8x3e5b56a8 :36 EL UTC+BBBB
Splalslslslstly WE.EXE 1776 572 O¥3IE505560 2917-65-22 9OTI8T57 UTLFEeey |
exBBBBBBBBBCdQFdAB svchust exe 2264 572 ©x3e5b5280 2817-85-23 @0:18:59 UTC+8860
0x000088803cdc5958 Wireshark.exe 1952 1516 ©x3e5b51ed 2817-85-23 @0:35:39 UTC+8860
0x000088603cde7c78 RtHDVCpl.exe 1884 1516 ©x3e5b53cO 2817-85-23 00:16:48 UTC+8860

Figure 8 List of hidden process extracted from infectedHTTP memory

The result showed that there was no active network connection detected between IP address
192.168.0.100 and IP address 192.168.0.103 on the victim’s laptop. Based on Figure 8, the
HTTPSERVER.EXE process was running on victim’s system but the source and destination IP
address is 0.0.0.0. Figure 8 showed the output of psscan plugin using the command “vol.py --
profile=Win7SP0x86 psscan —f infectedHTTP.mem”.

It showed that HTTPSERVER.EXE process with the PID 1180 looks suspicious. This suspicious
HTTPSERVER.EXE process had been dumped into files and was scanned using Avast antivirus
to confirm that whether this process is a HTTP RAT. The result showed that Avast antivirus was
unable to detect the HTTPSERVER.EXE process as a HTTP Trojan. This Trojan was considered
dangerous because it uses a special technique to make their detection more difficult. Table 1
showed the result obtained from the Avast antivirus scanning.
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Table 1 Avast Scanning Result

Trojan Process ID Dumped file Avast antivirus
RAT beastserver.ex 2432 2432.dmp Win32:BeastDoor-AA[Trj]
HTTP | 4 TTPSERVER.EXE 1180 1180.dmp No thread found
Trojan

Conclusion

This research seeks to explain the importance of network forensic and memory forensic
investigations on Trojan malware incidents. It has achieved its objectives to retrieve and
investigate the evidence of Trojan attack using digital forensic tool like Wireshark, FTK Imager
and Volatility. Based on the research results, it can be concluded that Wireshark is very useful in
an investigation because it successfully detects both a RAT attack and a HTTP Trojan attack on
the network. Volatility is a very powerful memory forensic tool that contains a great set of features
and options which can help in detecting a Trojan attack. Volatility along with FTK Imager can be
considered as a great memory forensic duo when performing an investigation of a Trojan attack.
Both FTK Imager and Volatility can detect a RAT attack while the HTTP Trojan is quite difficult
to be detected because Volatility cannot detect the communication between the IP address of the
attacker and the IP address of the victim. It only shows the processes that are running on the
victim’s.
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