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CHAPTER 2

Analyses of Software Testing Problems in Small and
Medium Software Enterprises (SME’s) and a
Proposed Framework on Exploratory Testing

Murugan Thangiah and Shuib Basri

Abstract. In the field of IT, the software industry recognizes the
value of the small and medium software (SME’s) enterprises in
contributing valuable products and services to the economy. In
SME’s the quality of the software is increasingly become a
concerned subject. The suitable use of testing standards was not
written for the development organizations having less than 25
employees. Currently, most of the SME’s do not follow any
standards and do not adopt any well structured testing methods. In
this research paper, the challenges faced by the SME’s towards
software testing in order to produce quality products are being
addressed. Various testing processes are analysed and discussed in
the literature review; to identify which methods are best suitable for
the SMEs and to come out with a research question. Further study on
the research question will lead to a solution by proposing an
acceptable framework of the testing process called Exploratory
Testing.

Keywords: Exploratory Testing, Framework, SME’s, Software
Quality.

Murugan Thangiah (D<) ¢ Shuib Basri

Department of Computer and Information Science,

Universiti Teknolgi PETRONAS, Tronoh, Perak, Malaysia

e-mail: tm_gun@hotmail.com, shuib_basri@petronas.com.my 1


mailto:shuib_basri@petronas.com.my2

1 Introduction

Software applications are widely used in complex environment ranging from
single user applications to multi-client server applications running on different
platforms. Applications are written using different programming languages
with variety of databases and data structure [1]. All these components are
connected with different networks. When a software product is used and
implemented in any applications, the developer must ensure that the product is
free from errors (bug), and it should work without any interruptions under
various situations. One of the major activities in software testing is to identify
bugs [18]. Most of the larger organizations used more than 40% of the project
development time in such activity.

At present, the majority of the software companies are small and medium
sized companies with 10-50 employees. The small and medium size
enterprises face many challenges to develop the quality software to a
reasonable and acceptable standard. The other major challenges that is quite
common in small organizations such as project management, providing
training to a new employee, conducting peer reviews and measurement [2, 3].
Currently, testing activities in SME’s are done mainly without any proper
structure [2]. After writing a piece of code, the developer tests the module
within themselves. When all the modules are completed, one of the developers
will integrate those modules. Then the software is being tested by a second
person, probably the head of the project team, however, this is not enforced by
any procedure [3]. Incidentally, there are no testing scripts made available and
no testware is developed, because most of the SMEs do not apply any formal
testing techniques. At the same time, the test data and testing methods are
never documented.

This research work is to address the various issues surfaced in the SME’s
related to testing. Then to critically assess the software testing process
implemented in SME’s, then to propose a framework on improved testing
process based on the software engineering literature, as well as the insight
knowledge gained from this study.

2 Current Challenges in SME’s

Across the world, majority of the software industries are comprises of SME’s.
In order to sustain and to survive in the highly competitive marketplace, these
small and medium size software companies must produce high quality
software that will ensure sustainable business model. SME’s face many
challenges along the way to create quality software in order to maintain the
survival in the market place [4]. Firstly, they do not believe in the process
and methods followed by the larger software companies. Secondly, their
organizational structures and processes are quite informal and it leads to a
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chaotic environment. Thirdly, the challenges are lacking of resources,
experiences, skills, cannot afford to employ experienced software developers
and the cost involved towards testing [5, 6].

Although several test case methodologies existed, all those existing
testing methods are unable to detect the bug when the product is completed.
There are situations where some bugs are identified by the customers
themselves [7] and this is quite common when a product is developed and
implemented by SME’s. To understand on where to focus on the improvement
efforts, a starting place for a test system team should start with the awareness
of the different types of problems that can escape during the development of
the life cycle due to the challenges in software testing. The real fact is
“Complete testing is impossible” [8].

No structured or standard approach for testing

There are no proper procedures or methods adopted for the software testing.
Since the SME’s main objective is to satisfy its stakeholders [3], this
constraint resulted in giving too little opportunity for the developers to test the
task. Besides that, last minute addition of functionality can also harm the
development process. This factor causes additional obstacles which may either
result in the delay of the product delivery or the product has many errors [2].

Project delay

There is always a delay in starting the projects. The change of the
requirements request by the stakeholder is one of the reasons of the delayed.
The stakeholder does not know exactly what they need initially [4]. User can
propose requirement changes at any stage during System Development
Lifecycle (SDLC) process. The worst part is, sometimes the stakeholders can
see what can be done with the application only after the application is
completed and ready to be used. SME’s organizational structures and
processes are quite informal and it leads to a chaotic environment which may
also causes the delay of the project.

Lack of objectives and overviews among the developers

The importance of software testing is increasing due to the increasing
complexity and proliferation of the software. During the development process,
the overview of the project is missing within the team members since the
manager will explain only certain parts of the module to each team members.
This will lead to lack of awareness on the objectives and overview of the
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ongoing project. The managers and developers are standing too far apart from
each other.

There are number of reasons on why software testing is required:-

To identify the bugs,

To measure quality,

To reduce / minimize the risks,

To ensure the product serves its purpose,

e To provide information to the stakeholders.

[ System /" Developer /" Developer Deve\upe 3

Stakehu\_der Analyst defines eateslhe |mp\emen he conduct Suﬁwaews akehu\d

define project usethe
g | the \sulumndesw \su\utmndesw |un|tfunctmnah \ Deplnyed

| objecties | Pm et |

\Requirements /

Fig. 1. Current Workflow in SME’s

The above figure shows the basic workflow currently used in most of the
SME’s.

According to the Fig.1, many SME’s do not follow any of the standard
testing methods or procedures. They even do not have any separate Quality
Assurance (QA) team to do the testing. Besides that, the SME’s do not have
proper documentation methods to record their testing process. This would
result in repetition of the same testing process for much functionality which is
considered as time consuming process. In addition to that, it is not affordable
to use any commercial automated testing tools to test the system. Although,
automated testing is recommended for software testing in SME’s, but it did
mention that only organizations with stable test processes should embark on
an automation strategy [4].

3. Literature Review

Software testing is a process of finding the defect (bug) in a product to ensure
that the intended product works well within its scope and boundary and also to
meet the stakeholder’s requirement [9]. In other words, software testing is a
process of checking that the software product behaves well and provides
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information to the stakeholders about the quality of the product. Hence, it is
essential to have good quality software.

Complexities in Testing Methods

Andrew Austin and Laurie Williams emphasized on the importance of
discovering the vulnerabilities in the software [10]. The reason is security
vulnerability is very expensive if it was not discovered during the
development life cycle [11]. According to Gary McGraw, he wrote in his
book, Software Security: Building Security In, claimed that “Security problem
evolve, grow, and mutate, just like species on a continent. No one technique or
set of rules will ever perfectly detect all security vulnerabilities” [12].
Therefore, software developers should strive to discover the vulnerabilities as
soon as possible.

Rodrigo Souza and Christina Chavez have done an experiment to
characterize the verification of bugs found in two open sources Integrated
Development Environment (IDE’s) using the data available from bug the
repositories. However, those bug reports are found to be inaccurate,
inconsistency, misleading and ineffective [13]. It also affects the quality of the
software products. It is found that the verification of the code was done
through static analysis tool. This tool is not the favorable testing methods for
any software projects.

Sarah Al-Azzani and Rami Bahsoon have presented a novel on the
approach of using implied scenario detection for security testing with LTSA
tool to test the system. In their model, they managed to detect few security
threats which are closely related to one another. However, it is not clear
whether this tool will detect all the security threats due to the dynamic of
nature in any attacks [14]. The limitations imposed on this approach are the
scalability of the LTSA tool used to detect implied scenarios.

Samer Al-Zain et al. used an automation tool called Test Complete, to
conduct testing for web application [15]. This tool helps to create, manage
and run automated tests for any Windows, Web or Rich Client software.
Using this tool, test engineers can perform several types of automated tests;
such as functional Graphical User Interface (GUI) tests, regression tests, load
and stress tests, unit tests and many more. However, the test recorder tool
shows some weaknesses when using GUI test recording; for dynamic web
applications. Besides, the tester must have the knowledge and must provide
the algorithm for writing robust test and successful test scripts.

Vesa Kettunen et al. have studied the differences of testing activities
between software organizations which apply to the agile development
methods and organizations which takes the traditional plan-driven approach
by using qualitative grounded theory method [16]. Agile methods can
improve the testing position through early involvement of testing activities in
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the development. It also has a positive influence on end-product satisfaction.
However, most of the agile methods do not give enough guidance on how
testing should be aligned parallel with development work.

Haddad et al. explored the challenges and benefits of using software
metrics in small organizations. They outline a practical framework based on
the Goal / Question / Metric paradigm for instituting metrics programs in
small software organizations [17]. During the process, project, and product
metrics shared a common goal of contributing to software quality and
reliability, nevertheless, the utilization of these metrics has been minimal or
not adopted at all by majority of the SME’s. This is because the managers and
developers understand the high-level goals of improvement on software
process and metrics programs, but it is often unwilling to expand the
necessary effort for various reasons [17]. Effective communication between
the managers and developers is the only way to have a successful software
process improvement and metrics adoption for SME’s.

Ghazia Zaineb and Irfan Anjum Manarvi in their studies explored that a
number of software testing matrixes are based on the total number of defects /
bugs are reported therefore; it is a common practice in developing software
matrixes to eliminate the number of rejected bugs from the count in order to
keep the project performances realistic [18]. The areas that have major
problem causing bug rejections are bug reports and insufficient knowledge of
testers over the developed software. They concluded that instead of wasting
time over the reviews and rework on it, it would be better to provide training
to the test team before deploying the test release.

Beer and Ramler studied the role of experience in the development of test
cases; regression testing and automation testing in three case studies. They
found that the domain knowledge, as against the testing knowledge, is more
crucial in testing [22]. Kettunen et al. (2010) also reported in their studies that
the domain knowledge to be the most important area of testers’ expertize and
further emphasized the importance of the role of technical knowledge,
especially in the agile development context [16].

Prakash and Gopalakrishnan emphasized on the contrasting approach in
the scripted testing vs. exploratory testing and revealed that latter approach
was much more helpful to find some important bugs very quickly. This clearly
indicates that in the scripted testing the amount of time taken to detect a bug is
longer than that in the exploratory testing [19]. By giving freedom to the
tester resulted in a quick identification because the bugs were spreading across
the entire application.

Juha Itkonen, Mika V. Mantyla and Casper Laasenius have conducted an
experiment in comparing the fault detection using test case based testing and
exploratory testing [20]. In their experiment, they have found that Test Case
based Testing (TCT) provides more false positive reports than exploratory
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testing. It was because test case based testing techniques are based on theories
and it does not help to find the bugs in all the software products.

Juha Itkonen, Mika V. Mantyla and Casper Lassenius also conducted a
study that supports the hypothesis that the testers, in practice, apply numerous
techniques and strategies during test execution. It does not mechanically rely
on test documentation [21]. Furthermore, they identified that execution-time
techniques are partly similar to test case design techniques, but are strongly
experience-based and applied in the non-systematic fashion during test
execution. However, currently there are no models, methods or standards that
exist to carry out the test execution.

Many different techniques, tools and automation strategies have been
developed to make testing more efficient and effective. Despite the wide
variety of proposed solutions, the fundamental challenges of software testing
revealed the new defects in newly developed software or after major
modifications in the existing software. It is still in practice largely dependent
on the performance of human testers manually.

Furthermore, the existing research on the role of experience in software
testing raises the hypothesis that experience and domain knowledge of the
tester are equally important rather than depending on scripted testing or test
automation entirely. However, there are no empirical studies exist so far.

Why Exploratory Testing?

The two main thrusts of testing are firstly based on the composition of the
software, i.e. its internal structure. Secondly, based on the business or
intended purpose of the software, i.e. the functional aspect of the software
[23].

Based on the studies, it is evident that though many testing techniques
and methods are existed, none of them can guarantee that the product is free
from error, especially in the SME’s when there are no standard practices
adopted for testing procedure. And most of the testing is done by the
developer during the development stage itself. From the literature, it is
obvious that neither the testing methodology nor the tools adopted by the
small software company will be able to identify the defect. Developers in the
SME’s write unit tests for their code because of the agile technology in the
software industries.

In many software development contexts, the manual testing effort of
professional testers and application domain experts are crucial to ensure that
the products fulfill the needs of the users and the stakeholders. In this context,
exploratory software testing has been proposed as an effective testing
approach. The exploratory testing (ET) approaches differ significantly from
the traditional software testing methods. It is not based on predesigned test
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cases. It is creative and experience-based approach in which test design,
execution, and learning are parallel activities [24]. The results of executed
tests are immediately applied for designing further tests. This type of testing is
best suited for agile development process especially in SME’s industries.

4. Research Focus

The main goal of this research is to propose a framework for Exploratory
Testing in small and medium size software enterprises. There are many types
of testings exists and each testing methods has its own significance and
weakness. In Agile development process, the testing activities become more
complicated as there will be frequent changes in the requirement from the
stakeholder, which in turn the developer has to change the code and the testing
strategies must repeat again. This will lead to delay in the completion of the
project or it undergoes poor testing which results in the project delivered with
bugs. In SME’s, especially in the unstructured organisation, when there is no
proper documentation and guidelines for testing is exits, then chances of
having bugs in the product is inevitable due the frequent changes in the
requirement.

b
Testing B i N\ Agle Process
Fl \ %
=automatic & ur DsDM \
manual testing. SEA L \

RT \  FOD \
=functional \ - \
test — |

|
load, security & / _\-\ ‘. Crystal
GUI test | [
\ | e

"‘.\ ) ’N \ \‘-.\ / 1) DSDM- dynamic system development
— /Noidea \ '
aumuma 4 \ / \ / method
I testing. \
Pt \ / L 2)FDD - feature driver development
FT-functional Testing IKP - extreme programming
UT-unit testing
S&A- system acceptance
testing
R.T- regression testing

Small and Medium Enterprises

Fig. 2. Research Focus

The focus of the research is towards how testing is done in SME’s using
Agile development process and how to integrate Exploratory Testing in
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SME’s to ensure that the product is deleivered with free from errors. In fig. 2,
various testing methods and agile processes are highlighted. In the agile
development process, only few type of testing methods like regression testing,
unit testing and functional testings are best suitable.

Also the testing methods used by SME’s are either they use automated
testing — using open source tool - or manual testing without having any test
cases or test documentation. Mostly the testing is done by the developer and
there may not be any separate testing (Quality Assurance) team to conduct the
test. Hence, the new testing approach called Exploratpory testing is proposed
with the aim to produce quality software by integrating all the three domains —
Testing, Agile process and SME’s.

Exploratory Testing Framework

Definition: A framework is a set of rules, goals, facts or assumptions that
provide support to achieve something (or) a set of ideas, principles,
agreements, or rules that provides the basis or outline for something intended
to be more fully developed at a later stage.

The fig. 3 is the visual representation of the proposed framework to plan and
control the testing processes in general and it may be adopted with some little
modifications, if successful, in SME’s. It also helps to find bugs with the
simplest sequence of events, making diagnosis and bug advocacy easier.

Input combinations and constraints are the dominant factor for any
testing methods. In this case, it may include data validation, verification,
boundary value analysis etc., and other input combinations are also taken into
consideration. The next step can be the data flow and control flow aiming to
test the business logic in a prescribed manner. This helps to identify all the
logical paths that are working as expected which the system aimed to serves
its purpose.

Performance and Efficiency tests are aimed at where all the data goes
through the system pushing to the maximum possible amount through each
field and look for truncation or other forms of interruption. Various types of
testings are stress testing, load testing, sanity testing and many others are
available. It all depends upon the product element and the product
environment. The testers may choose any one of them.

Scenario based testing, individual functions are tested one by one that
replicate the behavior and execute large number of various scenarios to
simulate real user behavior over a longer period.
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Fig. 3. A Visual Framework on Exploratory testing

Free Style Exploratory test is the main aspect of ET where the testers use
their intellectual skills and employ the testing procedures. The tester tends to
use his / her full knowledge of the system to do things like looking for race
conditions, or multiple concurrent login on the same account, or edit URLS
etc.

The strength of automated testing is the fact that the tests can be run often
and never get tired, which is undeniable. However, it is expected to find
problems that they are expected to find, according to the test cases. Rather,
people who have the domain knowledge about the application can surprisingly
find new problems that automated tests are incapable of revealing it. Hence,
Exploratory Testing aims at improving the quality of the software by revealing
the software bugs at the early stage to be fixed before the software is released
to the customers and the stakeholders. However, there is no standard
procedure or metrics available as how to measure the software quality by
using this approach which is still under research.

The Benefits of ET Framework

- It reduces cost

- It saves time

- Use the resources efficiently towards testing

- Better understanding of the domain knowledge on the product by the tester,
and

- To ensure customer satisfaction
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5. Discussion and Future work

There is no dedicated test team or testers available to only perform the testing.
All testing activities are performed by the developers. Hence exploratory
testing, if used appropriately, will allow testers working on projects in SME to
begin testing the system sooner, and also help them to avoid the pitfalls of
inattentional blindness.

No tools or approaches can solve all problems, and exploratory testing
may not completely replace scripted manual testing, but it does provide clear
value for most projects in SME’s where they do not have proper testing
process.

This research work will continue further to develop a theoretical and
conceptual framework to help solve their bug identification process in a
simple way to all unstructure small and medium size software company,
where by the quality and standard of the system are achieved.
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