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Web-Application For Securing Message Using LSB
Algorithm Steganography And Hybrid Encryption

Muhammad Khairul Amin bin Mohd Nail, Numl Huda Nik Zulkipli2, Siti Rahayu Abdul Aziz3

123 Universiti Teknologi MARA, Malaysia

kliaimlamin9710@gmail.com. iiumlliuda8459@uitm.edu.mv. raliavu748@uitm.edu.mv

Abstract— The study of data security has become a critical issue as data communication across computer networks
has grown. Sending data through normal network traffic poses a high risk, particularly in the case of a man-in-the-
middle attack, and even if the user uses encryption on the data, it poses a risk because it raises suspicions about the
nature of the data. The objective of this study isto develop aweb application for securing messages using steganography
with the Least Significant Bit (LSB) Algorithm and Hybrid Encryption that encrypts user input and conceals it in an
imege file to provide the highest level of security for messages sent and received. The steganography technique is used
to mask the data as it hides inside insusceptible image files and is secure to send through normal traffic since Rivest-
Shamir-Adleman (RSA) algorithm is used as an additional layer of security, which can only open it via the intended
target with its private keys. The benefit of using this system is the messages are hidden in an ordinary-looking image
file, and it will be undetectable and unaffected. Even if the steganalysis is successfully decrypted, the hybrid features of
encryption will undoubtedly impede or significantly will slow down the decryption process in termms of security.

Keywords—steganography, hybrid encryption, security, LSB Algorithm

I. INTRODUCTION

In this era of modem technology, one of the biggest concerns is the security of data exchanged through the Internet. Many
researchers have devised a variety of techniques to limit the risk, including cryptography. Even still, cryptography is not enough
since hackers are getting better and faster at breaking it down. As a result, they devised a technique known as steganography.

Encryption is a fonn of cryptography that converting an original representation of data known as plaintext into an unreadable
alternative known as cyphertext. Asymmetric and symmetric cryptography are the two types of encryptions. Rivest-Shamir-
Adleman (RSA) is the most popular asymmetric algorithm [1], while Data Encryption Standard (DES) is a symmetric algorithm
(DES). Steganography, on the other hand, is much more unique because it employs the science and art of concealing the existence
of messages through another medium, such as an image file, an audio file, or even a video fde. Each type offile into which it can
be hidden employs a different algorithm. Although both cryptography and steganography methods provide security, combining
cryptography and steganography into a single system provides greater security and confidentiality [2],

This project is focused on how cryptography, encryption, and may be used to help protect messages from sender to recipient
by offering a high level of security. The reason for not using encryption alone is that steganography can mask the existence of
the message, reducing the risk by lowering its susceptibility to being an important message. The messages to be sent are
practically safe because they arrived in an unobtrusive format such as a picture or video, and if the steganography is discovered
and decrypted, the second layer of encryption is available to prevent or slow down the decryption. Fig. 1 shows the combination
of cryptography and steganography.
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Fig. 1 Cryptography and Steganography

Il. LITERATURE REVIEW

A literature review is discussed in this research to identity sources and gaps in the current knowledge. These include, review
the existing system, procedures and techniques which can be used in this project development

A. Image Steganography Technique

Image steganography is one of the techniques in steganography which the information is hidden inside an image files either
inafonn of JPEG, BMP or any other fonns. Steganography is the combination of science and art used to write secret messages
so that only the intended recipient is aware of their existence [3] [4], The original image, before any message is hidden in it, is
referred to as the cover image. After hiding the message in it, it is referred to as the stego image [5] . Image steganography is the
most frequently used especially for creating a project as it can be considered as the easiest to make.

B. LSB - Steganography A Igorithm

LSB (Least Significant Bit) is the most coimnon algorithm used for image-based steganography due to its simplicity and
better for a beginner to use. However, it is the most easily to be detected because the noise it is created are a lot In the LSB
method the 8th bit of every byte of the carrier file is substituted by one bit of the secret infonnation. Instead of hiding a fixed
nmnber of bits in the LSBs of each pixel, one can also embed different number of bits in LSBs of different pixels based on pixel
value range calculation [6],

C. RSA- Encryption Algorithm

RSA encryption is an asymmetric cryptographic algorithm which used to encrypt and decrypt message. It features public key
and private key which the public key is used to encrypt message while the private key is used to decrypt message. This is the
most commonly used public key cryptographic algoritlun [7], and it is considered secure when sufficiently long keys are used.
The security of RSA depends on the difficulty of factoring large integers. Difficulty of factoring n to find the original primes p,q
defines the strength of RSA [8],

D. Related Work

Al-Shabby and Al-Kharobi [9] proposed a method that encrypts the message with the AES algoritlun and hashes the key with
the SHA-12 algoritlun. Following that, the encrypted message will be embedded into an image, video, or audio using a modified
LSB technique. Because of the skiimning mechanism used in the process, the percentage of concealment in this method is lower
than in traditional techniques of space left without hiding. As a result, it is recommended to utilise an image with a lot of details.

Sathiaraj et al. [10], proposed a method that involves first transcribing text written in handwritten documents into digital text,
which can be accomplished using a neural network deep learning approach. The proposed model employs a key that encrypts
the key and is padded with extra bits to create a 256-bit unique key. After obtaining the text, it will be converted to unintelligible
or ciphertext using the pad cypher technique. The encrypted text will then be tainted with LSB steganography. Because each
encryption uses a unique 256-bit key, the proposed method is resistant to brute force attacks.

The proposed method in [11], combines Double-Stegging and RSA encryption. The secret data is encrypted in the first stage
using the public key in the RSA algoritlun to generate the cypher key as well as the public and private encryption keys. Using
Haar's wavelet steganography, this text will be converted into 8-bit binary codes and embedded in the 2-Dimensional Discrete
Wavelet Transfonn (2-DWT). Because it can transmit confidential data with minimal distortion to the cover image, double-
stegging produces the best peak signal-to-noise ratio (PSNR) value.

According to [12], the proposed method employs double-layered encryption in conjunction with LSB steganography. First,
the intended text will be encrypted with the DES algoritlun and a key. The key is then concealed using the RSA technique, which
encrypts the key before sending it separately. Using the LSB algoritlun, the encrypted text is then embedded in an image. Because
LSB is easily decoded, this proposed algoritlun adds an extra layer of security.

I1l. METHODS

Iterative waterfall model has been chosen for this project methodology. Ththis model, each stage need to be completed before
the next phase begin. This method is improvised version of nonnal waterfall method that more suitable for this case.
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The design of system as shown in Fig. 2 involves the process of the front end and the back end of the system. It depicted the
user uploading the image into the system. Then, the user will input the message and confirm to be encrypted. The process however
will be done in the Google Drive. After it is done, the output will be located at the same Google Drive. The other party who
wants the message will download the encrypted image located in the Google Drive and with the same system, decryption is
available. The decryption process will be done in the Google Drive too.

Fig. 2. System Design

The project’s implementation is divided into six stages, which are as follows; (1) Upload the image file (.png), (2) Encrypt
the text data using RSA and generate the encryption keys, (3) Encrypt the Public key and message with AES, (4) Embed the
private key and encrypted message into the image using the LSB algorithm, (5) Extract the encrypted data from the Image
files, (6) Decrypt the text data using the decryption key.

IV. RESULTS AND FINDINGS

The analysis of the result from the steganography with LSB algorithm and hybrid encryption will be recorded and checked
whether it managed to achieve all the objectives aforementioned while having a perfect effectiveness in its functionality.

A. Encode The Message Into The Image

For the encode part which is encrypted the user’s message and then embedded it into the image previously uploaded, the user
is required to input the message they desired and the password for the verification when decoding later as shown in Fig. 3. Below
are the following steps and flow of the system:

1) The user is required to upload a PNG file, or it will prompt an error showing that it will only receive a PNG file and
none other.

2) The user is required to input the message they desired and the password for the verification when decoding later.

3) After the successfully encode the message into the image as well as clicked on OK button, the system will then
automatically try to upload the image into the Google Drive that the path has been set beforehand.

Fig. 3. Encode the Message into the Image Fig- 4-Encode the Message into the Image

B. Decode The Message From The Image

The intended flow of the system is that the second party will download the encrypted image in the Google Drive to decode
it. That second party then, supposedly will ran the system and to decode it, it will be required only uploading that particular
image and input the password for verification as shown in Fig. 4. Below are the following steps and flow of the system

1) The intended flow of the system is that the second party will download the encrypted image in the Google Drive to
decode it.
2) The user now only required to upload that particular image and input the password for verification

The steganography used a simple algorithm which can be easily detected and decoded. It is so simple to the point that it can
be done through uploading the encrypted image to any steganography decode software or website. FTowever, the hybrid
encryption became the second layer of security that protected the image to be easily decoded.

A testing has been conducted on other application with similar method which steganography. One of the applications only
managed to read a long string of unreadable characters because the tools does not able to decrypt through the hybrid encryption.
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Another application has been chosen for the test and this time, the tools itself unable to find the existence of the encrypted
message. So, it prompts a message that there is no hidden message at all found in the image. Similar result has been found to yet
another application which result in unable to find the existence of encrypted message from the image uploaded.

V. CONCLUSIONS

This web application system was successfully developed and managed to meet the aim and objectives of the project by
providing back-end security using LSB algorithm for steganography and hybrid type of encryption. The objective ofthis project
is that the project is design and develop for the security purpose. While the aim of this project is that the user is able to embed
a message into the image chosen and upload it to the Google Drive whilst the second party or the receiver will then download
the image and able to extract the message back into the original plain text.
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