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ABSTRACT

The growth of the internet has made online social networking popular among billions of individuals around the
world. However, these people seem to forget that somehow they are revealing their personal information to
people who are not in the circle of friends. Exposing real names, uploading pictures, revealing private
information and updating their current status are some of the features provided by the SNS, namely Facebook.
Furthermore, there is no awareness among the Malaysians who use Facehook especially ahout their rights and
protections by the law. Despite the risks of using SNS, the Malaysian laws do not specifically address the
legislation or rules to guide the usage of SNS but it is relevant to discuss under Malaysian Personal Data
Protection Act 2010 and laws pertaining to privacy. These two laws are the main concern within this paper in
order to look whether the students know the idea on data protection and privacy. Thus, a set of questionnaire
has been distributed to a group of students randomly to measure their perceptions on the data visibility via
Facebook and suggested the precaution that should be taken to prevent any unintended issues such as
cybercrime, suicide, sexual harassment, identity thefi, copyright infringement involving videos and pictures. The
analysis findings revealed that 68.6% ofrespondents were aware of the risks occurring once they disclose their
private information in Facebook and 69% of them were aware that they have the rights on the personal
information provided under a law. Unfortunately, there are only 31 % of respondents who were aware of the
Personal Data Protection Act 2010 which was gazetted in June 2010. Through education and awareness, users
will be more willingly and effectively utilize privacy and security settings available on SNS (Vinson, 2010).
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Introduction

Nowadays, social networking site (hereinafter as SNS) has become the most popular website that surfed by
people, especially youth. SNS also becomes a new Information Communication and Technology (lCT) tools for
people to communicate with each other at different geographical areas. The present research will focus on
Facebook as it has the most users recently, gaining rapid popularity (Yum, 2007) nowadays, yet we also have
other famous SNS such as Twitter, Linkedln, Foursquare, MySpace, Friendster and so forth. Statistic until
December 2011 show that Facebook has 800 million users worldwide (www.facebook.com). and 12, 159,260 of
them is Malaysian users who have .Facebook account (www.socialbakers.com).

Facebook is a social communication tool designed to allow users to contact and communicate with
other users (www.facebook.com). They are connected together to communicate, collaborate, share ideas and
keep updated with the entire friend's matter without boundaries. Facebook allows users to send messages,
upload photos, update status and locations and describe the personal interests such as favourite movies, books,
dramas and so forth. In addition, Facebook provides a "wall" where users can post any messages to user's profile
and attach any linkages, photos and videos. Facebook also provides a function where users can create a group for
any invited users based on their same schools, same interest, same class or anything. Many things can be utilized
by using Faccbook as a primary communication tools as Facebook has upgraded its services and facilities to ease
users social life such as uploading photos, set to different languages, use the games or useful applications, use
Facebook platform in other website, link users phone to Facebook and beneficial for other third party companies
to link their website with Facebook.

Background and Motivation

As SNS is a type of online community that have grown tremendously in popularity over the past years
(Tuunaincn and Hovi, 2009), privacy issues have become the major concern for users, especially youth. The
disclosed information may somehow expose them to various cybercrime an cyber-attacks, such as sexual
harassment, unauthorized use of data, suicide, producing obscene material, and infringement of copyright (Abu
Bakar & Siti Hajar, 20 I0). People seem to forget that they are revealing their personal information to those who
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