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ABSTRACT

We have witnessed a quantum leap in information communication technology (ICT). It is now
pervasive with our everyday life and this has resulted in recent development of many new
applications using ICT. Governments and Private Sectors have capitalized on this technological
advancement in a variety of applications. Essentially technology is applied to increase efficiency
and effectiveness. In some business entities, it can be used as a competitive advantage. The
Malaysian government too has applied technology to gain the benefit and one of these is using
multi-application smartcard which included personal identification. This is followed by other
governments from various countries that launched a multipurpose identification smartcard.
However, at the same time, being in the forefront has its own shortfall especially in the area of
ensuring that smartcard is protected from any security breach. MyKad is a multipurpose
smartcard which was introduced by the Malaysian government to identify its citizens. It is of
paramount importance that the Malaysian government attain the public confidence to ensure that
MyKad is ‘tampered proof’ so as the public can accept in using the applications and services
affiliated with it. To achieve this, MyKad must be evaluated and pass through an acceptable level
of security certification process and be assessed to the various types of possible security breach
such as information tampering and the cloning of MyKad. This thesis therefore proposed a new
MyKad Testing Strategy model for logical attacks. Furthermore, a comprehensive security
assessment framework was proposed in the implementation of the certification of MyKad
aligning with the framework of Common Criteria (CC). In view of this, the proposed framework
follows the requirements of Vulnerabilities Assessment test (AVA) of [SO/IEC 15408-3 of CC.
The objective of this assessment test is to evaluate the potential factors that potentially threaten
the security of MyKad. The security assessment test of MyKad includes the aspects of security of
information stored and evaluates the mechanism of handling the open data and providing
application access to work with MyKad in the secured manner for enabling multiple applications.
The security test assessment deployed on MyKad was using the test strategy from Alain Merle
(2005) and adopting the common criteria (CC, 2009). Four vulnerabilities have been disclosed
from the security assessment of MyKad done in this study. The vulnerabilities are firstly,
Application Protocol Data Unit (APDU) can be collected from MyKad; next, open data can be
read using the APDU commands; thirdly, the open data can be written to another sample of
smartcard by cloning the data in MyKad; and lastly, the assessment has successfully uncover the
communication vulnerability of MyKad with Card Acceptance Devices (CAD) towards being
tapped. The significance of this research will benefit the government; public and private sector
by proposing testing strategy model and security assessment framework for MyKad. As for the
future extension of this study, researcher should emphasize on the development of a new generic
Software Development Kit (SDK), standards for Card Acceptance Device (CAD) and
identification of certification body for CAD and SDK.

iil



ACKNOWLEDGEMENTS

Praise to Allah S.W.T the All Might for showering me with good experience throughout this
study period and for all that has been bestowed on me. It is Allah’s ascendancy that this study
is completed. This research would not have been possible without support from many people.
I wish to express my heartiest gratitude to both of my supervisors Prof Dr Saadiah Yahya and
Dr Kamarul Ariffin Abdul Jalil, who was abundantly helpful and offered invaluable
assistance, support and guidance for this thesis. Last but not least I wish to express my love
and appreciation to my wife and my two sons for their understanding and endless love
through the duration of my studies and to all my friends who have given me the motivation
and moral support. ALHAMDULILLAH.



TABLE OF CONTENT

AUTHOR’S DECLARATION
ABSTRACT
ACKNOWLEDGEMENTS
TABLE OF CONTENTS

LIST OF TABLES

LIST OF FIGURES

LIST OF ABBREVIATIONS

CHAPTER 1: INTRODUCTION

1.1 Introduction

1.2 Background of the Research
1.3 Problem Statements

1.4 Research Questions

1.5 Objective of the Research
1.6 Usefulness of the Research
1.7 Significance of the Research
1.8 Contribution of the Research
1.9 Limitation of the Research

1.10 Structure of the Research

1.11 Summary of the Research
CHAPTER 2: LITERATURE REVIEW
2.1 Introduction

2.2 Overview on Smartcards Technologies

it
iii

iv

Xi
xiii

xvii

8%}

e oo P

13
14
15
18

19

21
22



23

24

2.5

26

2.1

Understanding Smartcards by its Definitions

2.3.1
232
233
234
2.3.5
23.6

Designs and Specification Features

Usage and Capabilities in Information Technology Security
Vulnerability of Smartcard

Security of Smartcard

Smartcard Threats

Method of Attack on Smartcard

MyKad as Malaysia identification Card in Smartcard Form

24.1
242
243
244

History of Malaysia Identification Card

MyKad Design and Specification

MyKad Detail File Structure and Operating System Management
Operating System of MyKad (MCOS)

MyKad Security Features

2.5.1
25.2
253
25.4
255

Physical Card Security

Chip security

Chip Operating System (OS) security
Application System security

MyKad: Compliance to International and Local Standards

Security Evaluation

Application of Common Criteria to MyKad

2.7.1
2.7.2
273
274

General Aspect of Vulnerability Analysis
Application of Attack Potential to Smartcard
The Model of Attack Potential of Smartcard

Information Gathering Attack

23
26

29
31

33

37
38
41

45

52
53
65
66
66
67

71

72

76
77
78
80

vi



