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4. Report

4.1 Proposed Executive Summary

Notwithstanding the fact that Malaysia is one of the first countries to have the digital
signature legislation, the current digital signature laws are flawed, which suggest their
inability to secure electronic transactions. A considerable amount of literature has been
published on this matter and these studies have shown numerous criticisms on the
shortcomings of the Digital Signature Act 1997 (hereinafter the 1997 Act) and its Regulations
1998 (hereinafter the 1998 Regulations). In this regard, there has been a consensus in the
literature for the past ten years that this Act is incomplete and has failed to recognize the fast

changing pace of modern technologies.

This project aims to focus on the instrumental and the normative drawbacks of the Malaysian
digital signature laws and propose some recommendations to address such flaws. Whilst the
laws were created more than thirteen years ago, recommendations based on more advanced
theoretical and conceptual frameworks, which are relevant in governing security of electronic
transactions, are urgently needed in order to facilitate a far-reaching environment of paper-
less communications. Adopting a purely doctrinal legal research methodology, the project will
triangulate the primary sources obtained from the relevant statutes including the 1997 Act
and the 1998 Regulations, hansard as well as a body of case law with the secondary sources
such as joumnal articles, books and other written commentaries on the case law and
legislation.

In ensuring a more thorough and systematic methodology of this legal research approach,
the examination of the Singaporean Electronic Transactions Act 2010, the United Kingdom
Electronic Communications Act 2000 and its Electronic Signatures Regulations 2002 will also
become a central analysis of the project, which will be considerably significant in maintaining
a high credibility of the outcome. The investigation into the Singaporean and the United
Kingdom laws on electronic signature is greatly essential, considering the adoption of a
hybrid approach by these jurisdictions, which will be enormously beneficial in rectifying the
flaws of the current 1997 Act and the 1998 Regulations. At the theoretical level of analysis,
several theories ranging from social theory to cyberspace theory such as the risk society and
the theory of cyberspace governance will underpin the findings of the project, demonstrating
methodical research processes, which will engage into both the practical and the theoretical

levels of analysis.






