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1. Introduction  

Wireless home networks are integral to 

modern living, connecting numerous devices 

for work, education, and entertainment. 

(Baluni et al., 2022) However, these 

networks are vulnerable to deauthentication 

attacks, which exploit Wi-Fi protocol 

weaknesses to disrupt connectivity and 

potentially gain unauthorised access. This 

research aims to enhance wireless home 

network security through two primary 

objectives: first, to develop a secure wireless 

network setting by implementing advanced 

security measures; second, to evaluate the 

network's security level against 

deauthentication attacks. The novelty of this 

research lies in its comprehensive approach, 

combining WPA3 protocol, AP isolation, and 

strong password policies to create a robust 

defence framework. By addressing this 

critical issue, the study seeks to significantly 

improve the reliability and security of home 

wireless networks. 

 

2. Methodology  

This research uses a two-scenario approach 

to assess wireless home network security 

against deauthentication attacks. In the first 

scenario, a router with default settings 

undergoes a deauthentication attack using 

Aircrack-ng, and the impact on network 

connectivity is recorded. (Baray & Kumar 

Ojha, 2021a). In the second scenario, the 

router is configured with WPA3 for robust 

encryption, AP isolation to prevent device-

to-device communication, and strong 

password policies. The same 

deauthentication attack is then executed to 

test the network’s resilience under these 

enhanced security measures. Comparing the 

results from both scenarios allows for 

evaluation of the improved security provided 

by the advanced settings. 

 

3. Results & Discussion  

The results from the two scenarios provide a 

clear comparison of the effectiveness of 

advanced security settings against 

deauthentication attacks. 

 

 
 

Figure 1. Result Scenario 1 

 

From experiments evaluating the 

effectiveness of WPA3, AP isolation, and 

strong passwords in protecting a wireless 

home network from deauthentication attacks. 

Enabling WPA3 significantly improved 

security due to its advanced encryption and 
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authentication mechanisms, while AP 

isolation added an extra layer of protection by 

preventing direct device communication, 

though it alone was insufficient to stop 

attacks. 
 

4. Conclusion  

Implementing WPA3, AP isolation, and 

strong password policies significantly 

improves wireless home network security 

against deauthentication attacks. This 

research demonstrates that advanced security 

measures are essential for protecting network 

integrity and user privacy, providing a robust 

defence against evolving cyber threats. 
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