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Abstract: Troubleshooting is a critical skill for network engineers, yet
traditional assessments often fail to capture students’ ability to diagnose
and resolve faults in realistic scenarios. This study explores the use of Cisco
Packet Tracer as a platform for skill-based assessment of troubleshooting
competence. An intermediate network topology was developed with five
deliberately injected errors, covering VRRP misconfiguration, routing protocol
mismatch, ACL filtering, VTP domain inconsistency, and RBAC privilege
restriction. Undergraduate students in a networking course attempted to
identify and resolve all connectivity issues within Packet Tracer. Student
performance was evaluated using the simulation’s automatic scoring engine
and structured observation of troubleshooting strategies. Results indicated
that while most students eventually restored full functionality, many relied on
trial and error, whereas those who used systematic diagnostic methods were
more efficient and accurate. Student feedback confirmed that the activity was
both challenging and authentic, and most participants supported its inclusion
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in future courses. The study concludes that Packet Tracer provides a valid,
scalable, and engaging means of assessing troubleshooting skills, while also
highlighting the pedagogical importance of emphasising structured diagnostic
frameworks in network education.

Keywords: Network Troubleshooting, Simulation-Based Assessment, Cisco
Packet Tracer, Networking Education, Skill-Based Learning

1. INTRODUCTION

Modern computer networks are becoming increasingly complex, with
organisations relying heavily on reliable connectivity for mission-critical
operations. Consequently, the ability to diagnose and resolve network issues
efficiently is a fundamental skill for network administrators and engineers.
Unlike basic configuration tasks, troubleshooting requires a combination of
technical knowledge, analytical reasoning, and problem-solving under realistic
conditions.

Traditional approaches to teaching and assessing troubleshooting—such as
written exams or simple configuration labs—are often inadequate. Multiple-
choice tests can only measure recall of concepts, while configuration labs
typically emphasise “building from scratch” rather than diagnosing faulty
systems. As a result, educators face a persistent challenge: determining
how to teach and assess troubleshooting skills effectively within academic
environments.

This paper proposes using Cisco Packet Tracer, a widely used network
simulation tool, as a platform for skill-based troubleshooting assessments.
Packet Tracer provides features that allow instructors to intentionally introduce
errors, track student actions, and evaluate whether students successfully restore
functionality.

The objective of this study is to design and evaluate a Packet Tracer—based
troubleshooting assessment that measures students’ practical diagnostic skills.
The paper is organised as follows: Section 2 reviews relevant literature on
troubleshooting pedagogy, simulation tools, and skill-based assessments.
Section 3 describes the methodology, including the design of the Packet
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Tracer activity and data collection methods. Section 4 presents and analyses
the results. Section 5 discusses implications for educators and concludes the
study. Section 6 presents the survey instrument used to collect qualitative
feedback from students.

2. LITERATURE REVIEW
21 THE PEDAGOGY OF TROUBLESHOOTING

Troubleshooting is a cognitively complex process involving hypothesis
generation, testing, and iterative refinement. Recent reviews highlight that
troubleshooting in engineering education has not been studied holistically,
with limited focus on assessment practices (Romeo & Olewnik, 2025). Within
computer networking, troubleshooting requires diagnostic reasoning and
problem-solving beyond procedural skills, aligning closely with competency-
based approaches in engineering education (Garay-Rondero et al., 2024).

2.2 SIMULATION TOOLS IN TECHNICAL EDUCATION

Simulation tools are widely used in STEM education to provide cost-effective,
safe, and scalable alternatives to physical laboratories. In networking education,
simulators replicate complex scenarios that would otherwise require significant
hardware investment. Recent systematic reviews emphasise that Cisco Packet
Tracer remains the most widely adopted simulation platform, offering flexibility
and strong educational acceptance (Asadi et al., 2024). Empirical studies also
confirm its effectiveness in improving practical skills in resource-constrained
contexts, while acknowledging challenges such as software crashes and
compatibility issues (Mwansa et al., 2024).

2.3 CISCO PACKET TRACER IN THE CURRICULUM

Cisco Packet Tracer has been extensively integrated into networking curricula
as both a teaching and assessment tool. For instance, Zainol et al. (2024)
report using Packet Tracer as a common assessment tool in a virtual learning
environment for network courses, covering VLAN configuration, inter-
VLAN routing, and static routing in an LMS. Allison (2022) demonstrated
its implementation across nine sessions, highlighting benefits such as student
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engagement and active learning, as well as practical challenges. More
recently, Mwansa et al. (2024) and Asadi et al. (2024) provide evidence that
Packet Tracer supports both constructionist learning and diagnostic exercises,
confirming its role as a valuable assessment platform.

2.4 DESIGNING SKILL-BASED ASSESSMENTS

Skill-based assessments evaluate learners’ ability to apply knowledge in
authentic scenarios rather than recall facts. Contemporary research stresses
the need for competency-based rubrics and valid measurement criteria in
engineering education (Garay-Rondero et al., 2024). The Carnegie Foundation
(2024) advances a framework for skills-based assessment that emphasises
proficiency and mastery as outcomes. Similarly, assessment reviews in
engineering emphasise the measurement of higher-order competencies, such
as critical thinking and diagnostic reasoning (ASME JMD, 2024). This aligns
with the pedagogical aim of Packet Tracer troubleshooting assessments, which
require authentic application of knowledge in problem-solving contexts.
Additionally, recent educational psychology meta-analyses show that problem-
based, project-based, and case-based learning methods enhance student
motivation and engagement, reinforcing the pedagogical value of skill-based,
authentic assessments (Lavado-Anguera et al., 2024).

3. METHODOLOGY

3.1 STUDY DESIGN

This research follows an action research approach, in which an instructional
intervention (a Packet Tracer troubleshooting assessment) was implemented
and evaluated in a classroom setting.

3.2 PARTICIPANTS

The participants were undergraduate students enrolled in the IP Switching

(ITT652) course at Universiti Teknologi MARA Shah Alam. A total of 30
students participated, representing semester 6 of a degree level.
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3.3 ASSESSMENT INSTRUMENT

A Packet Tracer Activity (PTA) was developed to assess troubleshooting skills.
Topology: A medium-sized enterprise topology was designed, consisting of
three branches, four routers, two multi-layer switches, and multiple VLANSs,
connected via a WAN link (see Figure 1).
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Figure 1. Network topology used for the Packet Tracer troubleshooting assessment

Error Injection: To create authentic troubleshooting challenges, five deliberate
errors were introduced into the topology (see Figure 1). Each error targeted a
different network layer and concept relevant to the course learning outcomes:

a. VRRP Misconfiguration (Layer 3) — On routers D1 and D2, inconsistent
virtual gateway I[P addresses were configured, causing intermittent gateway
failure for internal hosts.

b. Routing Protocol Mismatch (Layer 3) — Router D2 was configured to run
EIGRP, while router S-ALAM operated with OSPF, preventing route
exchange between TechnoVision HQ and the Shah Alam network.

c. Access Control List (ACL) Misconfiguration (Layer 3/4) — An ACL applied

on router S-ALAM inadvertently blocked HTTP traffic from the Shah Alam
LAN to the HQ server, while allowing ICMP connectivity.
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d. VTP Domain Mismatch (Layer 2) — Access switches at HQ (A1-A4) were
configured with mismatched VTP domain names, causing VLAN
propagation failures and loss of intra-VLAN connectivity.

e. RBAC Privilege Restriction (Administrative) — Router D1 included a
user account with insufficient privilege level, limiting access to diagnostic
commands and simulating restricted administrative rights.

Each injected fault was designed to test a specific troubleshooting
competency—ranging from physical and protocol-level verification to access
control and administrative diagnostics.

Task for Students: Students were instructed to identify and resolve all
connectivity issues so that all end devices could successfully reach the web
server.

3.4 ASSESSMENT INSTRUMENT

Student performance was measured using two complementary approaches:

Packet Tracer Scoring Engine — This automatically checked whether
connectivity was restored based on a predefined answer file, ensuring
objectivity in grading.

Observation of Troubleshooting Process — During the activity, the instructor
observed how students approached fault diagnosis and resolution. The
observation focused on whether students used systematic troubleshooting
strategies (e.g., sequential ping tests, interface and protocol checks), the logical
sequence of their steps, and evidence of isolating problems before applying
fixes. Brief checklists and notes were used to capture common approaches,
difficulties, and instances of trial-and-error versus structured reasoning. These
insights provided a richer understanding of student competence beyond the
final auto-score.
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3.5 DATACOLLECTION

Both quantitative and qualitative data were collected to provide a comprehensive
view of student performance.

Quantitative Data:

Packet Tracer’s built-in scoring engine automatically generated student
performance scores. In addition, overall completion rates and error-specific
success rates were recorded. The exam was conducted under a fixed time limit,
allowing results to be interpreted consistently across the cohort.

Qualitative Data:

After the activity, students completed a short survey and provided open-ended
feedback regarding clarity, difficulty, fairness, and overall learning experience.
Informal observations made by the instructor during the assessment were also
documented, focusing on the troubleshooting approaches students employed
(systematic vs. trial-and-error).

This combination of quantitative and qualitative data allowed triangulation of
results, providing both measurable outcomes (e.g., success rates, scores) and
insights into student perceptions and behaviours.

4, RESULTS AND ANALYSIS
41 PERFORMANCE DATA

Out of 30 participants, 26 (86.7%) completed the troubleshooting within the
allotted time. The average score recorded by the Packet Tracer scoring engine
was 81% (SD = 10), with scores ranging from 55% to 98%. Most students
achieved above the passing threshold, indicating competence in identifying
and resolving at least some of the injected faults. The standard deviation (SD)
indicates moderate variation in scores; most students scored within =10 points
of the mean (i.e., between roughly 71% and 91%).

Error-Specific Performance
The table below summarises the proportion of students who successfully
resolved each injected error:
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% Students

Injected Error Count (n/30) Notes

Who Fixed
VRRP 0% 24/30 Most students identified incorrect virtual gateway
Misconfiguration ’ addresses using the show standby command.
Routing Protocol 67% 20/30 Students recognised adjacency failure, but some
Mismatch ‘ misdiagnosed the root cause.
ACL Misconfiguration 73% 22/30 Many d.etected the.H.TTP block, though a few only

tested ping connectivity.

VTP Domain 90% 2730 Easiest fault; most quickly corrected VIP domain
Mismatch ° names.
RBAC Privilege 60% 18/30 Often overlooked, some students did not identify
Restriction ‘ limited privilege as a configuration issue.

Table 1. Student Performance by Injected Error Type

Completion and Correlation

Overall, 86.7% of students restored full connectivity across all network
segments. Students who applied structured troubleshooting methods—
beginning with verification, followed by protocol-level analysis—tended to
finish faster and achieve higher Packet Tracer scores. The findings suggest
that conceptual understanding of routing protocols and administrative
configurations remains an area for further instructional reinforcement.

4.2 STUDENT FEEDBACK
A post-activity survey was conducted to gather students’ perceptions of the

Packet Tracer troubleshooting assessment. Responses were collected from all
30 participants. The results are summarised in Table 2.
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Survey Item Mean SD Interpretation

Most students found the instructions

1. The activity was clear and easy to understand. 4.3 0.6 clear

2. The difficulty level was appropriate for my Generally perceived as moderately

. 4.0 0. :
skill level. 7 challenging.
3. The troubleshooting task reflected real-world 45 05 Strong agreement that the activity was
networking problems. ’ "~ authentic.
4. Packet Tracer is a suitable tool for assessing 46 05 High acceptance of Packet Tracer as an
practical networking skills. ’ ™ assessment tool.
5. I would like similar skill-based assessments in 47 0.4 Very positive response toward future
future courses. ’ " adoption.

Table 2. Student Feedback on the Packet Tracer Troubleshooting Assessment (n = 30)

4.3 OBSERVATIONAL FINDINGS

Instructor observations provided further insight into student approaches. While
most students were able to restore connectivity, many relied heavily on trial-
and-error adjustments rather than systematic diagnostic reasoning. Commonly,
students initiated simple connectivity tests but struggled to escalate to protocol-
level checks or overlooked verification steps after changes. A smaller subset
applied structured strategies—such as verifying IP addressing, reviewing
routing tables, and isolating faults in sequence—and these students typically
completed the task more efficiently and achieved higher scores. These findings
suggest that explicit emphasis on structured troubleshooting frameworks is
needed in instruction.

4.4 DISCUSSION

The findings suggest that Packet Tracer—based troubleshooting assessments
provide a valid and effective measure of student diagnostic skills. The activity
revealed common weaknesses (e.g., protocol-level errors) while reinforcing
the value of systematic troubleshooting. Pedagogically, this approach bridges
the gap between theoretical knowledge and real-world practice.
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5. CONCLUSION

This study demonstrates that Cisco Packet Tracer can be effectively leveraged
to design skill-based assessments focused on troubleshooting. The results
indicate that such assessments not only measure technical competence but
also encourage the development of critical thinking and diagnostic reasoning.
For educators, key recommendations include:

» Designing scenarios that balance difficulty and achievability.
* Combining automatic scoring with instructor review for reliability.
* Incorporating student reflection and feedback to enhance learning outcomes.

6. SUGGESTIONS

The study was limited to a single course with a relatively small sample
size. Future research should explore longitudinal effects by comparing
troubleshooting skill retention across semesters and benchmarking Packet
Tracer against alternatives such as GNS3 or real lab environments.
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APPENDIX A: STUDENT SURVEY INSTRUMENT

This short survey is designed to gather quick feedback from students to evaluate
whether the Packet Tracer troubleshooting activity (PKA) can be deployed in
the coming semester.
QI1. The task instructions were clear and easy to follow.
Strongly Disagree / Disagree / Neutral / Agree / Strongly Agree
Q2. The activity was at the right level of difficulty for me.
Too Easy / Appropriate / Too Difficult
Q3. I think this troubleshooting activity is a fair way to assess networking
skills.
Strongly Disagree / Disagree / Neutral / Agree / Strongly Agree
Q4. Would you recommend using this type of activity again in the course?
Yes / No / Not Sure
Q5. Please share one thing you liked and one thing you would improve.
(Short open text response)
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