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This project addresses to the urgent need for enhanced security 
assessments by incorporate artificial intelligence (AI) into penetration 
testing. This approach is essential because of the evolving landscape 
of cyber threats and the continuous advancement of technology. The 
issue statement highlight the importance of updating security 
measures to avoid the latest threats and vulnerabilities. Based on this, 
the research employ a linear regression technique in the AI 
penetration testing. This technique involves the development and 
implementation of an algorithm designed to improve the efficiency 
of security evaluations by suggest the suitable penetration testing 
tools. The important of this study lies in its response to the labor and 
time-consuming nature of current testing methods. The project 
objective is to apply an AI linear regression algorithm to improve not 
only the efficiency and flexibility of penetration testing but also to 
provide strong protection against many cybersecurity threats by 
suggesting the suitable tools. By suggesting the best tools, this 
approach reduces the manual effort required, and reduce time- 
consuming to choose the suitable tools, allowing security 
professionals to focus on more complex tasks. This project, Extreme 
programming methodology was used to construct the flow of the 
project. To make sure this project going smoothly many hardware 
and software were used, such as Django, Nginx, VMware and many 
more. In this project, many tests were carried out such as unit testing 
and integration testing. While doing this project, several limitation 
were found such as the low accuracy of the tools suggestion, the 
installation problem and the result that not detail. This limitation can 
be improve in future works where they will be many advance 
technology in the future. In conclusion, the objective of this project 
is success because the linear regression algorithm was able to be 
insert in the penetration testing framework. 

Keywords: Artificial Intelligence (AI), Penetration Testing, Linear 
Regression, Tool Suggestion, Extreme Programing Methodology, 
Django. 
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INTRODUCTION 

 
Cyber threats such as unauthorized access, data breaches, and various forms of 

cyberattacks pose serious challenges to organizations. Consequently, robust security measures 

like penetration testing are crucial for safeguarding these assets. Traditionally, penetration 

testing has been a key security assessment tool to identify vulnerabilities in systems, networks, 

and applications by simulating real-world attacks 

This project explores the application of artificial intelligence (AI) in penetration testing, 

specifically utilizing a linear regression algorithm to enhance the accuracy and efficiency of 

security assessments. The study aims to develop an AI-driven penetration testing framework 

that can predict future security risks and recommend the most appropriate tools for identifying 

vulnerabilities within an organization's IT infrastructure. The primary focus is on employing 

linear regression techniques to analyze data, providing valuable insights that aid in making 

informed security decisions. 

The rapidly evolving nature of cyber threats, coupled with the pace of technological 

progress, underscores the need for innovative security assessment methods. Current penetration 

testing techniques are often labor-intensive and time-consuming, which can lead to overlooked 

vulnerabilities. Integrating AI into these processes promises to streamline testing procedures, 

enhance accuracy, and provide stronger protection against emerging cybersecurity risks. 

This project leverages tools such as Nmap, SQLMap, and Gobuster to collect data on 

vulnerabilities, which are then analyzed using AI-driven techniques. The research aims to 

demonstrate that AI, particularly through the use of linear regression, can significantly improve 

the penetration testing process by making it more efficient, accurate, and capable of real-time 

threat detection and reporting. The significance of this study lies in its potential to offer a non- 

bias penetration testing framework and a secure data management system, both of which are 

critical to advancing cybersecurity practices. 

 
LITERATURE REVIEW 

 
Penetration testing, originating from military network defense technologies, was developed 

in the early 1970s to assess computer system security (Zheng et al., 2020). Initially used by the 

Department of Defense to identify security flaws, it spurred the creation of more secure systems 

(Mamilla, 2021). Penetration testing simulates attacks to evaluate network security, making it 
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a vital tool for organizations to detect and prevent potential threats (Zheng et al., 2020). 

However, with the increasing complexity of systems in large enterprises, performing 

penetration testing without expert assistance has become increasingly challenging. 

Linear Regression Algorithm 

Linear regression is a key machine learning approach for predicting a continuous outcome 

based on one or more predictor variables, commonly used in estimation problems (Tang, Lu, 

Pang, Li, & Su, 2019). The method assumes that samples in the same class correspond to the 

same linear subspace, represented by a linear equation. Linear regression has been evaluated 

on datasets like the Fisher iris, Forensic Glass, Japanese credit, and Pima Indian Diabetes 

datasets (Şahın, Akleylek, & Kiliç, 2022), and is widely used in pattern recognition and face 

categorization scenarios (Tang et al., 2019). 

There are several types of linear regression models, including simple linear regression, 

multiple linear regression (MLR), polynomial regression, and the least square method (LSM). 

Simple linear regression models a linear relationship between a single independent variable 

xxx and a dependent variable yyy, where β0\beta_0β0 is the intercept and β1\beta_1β1 is the 

slope (Maulud & Abdulazeez, 2020). Multiple linear regression extends this by examining the 

relationship between several explanatory variables and one response variable. The least square 

method (LSM) is commonly used to find the best-fitting line or curve by minimizing the 

squared differences between observed and predicted values (Maulud & Abdulazeez, 2020). 

Machine Learning In Penetration Testing 

In the rapidly evolving cybersecurity field, traditional penetration testing methods often 

struggle to keep pace with emerging threats. Machine learning (ML) enhances penetration 

testing by automating vulnerability detection, making it faster and more accurate. ML models 

can simulate attacks on security systems, uncovering vulnerabilities more efficiently than 

manual methods. For example, reinforcement learning has been shown to find the same number 

of vulnerabilities in network intrusion detection systems (NIDS) in half the time of manual 

inspections (Apruzzese et al., 2022). 

In cybersecurity, ML is increasingly applied to tasks like SQL-injection attack assessments. 

By using ML algorithms, security professionals can simulate realistic attacks on databases to 

uncover flaws that might be missed by traditional methods (Apruzzese et al., 2022). These 
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advancements demonstrate ML's potential to transform penetration testing by enhancing both 

its effectiveness and scope, helping security professionals stay ahead of potential attackers. 

 
METHODOLOGY 

 
Extreme Programming (XP) was a software development process that was part of the 

agile methodology. It is a flexible and iterative method to software development that focuses 

on client happiness, continual feedback, and the flexibility to adapt to changing requirements. 

Kent Beck launched XP in the late 1990s with the goal of improving software quality and 

responsiveness to changing client needs. 

Figure 1: Extreme Programming Methodology 
 
 

Extreme Programming was ideal for projects where requirements were bound to change 

often. It include a collection of methods and ideas that contributed to the development process's 

overall agility and flexibility. Extreme Programming (XP) was a collection of criteria, ideas, 

and practices that contributed to its agile and customer-focused approach to software 

development. 

System Workflow 

This phase involved creating a flowchart that visually represented the project, helping 

developers and users understand how data flowed through the penetration testing process and 

how the system was designed. The flowchart served as a communication tool, ensuring 

everyone had a shared understanding of the system's features, including user input, AI analysis, 

authentication, reporting, and continuous improvement processes. 

The user flowchart detailed the process for interacting with the AI Recommendation 

Penetration Testing Tool for SQL Injection using linear regression. Starting at the homepage, 
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users could log in or register, access the dashboard, input target criteria, and receive tool 

suggestions. They could also run specific penetration testing tools like Nmap, SQLMap, or 

Gobuster, view their history, and log out to end the session. 

The AI flowchart illustrated how the system processed user input, analyzed data using the 

linear regression method, and generated responses. If users disagreed with the AI's suggestions, 

they could provide feedback, which was used to revise and align the context, and the updated 

information was saved to the database. 

Finally, the admin flowchart outlined the steps for administrators to manage the system. 

Admins could log in, view and edit user information, manage user feedback, and log out after 

completing these tasks. 

System Architecture 

The system architecture for the penetration testing tools recommendation system was a 

conceptual model that outlined the system's structure, behavior, and interactions, ensuring 

smooth operations between hardware and software components. The architecture was divided 

into two main parts: Front End and Back End. 

The Front End consisted of Django, JavaScript, HTML, and CSS, responsible for handling 

user interfaces and interactions. On the Back End, several layers were involved: the Business 

Layer, AI Model Layer (implementing the Linear Regression Algorithm), Pentest Tools, and 

the Data Layer. 

In the Data Layer, SQLite was used as the database management system. Its lightweight, 

server-less, and self-contained features made it ideal for storing user information, tool 

execution history, suggestions, and feedback. Django's ORM facilitated easy interaction with 

the SQLite database, allowing for efficient database operations without needing to write raw 

SQL queries. 

By combining Django on the frontend and SQLite in the Data Layer, the system efficiently 

processed client requests while integrating the AI model for generating relevant pentest tool 

recommendations. 
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Figure 2: System Architecture 

 
RESULT AND DISCUSSION 

 
The project aimed to assess the feasibility and effectiveness of integrating a linear 

regression algorithm into the penetration testing process. Although accuracy was not the 

primary focus, the project successfully demonstrated the integration of linear regression to 

enhance penetration testing methodologies. 

The testing phase involved validating the system's implementation and functionality through 

integration and unit testing. Integration testing ensured that all modules, including the linear 

regression algorithm, data collection, and analysis, worked together seamlessly, while unit 

testing focused on verifying individual components such as model training, pentest record 

creation, and tool suggestion history. 

The project successfully integrated linear regression into the penetration testing framework, 

with tools like Nmap, SQLMap, and Gobuster used to assess target systems. The system 

demonstrated its ability to provide relevant tool suggestions, even though accuracy was not 

emphasized, validating the potential of using AI in real-world penetration testing scenarios. 

Nmap and SQLMap were recommended based on user input, and the system effectively 

analyzed features to provide suitable tool suggestions. Similarly, SQLMap and Gobuster were 

suggested for other scenarios, showcasing the system's ability to extract meaningful 

information from user input to match penetration testing needs. 



197 

Progress in Computer and Mathematics Journal (PCMJ) 
volume 2 [August, 2025] 

e-ISSN: 3030-6728
Website: fskmjebat.uitm.edu.my/pcmj 

 

 

 

  

 
Figure 3: Suggested Tools Page 

 

 
Nmap identified open ports and mapped the attack surface of the target system, while 

SQLMap detected SQL injection vulnerabilities and retrieved database information. Gobuster 

found hidden directories on web servers that could lead to further security investigations. 

Additionally, admins could upload CSV files to train the model and view accuracy results, and 

the system allowed the conversion of PKL files to BKA files for download, confirming the 

successful execution of these functions. 

 
CONCLUSION 

 
In conclusion, incorporating AI into penetration testing enhances productivity and 

flexibility, addressing the limitations of traditional methods and providing robust defenses 

against evolving cybersecurity threats. Despite some limitations in tool recommendations and 

execution details, future improvements can make the AI Recommendation Penetration Testing 

Tool a more powerful and reliable asset in cybersecurity. 
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