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The adoption of the smart campus technologies has the potential to
revolutionizing the management of higher education, increasing operation
efficiency, improving administrative effectiveness and enhancing academic
delivery. This systematic review aims to identify major challenges and
explore how these technologies help in avoiding such obstacles in the
implementation of smart campus. It also assesses the degree to which such
measures are more effective in enhancing the operational, administrative
and academic productivity management. An exhaustive review process was
conducted with the help of PRISMA guidelines wherein articles,
publications and journals from IEEE Xplore, SpringerLink and
ScienceDirect were used. The study shows that the smart campus can help
in effective management of resources, increase the rate of decision making
through the use of data and foster more flexible learning environments.
However, the institutions may struggle to implement with challenges such
as cost, data security, integration with the existing systems and resistance
from the stakeholders. The findings show that strong institutional strategies,
leadership support, stakeholder engagement and capacity building efforts
were the major success factors. Thus, it can be stated that this review shows
that smart campus concepts can be more effective in comparison with the
traditional campus management in terms of performance and improve
academic productivity. Further, this research also focuses on the effects of
the smart campus model on the institutions in the long run how it can be
applied to various educational systems.

INTRODUCTION

In the age of digital change, modern higher education institutions are expected to improve the
efficiency, effectiveness, and students’ satisfaction. The traditional models of campus management, though
well-known, do not always suffice to satisfy the requirements of the present-day administrators, educators
and learners (Zhu, 2024). Obstacles like archaic infrastructure, poor resource management, and
underutilization of data make it difficult for entities to perform to their best potential. With the global shift
to the digital mode, smart campus as a concept has been identified as a viable option to tackle these

© Universiti Teknologi MARA, 2025



177 Mohd Rashid /Journal of Information and Knowledge Management (2025) Vol. 15, Special Issues 2

challenges. Smart campus leverages modern technologies like 10T, big data analytics, cloud computing,
and artificial intelligence to manage and improve upon existing business processes, administrative functions
and even academic output (Adipat & Chotikapanich, 2024a). This technological change not only helps in
simplifying and thus enhancing the productivity of routine activities but also supports sustainable
development through providing the tools for evidence-based decisions and effective resource management.

Though the smart campus concept has become popular across the international community, the
application of the concept in higher education is not as easy as it seems. A lot of institutions have challenges
including high costs of implementation, resistance to change, risks of cybersecurity, and interoperability
concerns (Chagnon-Lessard et al., 2021). Nevertheless, the potential advantages are quite important. Digital
campuses can provide smarter environments and effective management, administrative better practices
learning which and meet working the present-day standards. By comparison, the conventional campus
management measures can be seen to have limitations in providing the same level of flexibility and
performance, thus emphasizing the need to adopt new technologies. The current research is limited and
tends to provide only a partial picture of the smart campus concept due to an emphasis on specific cases or
technologies; therefore, important aspects of the smart campus adoption process are not well understood
(Hong et al., 2024).

In order to further the understanding of smart campus initiatives, this paper uses a systematic literature
review of articles, publications and journals published in IEEE Xplore, SpringerLink and ScienceDirect.
These databases were selected because of their reliability and having a wide database of technological
development. Through the application of the systematic review methodology, this study seeks to evaluate
the current knowledge on the problems, opportunities and advantages of the smart campus technology. The
review process also follows the PRISMA framework to ensure that data collection, screening and analysis
is systematic and without bias (Page et al., 2021).

This paper has made the following contributions in the present study. First, it has discussed and
classifies the challenges and hurdles that affect the successful implementation of smart campus concepts.
Second, it offers a structural analysis of how the smart campus initiatives improve the effectiveness of
operational, administrative and academic processes as compared to the conventional approaches. Third, it
identifies the findings of the study and gives recommendations that can help the policy makers, managers
and technology providers to achieve successful smart campus concepts.

RESEARCH QUESTION

There are two research question for this study which are:

1.  What are the main challenges and success factors in implementing smart campus technologies
compared to traditional campus management in higher education?

2. How do smart campus initiatives compare to conventional approaches in improving
operational, administrative, and academic performance in higher education?

METHODOLOGY

The purpose of this methodical research is to assess the efficiency of the higher education institutions,
considering the role of campus technologies and data-driven smart approaches to decision-making towards
management sustainability. To ensure that the review process is systematic and unbiased, we followed the
PRISMA approach. Systematic reviews, a structured approach to reviewing research, ensures that data from
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relevant research is easily identified, filtered, and analyzed, as well as provides a way to gather information
(Page et al., 2021).

A commonly used structure for systematic reviews and meta-analysis is the PRISMA framework. The
guidelines that are provided in the PRISMA checklist together with the flow diagram assist the researchers
in the process of identification, screening, eligibility and data extraction thus making the review process
transparent and replicable. This review ensures a systematic and unbiased assessment of the available
literature by following the guidelines of the PRISMA. In the Eligibility phase, Joanna Briggs Institute (JBI)
Critical Appraisal Tools were used to thoroughly assess the quality of methodology of the studies retrieved
through the PRISMA guided process. The PRISMA framework and the JBI Critical Appraisal Tools were
thus used to assess the relevance, rigour and validity of studies in a structured manner.

Identification

The approach used for identification consisted of searching for information on three academic
databases which are IEEE Xplore, SpringerLink, and ScienceDirect. These databases were chosen based
on the collection of scholarly sources ability which are to be considered and higher education. This makes
them relevant and best particularly the in famous topic for of fields having smart of a campus engineering,
extensive technology and computer database

1. IEEE Explore is a database consist of conference papers, journals and standards in the field
of technology and engineering.

2. SpringerLink is a full-text database that contains books, journals and conference proceedings
materials in various subjects and themes including educational technology and management.

3. ScienceDirect is a database that provides a wide range of scientific and technical research
publications with an emphasis on technology and education.

Table 1: Identification Process

RQ | DATABASE SEARCH STRING ARTICLES
FOUND
1 IEEE ("smart campus" OR "digital campus") AND (“barriers” OR 8
SpringerLink “challenges” OR “enablers” OR “facilitators”) AND ("higher 253
ScienceDirect education” OR "university management") 93
2 IEEE ("smart campus technologies" OR "smart 8
SpringerLink campus" OR "digital campus") AND ("operational 98
ScienceDirect efficiency" OR “sustainability”’) AND ("higher 68
education" OR "university management")
TOTAL ARTICLES 528
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Screening

To sort-out the identified articles on identification phase, sorting technique was used based on
inclusion and exclusion criteria. The following are the guidelines that we developed for this phase:

1. Only papers that were published within the last five years were considered to be relevant to
the current technical developments.

2. The papers that met the inclusion criteria were review articles, conference papers and peer-
reviewed journal publications. Editorials and opinion pieces as well as items which were not
peer reviewed were excluded.

3. Only included the articles in English to maintain the consistency and quality.

Table 2: Screening Process

RQ | DATABASE | CRITERIAS ARTICLES
SCREENED

1 IEEE Type: Conferences, Journals 7
SpringerLink | Content Type: Article, Research Article, 16
ScienceDirect | Review Article 21

2 IEEE Date Published: 2020 — 2025 5
SpringerLink | Languages: English 7
ScienceDirect | Disciplines: Computer Science 12

TOTAL ARTICLES 68

Eligibility

The appraisal process involved the use of JBI checklists in accordance with the study design of each
study (qualitative, quantitative, or mixed methods). Clarity of objectives, methodological rigor,
appropriateness of analysis and relevance to the research questions were some of the criteria by which each
study was evaluated. Studies that did not meet the minimum quality threshold were excluded from the final
analysis. The process of applying this way to all sources that were included guarantees consistency and
rigor (Aromataris et al., 2015).

This level of flexibility is crucial in maintaining the rigor and consistency of the review since it enables
a proper appraisal of studies conducted under different paradigm. Also, for a review targeting only high
quality, methodologically sound research, JBI tools are appropriate as these tools are simple and emphasize
on aspects such as research validity, data collection and the relevance of the research to practice (Aromataris
et al., 2015). This in turn ensures that the findings and conclusions of the review are based on solid facts
hence enabling a more accurate and meaningful synthesis of the current knowledge on smart campus
technology.

Data Extraction and Analysis
Data extraction was carried out in a systematic manner using a predefined template that contained
elements of the study including objectives, methodology, sample size, technologies used, challenges and

outcomes of the study. This structured approach to data extraction ensured that the process was consistent
and could easily identify differences across studies. The extracted data were then synthesized to identify
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common themes and variations, with particular attention paid to operational, administrative, and academic
outcomes of smart campus initiatives.

For instance, the JBI checklist for assessing quantitative studies looked at things like the clarity of the
study objectives, the appropriateness of the statistical methods used, and the validity of the findings. Each
criterion was scored on a scale of 1 to 5; studies were excluded from the analysis if they scored below 3 on
any critical criterion. Criteria for qualitative studies included coherence of themes, trustworthiness of data
and how well it fit the research objectives. The PRISMA workflow as shown in Figure 1, and the Eligibility
phase is emphasized, where the JBI Critical Appraisal Tools were used to ensure that only high-quality
studies were included in the final synthesis.

Identification of new studies via databases and registers

c Records removed before screening:
2 Records identified from: Duplicate records (n = 25)
:g Databases (n = 528) = Records marked as ineligible by automation
E Registers (n=0) toals (n=0)
ﬁ Records removed for other reasons (n = 0)
r
Recards scregned Records excluded
n= 'BB:I n= 4'8'[]]
) i
= Reports sought for retrieval Reports not retrieved
s in = 60) in=8
@
i
Reports assessed for eligibility Reports excluded:
in="52 o n=24)
New studies included in review
g (n=28
= Reports of new included studies
= (n=0)

Figure 1: Analysis Selection Chart (Haddaway et al., 2022)
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RESULTS & DISCUSSION

Complexity in integrating Legacy Systems and Developing Robust Technological Infrastructure

One of the major conclusions of this systematic review is that the issue of how to incorporate legacy
systems into modern, technology enhanced campus environments is a big challenge in the higher education
institutions. The research done by the literature indicates that higher education institutions are still using
platforms, databases and the administrative frameworks that might have been put in place decades ago and
were not designed to cope with the demands of the digital age (Tiwari, 2024). Implementing new
technologies like IoT based devices, big data analytics and cloud-based platforms into such legacy systems
is a challenging task. The study has revealed that many higher education institutions encounter technical
challenges including interoperability, scalability and maintainability when they implement smart campus
concepts (Adipat & Chotikapanich, 2024a).

Integration of legacy systems poses significant challenges, particularly for resource-constrained
institutions with limited IT expertise and funding. This may contrast with resource-rich institutions which
may overcome these hurdles efficiently by investing in scalable and modular technologies. Meanwhile
resource constrained institutions are limited by hurdles such as limited budgets and skill gaps and are more
likely to adopt phased or modular implementations (Vo et al., 2022). Such challenges result in extended
time periods for implementation, inflation of costs and loss of confidence by the stakeholders. Some of the
recommended solutions include conducting a detailed audit of the current IT infrastructure to determine
what all is in need of improvement. It’s recommended that designing architectures that are modular and
scalable so they can support growth and change over time, and standardizing on vendor agnostic
technologies, so as to minimize the risk of being locked into a particular vendor’s solutions. (Miranda et
al., 2019). To effectively address these challenges, higher education institutions no matter how resource-
rich or resource-constrained they are; need to make targeted investments in smart campus technologies.
They should make these investments align with their respective resource capacities, complying with
prioritizing operational sustainability.

There is also the need to develop and sustain the physical and cybersecurity infrastructure for the
implementation of the smart campus concept and the advanced technologies that come with it (Gamilla &
Palaoag, 2022). Some of the challenges are ensuring adequate and reliable high-speed network
infrastructure, installing of IoT devices and meet demands of storage requirement by those technologies.
Higher education institutions must make substantial investments in effective cybersecurity measures and
data management frameworks that will protect sensitive information and meet the requirements of various
data protection laws.

Human Factors - Resistance to Change, Skills Gaps, and Stakeholder Engagement

Resistance to change remains a significance challenge especially in institutions lacking robust
stakeholder engagement and professional development programs. Research indicates that the people who
are used to the conventional methods are often resist adopting of digital technologies (Lowery & King,
2016). They are concerned that new technologies may pose a threat to the current systems, may need a lot
of time to implement or may reduce the human factor in the learning process. It is important to note that,
when faced with such risks, individuals may develop a form of non-commitment towards new systems, thus
compromising on their adoption and usage rates (Polites & Karahanna, 2012).

There are several challenges that skills gaps pose as well. Even when the stakeholders are willing to
embrace new technologies, they may not have the right skills to do so. The literature review reveals that
the effective capacity-building programs and professional development initiatives are crucial. If faculty and
staff are not trained adequately and adequately supported, they may not be able to take full advantage of all
the features that are available with the smart campus platforms (Lowery & King, 2016). While students,
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who are often called digital natives, may require assistance to learn how to use systems and how to interpret
and interpret the value of vast amounts of data and content that is provided to them. It is important to address
these skill gaps; it will boost the adoption rate, improve user satisfaction, and therefore improve the
effectiveness of the technologies that have been put in place (Putra et al., 2022).

Stakeholder engagement is also found to play a critical role in the effective management of transitions
(Lowery & King, 2016). The findings indicate the change when process, institutions then involve the
faculty, implementation students is and more administrators likely in to the be planning in and line decision-
making with process what of was intended. Open forums, pilot testing and iterative feedback loops enable
the detection of potential areas of improvement in the user experience and the addressing of concerns that
may have been not foreseen in advance (Liu et al., 2022). Such an approach ensures that everyone feels
involved in the process of transformation and thus, minimizes the likelihood of resistance and increase the
chances of the new systems’ acceptance in the future.

Strategic Alignment and Leadership Support as Key Success Factors

This is where leadership commitment comes into play as a key factor. This is because securing the
support from executives, deans, department heads and other key players is what forms the basis of a decision
to adopt a smart campus as a complete institution. It is also important that leaders can also help in the
process of providing enough funding for the enhancement of infrastructure, professional development and
maintenance (Mattoni et al., 2016).

Availability of resources influences the effectiveness of leadership support and stakeholder
involvement, be it through available funding or technical resources (O’Brien & Cooper, 2022). The
resource scarce institutions have to depend on low key methods such as town halls and pilot programs to
establish trust and alignment while the resource abundant ones can use modern tools like collaborative
platforms. The ability to make decisions is relatively easy for institutions that have sufficient funding,
whereas those with limited resources have to develop innovative solutions and, in some cases, seek
additional funding to back their initiatives (O’Brien & Cooper, 2022).

Strategic alignment ensures that higher education institutions adopt smart campus technologies
purposefully. It is a result of understanding that such digital tools can help to improve teaching quality,
administrative processes, research, or community engagement. Many higher education institutions that treat
smart campus initiatives as isolated IT projects end up facing stakeholder resistance and inconsistent
outcomes. (Arenas et al., 2022). On the other hand, a well-defined digital strategy, aligning technologies
with institutional goals, fosters stakeholder understanding and support.

Some of the research works that are discussed in the reviewed literature also point out that leadership
support does not only mean making loud statements of support. It includes willingness to try out new
technologies, the integration of feedback mechanisms to facilitate improvement and the assurance that
every new idea is quantifiable through performance measures (Landa et al., 2023). When leaders commit
to specific goals like reducing the administrative-burdens, increasing energy efficiency or improving
student achievement, they foster a result-focused culture that engages stakeholders (Arenas et al., 2022).
This helps strong leadership to establish rules and plans to ensure institutional stability during
transformation by identifying potential challenges.

Enhanced Operational and Administrative Performance Through Smart Campus Initiatives

From the operational perspective, the implementation of smart systems can enable institutions to better
monitor and control the campus resources. For instance, placing of IoT devices in classrooms, laboratories,
and administrative offices enables one to capture data on energy consumption, room utilization, and state
of equipment (Adipat & Chotikapanich, 2024a). This fine level of perception enables decisions such as the
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right heating and cooling timings, light usage or even knowing when it is time to service equipment before
they develop a fault. Research has shown that these changes cut costs, reduce environmental impact, and
enhance user experience, as well as ensuring a safe and comfortable environment for staff and students.

On the administrative aspect, the smart campus concepts can co-ordinate what was previously separate
and labour intensive. It is possible to mention that registration, admissions, billing, scheduling, and
academic record-keeping may all be improved with the use of new digital technologies that integrate data
and perform repetitive tasks. The reduction in paperwork and the time spent on entering data manually
have been cited by many administrative staff as freeing them to concentrate on other tasks, such as
enhancing student support and strategizing (Olanike Abiola Ajuwon et al., 2024). In real time dashboards
and better data management tools, managers get crucial information on student numbers, retention and
resource utilization thus enabling data driven decisions.

Improved Academic Outcomes and Enriched Learning Environments

Many institutions incorporate the use of enhanced learning management systems (LMS) that integrate
analytics to monitor student performance, study behaviors, and areas of challenge (Purnama Alamsyah et
al., 2024). This means that educators who are provided with these insights can recognize them and step in
early enough to provide feedback or additional material to help the students before it becomes a problem.
Insights from such data help lecturers to adjust strategies which meet student’s needs, improving
performance and interactions. With the help of such assessments, instead of depending on end of term
surveys or conventional assessment, educators are able to make periodic, empirical modifications to their
curriculum and teaching approaches (Purnama Alamsyah et al., 2024).

Another component of the enriched learning environments is the use of virtual and augmented reality
tools, simulation-based laboratories and online collaboration tools. These technologies remove
geographical and temporal limitations by providing students with remote access to specialized equipment,
materials for study and virtual field trips (A V & T, 2022). Hence, learners can have an experience that
would be difficult or impractical to offer in the conventional campus setting. Thus, these enhancements
support active learning, critical thinking, and problem solving which to help students better meet the
challenges they will face in the future.

Through implementing technological tools that are flexible enough to meet the needs of the learners,
higher education institutions can improve the principles of inclusivity and accessibility. Such learners as
those with different learning styles, disabilities, or are non-native speakers of the language need the flexible
and adaptable learning materials that a smart campus provides (Rahardjo et al., 2024). The enhanced
flexibility in the instructional design, and the resources that are being put in place by higher education
institutions, enable them to enroll more students thus enhancing equity in higher education.

DISCUSSION & IMPLICATION

Through this systematic review, it provides a detailed conceptual understanding of the challenges,
opportunities, and strengths of the smart campus technology integration in the higher education institutions.
First, it can be seen that the integration of the new digital tools into the existing systems is not just a simple
task. The higher education institutions have challenges in interoperability, security, and scaling up that need
a lot of attention and maintenance (Gkrimpizi et al., 2023). The findings emphasize the necessity of strategic
investment in infrastructure and IT governance to guarantee a smooth transition from legacy systems to
integrated, data driven systems.

Additionally, human factors like resistance to change, skill gaps and stakeholder involvement are as

important as technology, since not all problems can be solved by technology alone (Mohadeseh Noroozi,
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2024). To boost adoption institutions should foster a culture of continuous learning, train staff effectively,
and enable user feedback. (Ramani, 2018). These initiatives should be spearheaded by the leaders, and the
transformation should be evident and supported, and the smart campus concept should be in consistent with
the institution’s goals and objectives. Thus, without this high-level support, even well thought out initiatives
may not be very successful.

When it comes to the performance improvements, this review also supports the proposition that smart
campus initiatives have shown potential to improve operational administrative and academic outcomes
(Adipat & Chotikapanich, 2024b). These include the integration of workflow, the use of predictive analytics
in the management of resources and improve decision-making in the running of the institution to provide
efficient services to the students (Wande Kasope Elugbaju et al., 2024). Through flexible learning
platforms, data driven interventions and modern teaching tools, learning environments are improved to
increase student engagement and outcomes.

These findings offer key insights for policymakers, administrators, and technology developers to use.
For policy makers and institutional leaders, the present study reveals that there is the need to formulate
strategies that will guide on when and how to invest in digital technologies (Zineb & Bouchaib, 2020). The
administrators can then work on creating teams that cut across the various disciplines including the IT
personnel, faculty, and other staff to ensure that the technology is implemented to meet the needs of the
stakeholders. On the other part, the technology developers can still help the matter by simplifying
integration processes and improving interoperability and designing solutions that require less effort from
the users.

LIMITATION & FUTURE STUDY

There are however some limitations to this systematic review and the following should be considered
as potential limitations to this study. First, the search for articles, publications, and journals was limited to
those that could be retrieved from databases such as IEEE Xplore, SpringerLink, and ScienceDirect. Even
though such databases are credible and contain many databases, it is possible that some studies could have
been left out if they were published in other databases or emerging platforms. Therefore, the findings may
not be all inclusive of the research that is available, this may include grey literature or materials that may
not have been found on the above-mentioned databases.

Second, the dynamic nature of digital transformation in higher education means that some of the
findings can be obsolete by the time this paper is published due to advancement in technology. Smart
campus technologies, frameworks, and best practices are still in the process of developing and what is
considered effective and advanced now, may synthesis change of in the finding’s future.

To keep from being obsolete, smart campus frameworks must be designed with flexibility and
scalability in mind. Modular architectures that enable the integration of new technologies and the gradual
replacement of outdated systems can make sure that institutions are at the cutting edge of digital innovation.
For instance, selecting vendor-neutral platforms and using open-source solutions can help institutions steer
clear of proprietary systems that are likely to become obsolete.

There are several areas that future research should concentrate on in order to be able to solve the
problems of the dynamic nature of digital transformation. First, to assess the effect of smart campus
initiatives on the operational efficiency, administrative efficiency and academic performance. Second,
comparative research between different types of institutions, such as private and public universities, or
between institutions with and without funding, can help to understand the potential challenges and
achievements of the implementation process.
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CONCLUSION

This review is intended for the purpose of identifying potential challenges and successes of smart
campuses in higher education and comparing them with the traditional methods of enhancing operations,
administration and academics. The findings highlight that the process of moving towards the smart campus
is not as simple as implementing new technologies. Integration of legacy systems, the importance of
stakeholders’ involvement and training, and the need for adequate leadership are evident of the fact that
change management is not only a technical exercise.

The enhancement of administration and learning experiences through improvements in resource
management is a positive aspect of the smart campus mission to achieve educational goals. The limitations
of this review, however, identify a need for more extensive research and standardized measures of smart
campuses’ effects as these technologies continue to develop.

Based on these findings, some recommendations can be made. First, the institutions should formulate
strategic digital strategies with a long-term plan that is in line with the institution’s mission. This to ensure
that there is a strong leadership to support the transformation process. Second, it is recommended that,
capacity-building programs, professional development opportunities, and inclusive planning sessions can
help address human factors, reduce resistance to change and bridge skills gaps. Third, policies and
frameworks that improve interoperability, data security and scalability can also allow the integration and
management of technology. Last but not the least, the constant evaluation of results, both in terms of quality
and quantity will allow for the development and improvement of the system and make sure that institutions
change in a way that is appropriate for the constantly developing world of digital education.

When referring to these recommendations, it is possible to state that higher education institutions
should not only strive to improve in small steps and achieve the state of relatively integrated, data-driven
systems. In doing so, they are able to design the learning and administrative processes that meet the
challenges of the digital era and at the same time equip their communities for the future.
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