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This article focuses on using a pre-quiz and post-quiz
methodology to evaluate students’ awareness of
cybersecurity and privacy among non-computer science
studentsin higher education institutions. The study's main goals
are to gauge students' prior knowledge of cybersecurity and
privacy issues before any kind of intervention and to assess
how well an educational intervention raises students'
awareness levels. Students are given a pre-quiz survey as part
of the study to see how well-versed they are in cybersecurity
and privacy principles. An educational intervention is then
carried out, and any changes in students' knowledge,
aftitudes, and practices regarding cybersecurity and privacy
are evaluated using a post-quiz survey. The methodology's
goals are to shed light on how well educational programs
raise students' knowledge of cybersecurity and privacy issues
and to guide the development of future for fostering digital
literacy and online safety among higher education institution
students. The results show that students' comprehension of
cybersecurity and privacy concepts significantly improved
after the intervention, demonstrating a successful knowledge
transfer and emphasizing the value of educational initiatives
in raising students' awareness and preparing them for life in
the digital age.
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1. Introduction

As we progress further intfo the digital age, the knowledge regarding cybersecurity and
privacy has become increasingly important. As individuals, we do a lot of online activities including
socializing and e-commerce, which often involve exposing a lot of our personal information online
and making us potential targets for cybercriminals. If we look at the students’ community, being
young and having their own devices, they would be eager to engage in online activities. Thus,
making university students, atftractive targets for cybercriminals due to the large amounts of
sensitive data they possess and the diverse range of devices they use. Therefore, students in
universities must be aware of cybersecurity and privacy issues. Including having the knowledge
and skills to protect themselves and their information.

2. Literature Review

21 Various Approach in Increasing the Cybersecurity Awareness

Several studies have investigated methods for assessing cybersecurity awareness among
students. A study by Du & Chintakovid (2023) explored the cybersecurity awareness of university
students, finding that while they were aware of general cybersecurity concepts, they lacked
specific knowledge and skills to protect themselves online. It is important to determine the target
audience and coverage when selecting an assessment method for gauging cybersecurity
awareness as done by Chaudhary, Gkioulos & Katsikas (2022) and Rohan et al. (2023). Esteve-
Gonzalez et al. (2023) indicated that education, awareness, and fraining in cybersecurity increase
the target participants capacity in dealing with the cybersecurity and privacy issues.

2.2 Difference in Demographics and the Difference of Awareness Level

Further research explores awareness across different student demographics. Huraj (2023)
investigates potential differences in awareness levels between students in technical versus non-
technical fields. This comparative approach highlights the importance of tailoring awareness
programs to the specific needs and knowledge bases of diverse student groups.

23 Factors Influencing Cybersecurity Awareness

Various factors can influence students' cybersecurity awareness levels, Alnarbi et al. (2021)
found that students often engage in risky online behaviour due to a lack of knowledge about
cybersecurity threats and consequences. Khalid et al. (2018) revealed that while students may
demonstrate awareness in certain areas like cyberbullying and internet banking, they often lack
knowledge in other areas. These findings underscore the need for comprehensive cybersecurity
education intervention that addresses various threats and vulnerabilities. Raju (2022) also
highlighted the importance of equipping students with knowledge to navigate the digital world
safely, while promoting responsible online behaviour.

24 Impact of Training and Intervention Programs

Various research has explored the impact of training and intervention programs to
increase the level of awareness. Zukarnain (2020) examines the effectiveness of targeted fraining
programs in improving students' understanding of cybersecurity threats and best practices. Peker
(2018) explores the potential of online modules as a scalable and accessible approach to
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cybersecurity education. These studies provide valuable insights info the design and
implementation of effective awareness programs.

The influence of demographic factors on cybersecurity awareness has also been a subject of
investigation. Daengsi (2022) examines the role of age and gender in shaping individuals'
susceptibility to phishing attacks. While this study focuses on employees, the findings regarding
demographic influences on awareness can be insightful when considering student populations as
well.

25 Importance of Awareness Programs

Rehman (2023) emphasizes the importance of developing awareness programs that cater
to the needs of non-technical audiences. This aligns with the focus of the current study, which aims
to assess cybersecurity and privacy awareness among students from non-computer science
backgrounds.

Overall, the existing literature highlights the importance of a multifaceted approach to
cybersecurity awareness, considering the diverse needs and characteristics of student populations.

2.6 Assessment method

This study will employ a pretest-posttest design, using the quantitative approach of data
analysis. The survey method will be used to collect data from students, focusing on their knowledge
and behaviors related to cybersecurity and privacy as done by Lallie et al. (2023), Alyami et al.
(2023), Persadha et al. (2016), Nkongolo et al. (2023) and Li et al. (2014).

The survey instrument will be designed based on the existing literature and will cover topics such as
awareness of common cybersecurity threats (e.g., phishing, malware, social engineering).

3. Methodology

This study aims to assess the level of knowledge regarding cybersecurity and privacy
awareness among students in higher learning instfitutions, specifically those from non-computer
science backgrounds, namely the Diploma in Science and Office Management in UiTM Sarawak.
The research will use the pretest-posttest design, where respondents are asked to answer the same
sets of quiz questions before and after a sharing session (Nagahawatta et al., 2020). The quiz
questions comprise of 3 sections. Section A on Demographics, collecting information about the
respondents’ gender, and their field of study. Section B on the Level of Understanding, the
respondents need to answer three questions regarding their understanding of cybersecurity, ifs
importance and threats. These questions are presented with a Likert scale ranging from "Strongly
Understand” to "Not Understand." Section C on the Level of Awareness, where the respondents
need fo respond to 5 multiple choice questions regarding privacy, importance of cybersecurity for
business and organizations, type of cyber-attacks, personal security measures and right of
protection in today'’s digital landscape. The question in this section is based on the sharing session
(Lallie et al., 2023) (Omar et al., 2021).

The quiz will be conducted through an online survey platform. Respondents will be given 15 minutes
to complete the quiz. The pre-quiz will be conducted before the sharing session, and the post-quiz
will be done right after the session. The sharing session covered the topics like Definition of Privacy
and Cybersecurity, Importance of Privacy and Cybersecurity, Cyberattack, Precautions and Best
Practices. The pre-quiz and post-quiz will see if there is any improvement in the students’ awareness
and understanding, after listening to the sharing session.
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4, Results and Discussion

We aimed to analyse the complete group of students, known as the population, with the
respondents serving as a subset of the population. We planned to conduct a survey of students at
the UiTM Sarawak Branch, Samarahan Campus, with an emphasis on their level of understanding
of cybersecurity and protection. To achieve these research goals, we analysed the data in three
sections: Section A (demographics), Section B (students' awareness of key cybersecurity topics),
and Section C (knowledge fransfer).

4.1 Section A (Demographic)

The pie chart in Figure 1 depicts the demographic distribution of respondents by group
and program of study. The largest portion, 23.10%, comes from BM1324A group. Following that, the
AS1204E and AS1204F groups comprises for 17.20% of all respondents. There are 14.20% respondents
from BM1324B and 10.40% from AS1204B. Finally, the BM1324G group compirises for 17.90% of all
participants. Overall, 55.20% of the respondents are enrolled in the Diploma in Science (AS1204B,
AS1204E, and AS1204F), and 44.80% are from the Diploma in Office Management (BM1324A,
BM1324B, and BM1324G).

Number of Respondents (%) Based on Groups and Programs of Study

&

m AS1204B m AS1204E = AS1204F m=BM1324A = BM1324B = BM1324G

Figure 1: Number of Respondents based on Group and Program of Study
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Gender

0.00% 10.00% 20.00% 30.00% 40.00% 50.00% 60.00% 70.00% 80.00% 90.00%

Figure 2: Gender Distribution

The bar chart (Figure 2) illustrates the gender distribution of the respondents. According to the
chart, a substantial majority of the respondents are female, constituting 77.60% of the total. In
contrast, male respondents make up 22.40%. This indicates a significant gender imbalance among
the participants, with females being the predominant gender. The data suggests that any analysis
or conclusions drawn from this group may be more representative of female perspectives, given
their larger proportion in the sample.

4.2 Part B: Analysis on Level of Understanding using Pre-Quiz and Post-Quiz

70.00%
60.00%
50.00%
40.00%
30.00%
20.00%
10.00%

0.00%
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Figure 3: Level of understanding on What is Cybersecurity

The graph shown in the figure above compares the level of understanding of cybersecurity
before (Pre-Quiz) and after (post-quiz) the sharing session. In terms of improvement in
understanding, there is a significant increase in the percentage of participants with a "Very
understanding” level of cybersecurity, from 7.50% in the pre-quiz to 58.10% in the post-quiz. The
percentage of participants who have an "Understand" level also increased slightly from 35.80% to
39.30%. The reduction in low understanding shows in the percentage of participants who "Do not
understand" cybersecurity dropped dramatically from 9.00% to 0.90%. Similarly, those with "Little
understanding” decreased substantially from 47.80% to 1.70%.

The sharing session appears to have been highly effective in improving participants' understanding
of cybersecurity. The data shows a clear shift from lower levels of understanding to higher levels,
indicating that the intervention successfully enhanced the participants' knowledge and
comprehension of cybersecurity concepts.

2. Do you understand how important cybersecurity is?

80.00%
68.40%
70.00%
60.00%
50.00% 43.30%
40.00%
30.60% 29.90%

30.00%
20.00% T L]

9.00%
10.00%

- 1.70% 0.00%

0.00% —

Do not understand Little understanding Understand Very understanding

Hm Pre-Quiz m Post-Quiz

Figure 4: Level of Understanding on the Importance of Cybersecurity

This graph in Figure 4 compares the understanding of the importance of cybersecurity before (Pre-
Quiz) and after (post-quiz) the sharing session. The finding shows a decrease in the low
understanding region. There is a significant drop in the percentage of participants who "Do not
understand” the importance of cybersecurity, from 9.00% to 1.70%. Similarly, those with "Little
understanding" dropped from 30.60% fo 0.00%. On the other hand, there is a shift to the higher
understanding region. The percentage of participants who "Understand" the importance of
cybersecurity decreased from 43.30% to 29.90%. This decrease is likely due to a shift of participants
from the "Understand" category to the "Very understanding" category. The most significant change
is seen in the "Very understanding” category, which increased substantially from 17.20% to 68.40%.

The sharing session was highly effective in enhancing participants' understanding of the
importance of cybersecurity. The data shows a clear shift from lower levels of knowledge to higher
levels, indicating that participants gained a better appreciation of cybersecurity's significance
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after the intervention. The marked increase in the "Very understanding" category is particularly
noteworthy, demonstrating a significant improvement in awareness and comprehension.

3. Do you understand on cybersecurity threats?

70.00% 64.10%
60.00%

50.00% 45.50%

40.00% 35.10% 34.20%

30.00%

20.00%
11.90%

10.00% 7.50%
0.00%

Do not understand Little understanding Understand Very understanding

W Pre-Quiz m Post-Quiz

Figure 5: Level of Understanding on Cybersecurity Threats

The bar chart (Figure 5) above compares the respondents' understanding on cybersecurity threats
before (Pre-Quiz) and after (post-quiz) the sharing session. There is a significant reduction in low
understanding of cybersecurity threats. The percentage of respondents who "Do not understand”
their cybersecurity threats dropped dramatically from 11.90% to 0.90%. Similarly, those with "Little
understanding" decreased sharply from 45.50% to 0.90%. On the other hand, there is an increase in
the higher understanding of cybersecurity threats. The percentage of respondents who
"Understand" their cybersecurity threats remained relatively stable, with a slight decrease from
35.10% to 34.20%. The most notable change is in the "Very understanding” category, with a
substantial increase from 7.50% to 64.10%.

The sharing session, as an educational intervention was highly effective in enhancing respondents’
understanding of their cybersecurity threats. The data shows a significant shift from the lower levels
of understanding to the higher levels. The substantial increase in the "Very understanding" category
indicates that majority of the participants gained a much deeper comprehension of cybersecurity
threats after the intervention. The decreases in the “"Do not understand™” and “Little understanding”
categories further highlight the success of the educational efforts in improving cybersecurity
awareness and knowledge.
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4.3 Part C: Analysis on Knowledge Transfer using Pre-Quiz and Post-Quiz with espondents
choose a correct answer

1. What does privacy refer to in the context of Cybersecurity?

(Choose the correct answer)

; ) 6.80%
Preventing cyberattacks on online platfo
ventne ey e platiorms ‘ 12.70%

5.10%

Ensuring the confidentiality of ernment secrets
uring iality of gover r . 4.50%

) — 75.20%
Control of linf h
ontrol of personal information and its use by others 34.30%

12.80%
Protection of computer systems from unauthorized access
putersy h 48.50%
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Figure 6: Analysis of Knowledge Transfer based on What does privacy refer to in the
context of Cybersecurity?

The bar chart shows the responses of participants to the question "What does privacy refer to in the
context of Cybersecurity2" before (Pre-Quiz) and after (post-quiz) an educational intervention. The
correct answer, "Control of personal information and its use by others," is highlighted in a red box.

There is a substantial increase in the percentage of respondents who chose the correct answer,
"Control of personal information and its use by others," from 34.30% (Pre-Quiz) to 75.20% (post-quiz).
This indicates a significant improvement in understanding the correct definition of privacy in the
context of cybersecurity after the educational intervention.

The percentage of respondents who chose "Preventing cyberattacks on online platforms"
decreased from 12.70% (Pre-Quiz) to 6.80% (post-quiz). Similarly, those who selected "Protection of
computer systems from unauthorized access" dropped significantly from 48.50% (Pre-Quiz) to
12.80% (post-quiz). The choice of "Ensuring the confidentiality of government secrets” saw a slight
increase from 4.50% (Pre-Quiz) to 5.10% (post-quiz), indicating some confusion still exists, but it is
relatively minor.

The educational intervention was highly effective in improving the respondents’ understanding of
what privacy refers to in the context of cybersecurity. The significant increase in the correct
responses and the corresponding decrease in incorrect responses highlight the success of the
knowledge transfer. Most participants correctly identified the control of personal information and
its use by others as the key aspect of privacy in cybersecurity after the intervention.
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2. Why is cybersecurity important for businesses and organizations?

(Choose the correct answer)

. . - 0.90%
To increase social media engagement 3.20%
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To enhance government surveillance capabilities 3.70%
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Figure 7: Analysis on Knowledge Transfer based on Why is cybersecurity important for
businesses and organizations.

The bar chart in Figure 7 illustrates the responses of participants to the question "Why is cybersecurity
important for businesses and organizations?" before (Pre-Quiz) and after (post-quiz) an educational
intervention. The correct answer, "To protect sensitive information from unauthorized access," is
highlighted in a red box.

The percentage of respondents who chose the correct answer, "To protect sensitive information
from unauthorized access,” was already high in the Pre-Quiz at 83.60% and increased slightly to
84.60% in the post-quiz. This indicates that most respondents were aware of the primary importance
of cybersecurity even before the educational intervention, and this understanding was slightly
reinforced after the intervention.

Meanwhile, there is a decrease in some incorrect answers. The percentage of respondents who
chose "To increase social media engagement” decreased from 2.20% (Pre-Quiz) to 0.90% (post-
quiz), indicating a reduction in this misconception. Similarly, those who selected "To ensure
compliance with privacy laws" decreased from 10.40% (Pre-Quiz) to 7.70% (post-quiz).

However, the percentage of respondents who chose "To enhance government surveillance
capabilities" increased from 3.70% (Pre-Quiz) to 6.80% (post-quiz). This suggests that there may have
been some confusion infroduced during the educational intervention regarding the role of
cybersecurity in government surveillance.

The educational intervention had a mixed impact on the respondents’ understanding of the
importance of cybersecurity for businesses and organizations. While the recognition of the correct
answer was already high and showed a slight increase, there was an unexpected rise in the
misconception about enhancing government surveillance capabilities. This suggests that while the
intervention successfully reinforced the primary purpose of cybersecurity, it may need to address
and clarify other aspects to avoid infroducing new misconceptions.
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3. Which type of cyberattack involves fraudulent attempts to obtain sensitive
information such as passwords, credit card numbers, or login credentials by posing

as a trustworthy entity in electronic communication?
(Choose the correct answer)

1.70%
3.00%

6.00%
Password Attack _ 33.60%
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Figure 8: Analysis on Knowledge Transfer based on type of cyberattack involves
fraudulent attempts

The bar chart in Figure 8 shows the responses of parficipants to the question " Which type of
cyberattack involves fraudulent attempts to obtain sensitive information such as passwords, credit
card numbers, or login credentials by posing as a trustworthy entity in electronic communication?”
before (Pre-Quiz) and after (post-quiz) an educational intervention. The correct answer, "Phishing,"
is highlighted in a red box.

There is a substantial increase in the percentage of respondents who chose the correct answer,
"Phishing," from 47.80% (Pre-Quiz) to 88.90% (post-quiz). This indicates a significant improvement in
understanding which cyberattack involves fraudulent attempts to obtain sensitive information such
as passwords, credit card numbers, or login credentials by posing as a trustworthy entity in
electronic communication after the educational intervention.

The percentage of respondents who chose "Malware" decreased from 15.70% (Pre-Quiz) to 3.40%
(post-quiz). Similarly, those who selected "Password Attack” dropped significantly from 33.60% (Pre-
Quiz) to 6.00% (post-quiz). The choice of "Man-in the Middle-Attack” decreased from 3.00% (Pre-
Quiz) to 1.70% (post-quiz).

The educational intervention was highly effective in improving the respondents’ understanding
type of cyberattack involves fraudulent attempts. The significant increase in the correct responses
and the corresponding decrease in incorrect responses highlight the success of the knowledge
fransfer. Most respondents correctly identified the type of cyberattack involves fraudulent attempts
after the intervention.
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4. What are some personal security measures individuals can take to
protect themselves online?

(Choose the correcr answer)

Implementing multi-factor authentication (MFA) 58.20% 86.30%
. 0

60%
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Figure 9: Analysis on Knowledge Transfer based on personal security measures individuals
can take to protect themselves online

The bar chart in Figure 9 illustrates the responses of participants to the question " What are some
personal security measures individuals can take to protect themselves online? " Before (pre-quiz)
and after (post-quiz) an educational infervention. The correct answer, "Implementing multi-factor
authentication (MFA)" is highlighted in a red box.

The percentage of respondents who chose the correct answer, " Implementing multi-factor
authentication (MFA)" increased from 58.2% in Pre-Quiz to 86.30% in the post-quiz. This indicates a
significant improvement in understanding implementation of multi-factor authentication (MFA)
after the educational intervention.

The percentage of respondents who chose "Sharing password with trusted friends and family"
decreased from 8.20% (Pre-Quiz) to 2.60% (post-quiz), indicating a reduction in this misconception.
Similarly, those who selected "Avoiding regular updates and patches for operating system’
decreased from 20.90% (Pre-Quiz) to 8.50% (post-quiz). In addition, there is also a decrease on
“Using public Wi-Fi networks for sensitive fransactions” from 12.70% (Pre-Quiz) to 2.60% (post-quiz).

The educational intervention was highly helpful in boosting respondents’ comprehension of
personal security measures individuals can take to protect themselves online. The considerable rise
in accurate responses and the matching decrease in incorrect responses demonstrate the success
of knowledge transfer. Most respondents accurately identified the personal security measures
individuals can take to protect themselves online following the intervention.
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5. What fundamental right do cybersecurity and privacy aim to protect in
today's digital landscape?

(Choose the correct answer)

5.10%
8.20%

Right to control personal information 20.50% 68.70%
Right to share personal information freely 10 20% 70.90%

: : 3.40%
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Figure 10: Analysis on Knowledge Transfer based on fundamental right do cybersecurity and
privacy aim to protect in today's digital landscape

Participants' answers to the question, "What fundamental right do cybersecurity and privacy aim
to protect in today's digital landscape?" both before (Pre-Quiz) and after (post-quiz) an
educational intervention is displayed in Figure 10. "Right to freely share personal information™ is the
correct response, and it is shown by a red box.

There is a substantial increase in the percentage of respondents who chose the correct answer,
"Right to freely share personal information,” from 14.20% (Pre-Quiz) to 70.90% (post-quiz). This
indicates a significant improvement on the fundamental right do cybersecurity and privacy aim to
protect in today's digital landscape after the educational intervention.

The percentage of respondents who chose "Right to government surveillance" decreased from
9.00% (pre-quiz) to 3.40% (post-quiz). Similarly, those who selected "Right to control personal
information" dropped significantly from 68.70% (Pre-Quiz) to 20.50% (post-quiz). The choice of "Right
to access unlimited online content" decreased from 8.20% (pre-quiz) to 5.10% (post-quiz).

The educational intervention was very successful in raising respondents' awareness of the
fundamental rights that cybersecurity and privacy seek to uphold in the current digital
environment. The success of the information fransfer is demonstrated by the notable rise in
accurate responses and the commensurate decline in incorrect responses. After the intervention,
most respondents correctly identified the fundamental rights that cybersecurity and privacy seek
to preserve in the current digital context.

5. Conclusion

This study aimed to assess the level of cybersecurity and privacy awareness among
students in higher learning institutions, specifically those from non-computer science backgrounds.
The findings reveal that prior to a cybersecurity and privacy awareness sharing session, the students
exhibited significant gaps in their understanding of key concepts and best practices in this domain.
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However, after the session, the students demonstrated a much stronger grasp of these topics,
indicating the effectiveness of the awareness-raising intervention. These findings highlight the
importance of providing targeted cybersecurity and privacy education to all students, regardless
of their field of study, to ensure they are equipped with the knowledge and skills to navigate the
digital landscape safely and responsibly.

Future research could explore the long-term impact of such awareness programs, as well as
investigate the specific factors that influence cybersecurity and privacy awareness among diverse
student populations.
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