
BUSINESS CONTINUITY PLAN (BCP)

Clients, staff and suppliers could be
adversely affected
Customers might look elsewhere and turn to
your competitors
You may fail to meet contractual or
legislated obligations
There may be financial repercussions
Your organisation's reputation could be
adversely affected

Business continuity planning (BCP) is about
identifying the critical functions and services
your business delivers and planning for how you
would maintain or resume them in any
disruptive event or emergency (such as a power
outage, fire, flood or earthquake). 
After all, if you can't deliver your critical
functions and services:

If any of these things are important to you or
your business, then you should have business
continuity arrangements in place. There are
many reasons to plan which is to protect your
investment, protect your livelihood, legal
obligations, fulfil essential services, stakeholder
obligations, satisfy financial partners, take care
of business reputation and meet increased
demand.

BCP process involves determining a range of
threat scenarios and then creating a plan and
documentation for how to maintain business
continuity through those incidents. Often
business continuity means retrenching back to
core services and letting less important
activities go until we can fully recover the
situation. The plan for recovering from a major
incidents and returning to normal operations is
usually referred to as a disaster recovery plan. 

5 Steps to Developing a
Business Continuity Plan

1. Business impact analysis to identify the critical
business operations, processes and the resources
that support.

2. Identify the principal classes of threat and the
impacts that they may have on our organizations.
We often collate these into a small number of
archetypal scenarios to assist us with later
training and testing of our business continuity
plan.

3. Create readiness plans to maintain continuity in
the face of the threats that we identified.
Typically, these are threats to people, to physical
infrastructure, and to technology and data.

4. Identify a core team of leaders that will be
the business continuity team. We need to
conduct training to make tests and exercises
that will allow us to evaluate our plans and to
increase preparedness.

5. Maintain the plan and keep it
under review.



 1. Minimizing Downtime
The primary reason for a business continuity plan is to
eliminate downtime. 75% of businesses don’t have any sort of
business continuity plan or disaster recovery plan. Skipping out
on a continuity plan is not only reckless, but extremely
expensive. ITIC’s latest survey data finds that 98% of
organizations say a single hour of downtime costs over
$100,000.Those aren’t numbers to be ignored. Whether you
suffer a natural disaster or a cyber attack, the only way to stay
in business is to continue your work as soon as possible.
Otherwise, you may very well go out of business.

2. Protecting What’s Important
A business continuity plan should detail the necessary
components and data that will keep your business running. This
involves inventory of backup devices and cloud services, as well
as an outline of your data backup specifics (when and where)
and an overview of how company assets will be handled when
disaster strikes.

3. Communicating with Confidence
One of the primary benefits of creating a business continuity
plan is to establish a state of order amid the chaos. Your plan
should focus on a chain-of-command delegation of
responsibility, and should include reliable communication
channels prioritized for contacting employees, partners and
customers to minimize breakdowns in collaboration and service.

4. Resuming Operations
The goal of any business continuity plan is to get you back in
business as soon as possible. Many companies have taken the
extra precaution of utilizing backup and recovery sites. These
are off-campus facilities where your business can be relocated to
continue operations regardless of any damage or limited access
you may experience. These sites run the gamut from “cold
sites”, which are bare-boned facilities without any installed
operations, to “hot sites”, which are exact duplicates of your
current operations.

5. Ensuring Your Recovery
A recent report finds that 60% of small businesses close within
6 months of a significant cyber attack. But this doesn’t have to
be you. Implementing a business continuity plan to your current
backup and data recovery solutions will allow you the peace of
mind that even if disaster strikes, you don’t have to become a
statistic.

5 Reasons to Prepare Your Business Continuity Plan

           Take, for instance, the Great Chicago Fire of           
.      1871. Urban legend has it that the conflagration 
 started when Mrs. O’Leary’s cow kicked over a lantern
in the family barn. The fire’s origin is debatable. The
aftermath, however, is well documented and devastating
by any standards.
The Great Chicago fire completely destroyed 3.2 miles
in the heart of Chicago, rapidly consuming homes and
businesses. The inferno resulted in the death of 300
citizens, the destruction of 17,500 buildings, Of the
300,000 residents of Chicago, 100,000 were left
homeless.
The 185 firefighters employed within Chicago were ill-
equipped to handle the ferocious spread of the fire,
which was attributed to a drought as well as the mostly
wooden construction of the city’s buildings, roads,
and sidewalks. The total cost of the fire was
estimated at $222 million, or roughly
$4.6 billion today.

   The last thing you want is to go out of business in the
event of an unforeseen circumstance. A business continuity
plan is essential for modern businesses in any industry.
Regardless of what kind of technology you use, think of this
plan as a blueprint for keeping your business running in the
event of a major disaster. Disasters come in many forms,
including natural disasters, human error, cyber attacks, and
insider threats. The worst disasters always have the same
effect: stopping your business dead in its tracks. Sometimes,
it’s hard to really conceptualize the importance of a
continuity plan without looking at what happens if you don’t
have one.

When a disaster this large happens, the only way for
a business to survive is to have an understanding of
what needs to be protected, how you want to
respond, and which practices to follow to continue
operations. Here are the 5 most important things to
focus on when putting together a continuity plan.

https://www.nationwide.com/about-us/083115-small-biz-survey.jsp
http://itic-corp.com/blog/2016/08/cost-of-hourly-downtime-soars-81-of-enterprises-say-it-exceeds-300k-on-average/
https://smallbiztrends.com/2017/01/cyber-security-statistics-small-business.html
https://www.ccstechnologygroup.com/prepare-business-continuity-plan/
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