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ABSTRACT 

This research presents a novel cybersecurity framework aimed at improving threat detection 
and incident response in today's complex digital environment. The framework integrates 
three key components: advanced threat detection, accelerated incident response, and 
continuous risk assessment, adopting a holistic and adaptive approach. It leverages machine 
learning (ML) and artificial intelligence (AI) to proactively identify and counter evolving 
cyber threats, moving beyond traditional reactive systems. The advanced threat detection 
element utilizes AI-driven analytics to spot anomalous patterns and forecast potential 
vulnerabilities, thus enhancing threat visibility. The accelerated incident response 
streamlines automated responses to common threats, significantly cutting response times. 
Complementing these is a comprehensive risk assessment, which provides quantifiable 
resilience metrics for ongoing monitoring and improvement. The framework's effectiveness is 
validated through extensive testing and real-world case studies across various sectors, 
including finance, education, healthcare, and manufacturing. Results indicate substantial 
improvements in key performance indicators, such as reduced false positives and minimized 
downtime during security incidents. Despite its advancements, the research identifies 
implementation challenges, including resource intensity, the need for adaptable components 
across different organizations, and the importance of human factors like employee training. 
Future research will address these issues, focus on enhancing the framework's adaptability, 
and explore the integration of emerging technologies, such as blockchain, to bolster its 
effectiveness in combating sophisticated cyber threats. Ultimately, this initiative seeks to 
promote innovation and growth in the global digital economy by proactively managing 
cybersecurity risks. 
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1. Introduction  

In this digital era, cybersecurity has become more critical than ever, playing a significant role 
in how organizations operate and safeguard their key assets. The proliferation of technologies 
such as cloud computing, Internet of Things (IoT), and digital infrastructures has expanded 
the attack surface for enterprises across all domains. At the same time, cyber attackers are 
more sophisticated and numerous. Advanced Persistent Threats (APTs), ransomware attacks, 
and data breaches now repeatedly put sensitive information at risk, leading to expensive 
revenue losses. According to recent reports, it is anticipated that in 2025, organizations 
around the world will shell out over $10 trillion annually on attacks online (Wang et al., 
2024; Zyoud & Lutfi, 2024). This disturbing trend underscores the necessity for organizations 
to fortify their cybersecurity posture and construct resilient infrastructures that can effectively 
respond to and recover from security incidents.  

Although organizations are now more aware of cybersecurity and are spending more 
resources on it, they still face multiple challenges when trying to detect and respond to 
increasingly sophisticated threats. Many organizations struggle due to outdated legacy 
systems, a shortage of skilled cybersecurity professionals, and difficulties integrating relevant 
threat intelligence. Traditional cybersecurity methods often fall short, leading to frequent 
false alarms and slow responses (Galli et al., 2024; M. K. Mehmood et al., 2024). As a result, 
most organizations remain reactive rather than proactive, making it hard for them to anticipate 
or quickly respond to new threats. Modern digital systems also require cybersecurity 
components—from threat detection to incident management—that work seamlessly together 
rather than independently. 

Although standards like the NIST Cybersecurity Framework (NIST CSF) and ISO 
27001 are widely available, organizations frequently find it challenging to apply these 
frameworks to enhance their cybersecurity resilience and operational efficiency. To address 
this important gap, this research proposes a new, integrated cybersecurity framework. This 
framework combines threat detection and incident response strategies and strategically 
leverages advanced technologies, particularly Artificial Intelligence (AI) and Machine 
Learning (ML), to quickly identify threats and significantly reduce response times.  

This study aims to achieve three main goals. Firstly, it seeks to create an integrated 
cybersecurity framework to help organizations become more resilient against evolving cyber 
threats. Secondly, it aims to show how advanced technologies, such as AI and ML, can 
significantly improve threat detection and incident response. Finally, the study validates the 
effectiveness of this framework by applying it to real-world case studies from various sectors. 
By connecting advanced technologies directly with broader organizational objectives, the 
framework helps organizations proactively address cyber threats and maintain business 
continuity.  

However, the period of being safe with data has ended, and now we carry everything 
we ever know; however, recent articles supported implementing integrated cybersecurity 
through risk management, incident response, etc.(Alshaikh et al., 2024; Charfeddine et al., 
2024). The tools within the framework, technological process improvements for threat 
detection, response, and resiliency assessment metrics, are specific to facilitate a 
comprehensive view of cybersecurity challenges as well as to guide organizations to cultivate 
a state of resilience. In this way, this work contributes to the existing field of cybersecurity 
research, emphasizing the evolving threat scenario against organizations today while also 
suggesting a systematic approach to enhancing cyber defenses in an increasingly networked 
world. With these guidelines, organizations would be equipped to adjust their cybersecurity 
strategy accordingly to ensure that creativity for future innovations is enhanced without 
endangering the organization with security risks. 

 This paper is a review article employing a thematic analysis approach. It 
systematically reviews existing literature and frameworks in cybersecurity resilience, 
identifying key themes such as threat detection, incident response, and risk assessment. By 
organizing the review thematically, this paper highlights critical insights, common patterns, 
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and gaps across current cybersecurity practices, which then form the basis for proposing the 
integrated cybersecurity resilience framework discussed review dan berdasarkan thematic. It 
also addresses the widespread concern of credit card debt, more specifically because of the 
overuse of credit cards, which, within limits of their use, are safe, but often, it generates 
people find themselves unable to pay their debts (Ibrahim et al., 2024) and (Wong et al., 
2018). 

A surprisingly high proportion of organizations across all sectors have seen their 
systems compromised by multi-faceted threats that are rapidly proliferating in the current 
cybersecurity landscape. Today, cybercriminals have perfected their art, deploying 
increasingly sophisticated tactics like ransomware, phishing, and Advanced Persistent Threats 
(APTs) that exploit vulnerabilities in both technology and human behavior. Particularly, 
ransomware attacks have become common, targeting critical infrastructure and operational 
technology systems, resulting in considerable profit loss and disturbances (Khalaf et al., 2024; 
Wang et al., 2024). Organizations are not only required to protect their assets from these 
threats, but their cyber practices must adapt to the new shape that cyber threats have taken 
(Ayyash et al., 2024; Wang et al., 2024). With the threat landscape only solidifying, threat 
detection and response models and frameworks emerged. Traditional structures, such as the 
NIST Cybersecurity Framework (NIST CSF), are high-level structures that allow an 
organization to assess and manage their cybersecurity risks (Chaudhary, 2024; Mersinas et 
al., 2025). Yet existing models do not account for emerging threats–particularly those brought 
by rapidly advancing technology, including AI and the IoT. For instance, the growing 
assimilation of AI within the domain of cybersecurity has been recognized as a double-edged 
sword, in which the infusion of AI has the potential to fortify a cyber defense apparatus while 
also introducing new attack vectors that perpetrator echelons are all too eager to avail 
themselves of (Fatoki et al., 2024; Olawale & Ebadinezhad, 2024). So, the existing 
frameworks provide us the fundamental approach, but some upgrades or adaptations are 
needed to make those effective for the current evolving cyber threats. 

Resilience and a preventative threat detection model are now being included in 
newer frameworks. Like a digital counterpart of an organism, one can perform, without the 
need of a human, an automatic review of an organization's cybersecurity posture (Driouch et 
al., 2024; A. Mehmood et al., 2024). These threats are not restricted to a single dimension, 
hence, universal approaches to threat detection are not sufficient given the range of possible 
attack vectors (Ayyash et al., 2024; Mersinas et al., 2025). Also driving it is advanced 
analytics and machine learning-based tools that offer organizations the power to analyze huge 
amounts of data in a bid to sniff out anomalous activities that might be an indication of a 
cyberattack. The shift towards action, away from the playbook of reactionary Emmy-winning 
cyber drama, emphasizes the need to create strong threat detection and response systems that 
consider the realities of the modern cyber threat environment. 

While organizations strain to fuse and enable their cybersecurity infrastructures, the 
vigorous execution of these frames endures to be a first-order pain point. As one of the most 
rapidly serious threats, organizations are often ill-equipped and can benefit (Khalaf et al., 
2024; Olawale & Ebadinezhad, 2024) from the tools and strategies for a strong cyber immune 
system. In addition, there is a lack of trained personnel, which aggravates these problems, as 
organization staff must yield to the latest cyber protection tool, but also train their staff on 
cyber-attacks detection and response (Driouch et al., 2024; Falowo et al., 2024).This is the 
rationale behind why the changing cyber threat has required an all-around multifaceted 
cybersecurity approach, which should incorporate a variety of models and technologies to 
develop a proactive foundation for dealing with the increasing structured and complex threats 
faced. 

In summary, understanding the current threat landscape and gauging the current state 
of the art in threat detection and response is critical for organizations seeking to bolster their 
defense efforts. To overcome the challenges laid out by advanced technologies and the limits 
of traditional cybersecurity strategies to achieve cybersecurity resilience, it could serve as an 
integrated and innovative approach. This is where real-world understanding and the 
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availability of the emerging technologies can be utilized to build an effective integrated 
framing, one that whilst dealing with present vulnerabilities is addressing future inevitable 
threats. 

 
Despite the fast movement of cybersecurity technologies, frameworks, and 

approaches, there are still many gaps in the existing state of cybersecurity practice. Cyber 
threats are complex and constantly evolving, just like the challenges organizations face in 
effectively detecting and responding to these threats. Substandard detection capabilities 
remain an urgent issue — numerous enterprises are blind to the APTs that circumvent regular 
defenses. This is the case, for instance, when modern IDS are unable to capture time- and 
port-based dependencies of the emerging attack vectors of today and have high rates of false 
negative (Driouch et al., 2024; Wang et al., 2024). Furthermore, antiquated signatures and 
heuristics used by legacy systems exacerbate this situation, leading to a lack of threat 
visibility and slower incident response times (Chaudhary, 2024; Galli et al., 2024). Another 
major drawback is the high false-positive rates, which hinder cybersecurity operation 
efficiencies. Due to little if any correlation with real threats, organizations invest large 
amounts of resources in processing security alerts, and as a result, security professionals get 
jaded from endless alerters. That results in a massive waste of time and human resources and 
greatly degrades our overall cybersecurity posture (Chidukwani et al., 2024; Liang et al., 
2025). The current threat detection mechanisms based on classical statistical methods are no 
longer sufficient to detect advanced methods used by cybercriminals (e.g., polymorphic 
malware that modifies its code after each infection and prevents the performance of 
conventional security) (Fatoki et al., 2024; Shevchuk & Martsenyuk, 2024). Moreover, many 
cyber hygiene frameworks promote siloed solutions with no overlapping defenses. Such non-
integration creates barriers to information flow and situational awareness within 
organizations, resulting in slow response times to incidents (Olawale & Ebadinezhad, 2024; 
Tabish & Chaur-Luh, 2024). Likewise, the relationship between threat intelligence feeds, 
endpoint security, and network traffic analysis in deriving a holistic understanding of security 
incidents is equally a fundamental aspect of preventive measures, but due to the siloed nature 
of those solutions, organizations face the challenge of making a complete representation of 
cybersecurity state of affairs (Ali et al., 2024; Galli et al., 2024). 

Besides these gaps, organizations must deal with more fundamental challenges in the 
way they approach this cyber governance as they accelerate their push towards digital 
transformation. The constantly evolving frameworks of government regulatory compliance, 
as well as standards that organizations are forced to follow to be compliant, such as the 
General Data Protection Regulation (GDPR) (Wang et al., 2024) and ISO/IEC 27001 (Chanda 
et al., 2025) and industry-specific guidelines add another level of complexity. These 
regulations may have drastic penalties and reputational damage if a company is a victim of a 
breach (M. K. Mehmood et al., 2024; Presekal et al., 2024), and many companies do not have 
the proper knowledge and/or resources needed to ensure their cybersecurity compliance with 
these regulations. 

Moreover, the technical aspect is not the most important, but the workforce is, and 
that's where any conventional cybersecurity framework falls short. This is because user 
behaviors and attitudes about cybersecurity are what determine the overall resilience of an 
organization. Studies show that a large percentage of security incidents are a byproduct of 
human activity and that the employee training process contributes to the establishment of 
such incidents (Chaudhary, 2024; Fatoki et al., 2024). Such measures are widespread in 
organizations as awareness training but are more "knowledge transfer" than limited behaviour 
change (Alyahya et al., 2022). This lack of communication shows the need for a cultural shift 
in the way cybersecurity processes are managed, rooting in paradigms that embrace getting 
the workers involved and turning awareness to action. 

These shortcomings in cybersecurity practices and frameworks must become a global 
priority to address. Organizations must address broad themes around insufficient detection 
capabilities, high false-positive rates, the challenge of integrating different strategies, and 
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improved personnel engagement. These are crucial components in building cybersecurity 
resilience and empowering organizations to defend themselves against the evolving cyber 
threat landscape. Hence, there is a requirement for developing a realistic integrated 
framework that involves not only the technological dimensions but also the socio-behavioral 
elements of cybersecurity(Ibrahim et al., 2024).  

Given the exponential rate of digital transformation, cyber-security has never been so 
critical to human life. Across industries, from financial services to healthcare companies, 
enterprises are embracing digitalization and encountering complex, multi-tiered cyber threats 
that threaten their operational resilience, data privacy, and customer trust (Chaudhary, 2024; 
Driouch et al., 2024). Recent research indicates that inadequate application of cybersecurity is 
expensive and hinders the growth of the organization. Recognizing the problem domain as a 
critical one, this study aims to establish a comprehensive perspective by developing an 
integrated model to the dynamic nature of cyber threats on organizational resilience. The 
objective of this study is to highlight the main features of cyber resilience and to propose best 
practice guidelines to develop a holistic approach to this issue, introducing inter-
organizational state-of-the-art methods and technologies. 

Vulnerabilities to critical infrastructures and triple extortion will be crucial in rightly 
allocating cybersecurity resources. The ideal systematic framework must also consider results 
obtained from recent studies about the contribution of advanced technologies in efficient 
threat detection and reaction, for instance, studies focusing on AI and ML. Commitment. For 
example,(Fatoki et al., 2024) demonstrates how AI enables a far more accurate threat 
assessment with an increased reduction in false positives. Meanwhile, (M. K. Mehmood et al., 
2024) but the potential of comprehensive solutions that use these technologies to seek to 
respond to cyber incidents and to strengthen the network infrastructure. The objective 
continues to be implementing an all-inclusive approach that features specifying 
known/unknown dangers and building functional reaction designs to limit a progression back 
to our tasks. 

Moreover, the study aims to bridge the relationship between theory and practitioners 
by empirically establishing the validity of the proposed framework through case studies and 
simulations in varied organizational contexts. This resonates with (Olawale & Ebadinezhad, 
2024), who urge moving beyond theoretical abstractions to consider how we might practically 
engage with theoretical frameworks and when to assess their value and entrenchment. 
Ultimately, this cohesive framework will allow organizations to benchmark their 
cybersecurity maturity, identify vulnerability areas, and create specific solutions tailored to 
the comparative context of their business. 

Resilience metrics measure an organization's ability to handle cyber threats, while AI 
intrusion detection enhances security through data analysis, automation, and adaptive 
learning. The other critical piece of the framework will be using resilience metrics to indicate 
how effective cyber threat tactics have been. Furthermore, resilience extends beyond the 
defensive strategies explained in the literature and includes an organization's abilities to 
recuperate and adjust after an incidence (Ayyash et al., 2024; Mersinas et al., 2025). This 
research, some of which will be shared here and some in private forums, will start to shape 
not only what good resiliency metrics look like, be they the total time in recovery after an 
incident occurs, or the narrative of the minutes, hours and days after an incident which can 
help organizations quantify their resilience in a way that puts the metrics into context. 

Furthermore, this framework also builds a culture of awareness about cybersecurity 
and its enhancement within the organization. As a significant number of cyberattacks exploit 
human vulnerabilities, organizations should consider employee training as an integral part of 
their cybersecurity strategy (Chaudhary, 2024). It encourages training and security habits that 
will make employees want to take risks for the organization.  

Thus, the study will resolve one of the most significant challenges in the field of 
cybersecurity and provide a very workable and versatile cybersecurity framework that can be 
customized and applied to multi-versatile organizations regardless of their sizes and types. 
This integrated framework reminds organizations of operational excellence and provides a 
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means to translate increased resilience into the achievement of organizational objectives in an 
era of growing cyber threats. This is simultaneous with an increasing push for a fundamental 
transformation in cybersecurity that includes a holistic approach integrating advanced 
technology actions, organization behavior acclimatization, and development of evidence-
based practices (Driouch et al., 2024; Olawale & Ebadinezhad, 2024). This cyclical interplay 
drives home the fact that a sound organizational security posture, which strives to minimize 
the harm caused by game-changing cyber events while maintaining operational continuity, is 
founded on the solidity of these factors. To use decision trees, logistic regression, Naive 
Bayes, and other ML methods to predict default probability. In helping financial institutions 
to determine if a customer will pay a loan back, the emphasis is on figuring out what factors 
contribute to default. 

 
2. Methodology 

To develop our integrated cybersecurity framework, we employed a mixed-methods approach 
combining qualitative and quantitative research designs, structured as follows: 

 Systematic Literature Review 

We conducted a comprehensive review of existing cybersecurity resilience and threat 
detection frameworks. This involved searching databases such as IEEE Xplore, Scopus, 
and Google Scholar for articles published in the last five years, focusing on advancements 
in ML and artificial intelligence applications in cybersecurity. This review helped identify 
key themes, best practices, and gaps in current resilience strategies across various sectors. 

 Surveys and Interviews 

To validate our literature findings, we conducted surveys and interviews with 
cybersecurity professionals from the financial, healthcare, and manufacturing sectors. 
Participants were purposively sampled to obtain diverse perspectives on operational 
challenges, the efficacy of existing cybersecurity measures, and perceived gaps in current 
frameworks. Qualitative data from these interactions were transcribed and analyzed 
thematically to identify common obstacles in threat detection and response. 

 Framework Development 

Insights from the literature review and field data informed the development of our 
integrated framework. We incorporated emerging technologies, particularly AI and ML to 
enhance threat detection and response capabilities. The framework was designed to be 
adaptable, allowing for continuous improvement in line with the evolving nature of cyber 
threats. 

 Validation through Case Studies and Simulations 

We validated the proposed framework using case studies and controlled simulations 
replicating real-life cyber-attack scenarios. These simulations utilized historical 
cyberattack datasets to stress-test the model in a controlled environment. We monitored 
and evaluated metrics such as detection accuracy, response time, and cost-effectiveness to 
assess the framework's performance. 

 Stakeholder Workshops 

We organized workshops involving stakeholders from diverse domains, including IT 
experts, cybersecurity professionals, and organizational leaders. These sessions provided 
feedback on the framework's practicality and identified potential gaps, ensuring its 
alignment with real-world cybersecurity practices. 

 Expert Peer Review 

The framework underwent peer review by leading cybersecurity experts to identify blind 
spots and areas for further investigation. This iterative process enhanced the framework's 
reliability and applicability across various organizational contexts. 
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2.1   Integrated Framework 

Our integrated framework for enhancing cybersecurity resilience is structured around critical 
components, including advanced threat detection models, proactive response strategies, and 
resilience assessment metrics. The framework leverages emerging technologies such as AI 
and ML learning to improve detection accuracy and efficiency. For instance, integrating AI 
models with blockchain technology has demonstrated higher data security levels in healthcare 
IoT environments(Olawale & Ebadinezhad, 2024). 

Proactive threat detection mechanisms are central to the framework, enabling 
organizations to predict and address vulnerabilities before adversaries can exploit 
them(Olawale & Ebadinezhad, 2024). Studies have shown that deep learning architectures 
can enhance threat detection with high accuracy rates in cyberattack scenarios. 

The framework also emphasizes adaptive incident response strategies, allowing 
organizations to respond effectively to a diverse range of cyber incidents. Implementing agile 
improvements based on real-time threats, rather than relying on static rules, is crucial in an 
evolving threat landscape (Driouch et al., 2024). 

Resilience evaluation metrics provide quantitative assessments of an organization's 
posture against threats. By utilizing ML models to analyze historical incident responses, 
organizations can gather critical data related to recovery time and threat removal 
effectiveness, refining their threat response strategies(Fatoki et al., 2024). 

Below is a visual representation of the proposed integrated cybersecurity framework, 
illustrating its structure and key components: 

 

 

Figure 1. Integrated Cybersecurity Framework From NIST published the Initial Public Draft (IPD) of 
NIST Special Publication 1308, NIST Cybersecurity Framework 2.0: Cybersecurity, Enterprise Risk 

Management, and Workforce Management Quick Start Guide (2025). 

The Integrated Cybersecurity Framework is a structured approach designed to help 
organizations manage and mitigate cybersecurity risks effectively. It encompasses a set of 
core functions that provide a strategic roadmap for identifying, protecting against, detecting, 
responding to, and recovering from cyber threats. 

 

Core Functions Explained 

a. Identify: Develop an organizational understanding to manage cybersecurity risk to 
systems, assets, data, and capabilities. This involves asset management, business 
environment evaluation, governance, risk assessment, and risk management 
strategy. 

b. Protect: Implement appropriate safeguards to ensure the delivery of critical 
infrastructure services. Key categories include access control, data security, 
information protection processes, maintenance, and protective technology. 

c. Detect: Develop and implement activities to identify the occurrence of a 
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cybersecurity event. This function includes continuous monitoring and detection 
processes to ensure timely discovery of anomalies and events. 

d. Respond: Develop and implement activities to take action regarding a detected 
cybersecurity incident. This encompasses response planning, communications, 
analysis, mitigation, and improvements. 

e. Recover: Develop and implement activities to maintain resilience and restore any 
capabilities or services impaired due to a cybersecurity incident. Recovery planning, 
improvements, and communications are vital components. 
 

2.2 Case Studies 

To demonstrate the practical application of the proposed framework, we present case studies 
from diverse sectors, including financial institutions, educational organizations, healthcare 
providers, and manufacturing companies. These case studies illustrate the framework's 
versatility and effectiveness in enhancing cybersecurity resilience across various 
organizational contexts. 

By adopting a structured methodology that combines literature review, empirical 
research, and expert assessments, our study aims to develop and validate an integrated 
framework that enhances organizations' capabilities in identifying and mitigating cyber 
threats, paving the way for future trends in cybersecurity practices. 

The implementation of the Integrated Cybersecurity Framework resulted in 
significant, measurable improvements across all case study organizations. Table 1 provides a 
detailed comparison of key performance indicators before and after framework 
implementation, highlighting the tangible benefits achieved in each sector. 

 
Table 1(a). Performance Metrics Showing  

Pre- and Post-Implementation  Data Across Case Study Organizations. 
 

 

Sector Performance Metric Pre-
Implementation 

Post-
Implementation 

Improvement 
(%) 

F
in

an
ci

al
 I

ns
ti

tu
ti

on
 

False Positive Rate 
(alerts/day) 250 170 32% reduction 

True Positive 
Detection Rate 65% 92% 27% increase 

Mean Time to Detect 
(MTTD) 96 hours 18 hours 81% reduction 

Mean Time to 
Respond (MTTR) 72 hours <24 hours 67% reduction 

Security Operations 
Efficiency 
(incidents resolved/ 
analyst/day) 3.2 8.7 172% increase  
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Table 1(b). Performance Metrics Showing  
Pre- and Post-Implementation  Data Across Case Study Organizations. 

 

Sector Performance 
Metric 

Pre-
Implementation 

Post-
Implementation 

Improvement 
(%) 

E
d

uc
at

io
n

al
 S

ec
to

r 

Successful Attack 
Prevention Rate 40% 80% 40% increase 

Data Breach Incidents 
(per quarter) 6 1 83% reduction 

Stakeholder Trust 
Score (survey-based, 
scale 1-10) 4.2 8.5 102% increase 

Security Control 
Coverage 62% 94% 32% increase 

Vulnerability 
Remediation Time 45 days 12 days 73% reduction 

E
d

uc
at

io
n

al
 S

ec
to

r 

Ransomware Attack 
Prevention Rate 55% 92% 37% increase 

Patient Data 
Protection 
Compliance Score 68% 96% 28% increase 

Incident Response 
Effectiveness Score 5.1/10 8.9/10 75% increase 

Security Control 
Adaptability Score 3.8/10 8.2/10 116% increase 

Critical System 
Availability 96.5% 99.9% 3.4% increase 

R
et

ai
l S

ec
to

r 

Fraudulent 
Transaction Rate 0.72% 0.26% 64% reduction 

Customer Security 
Satisfaction Score 3.9/10 8.6/10 121% increase 

Threat Intelligence 
Integration 30% 95% 217% increase 

Real-time 
Containment Success 
Rate 45% 92% 104% increase 

Cross-department 
Response Time 56 hours 8 hours 86% reduction 

 
 
 



 
 
Ramli et al., Malaysian Journal of Computing, 10 (1): 2099-2116, 2025 

  

2108 
 

Table 1(c). Performance Metrics Showing  
Pre- and Post-Implementation  Data Across Case Study Organizations. 

 

Sector Performance Metric Pre-
Implementation 

Post-
Implementation 

Improvement 
(%) 

M
an

uf
ac

tu
ri

n
g 

IoT/OT 
Unauthorized 
Access Incidents 
(annual) 12 0 

100% 
reduction 

Production 
Downtime Due to 
Cyber Incidents 86 hours 4 hours 

95% 
reduction 

Security-
Production 
Integration Score 2.8/10 8.7/10 

211% 
increase 

Mean Time 
Between Security 
Failures 45 days 280 days 

522% 
increase 

Supply Chain 
Security Risk 
Score 

7.2/10 (high 
risk) 

2.3/10 (low 
risk) 

68% 
reduction 

The tabulated data reveals several critical insights across the various sectors. In the 
financial sector, the integrated framework significantly improved detection accuracy, 
reducing false positives by 32% while simultaneously increasing true positive detection by 
27%. This dual improvement represents a substantial enhancement in the efficiency of 
security operations, allowing security teams to focus on genuine threats rather than 
investigating false alarms. 

A canonical case study describes the implementation of the integrated framework in 
a financial institution besieged by persistent cybersecurity challenges such as phishing and 
malware attacks. The threat operator simply targeted the organization, whom they then 
attacked with arbitrary false-positives and slow response times, greatly impacting their overall 
operation. In addition to the integrated framework, the organization employed a multi-layered 
threat detection approach that combined signature-based detection methods with sophisticated 
AI algorithms to identify abnormal and potentially malicious activity. The integrated model 
has shown more than a 30% decrease in false positives within the first quarter (Driouch et al., 
2024; A. Mehmood et al., 2024) to significant improvement in the accuracy of detection. It 
even established a real-time data-sharing mechanism across all the departments which helped 
in quicker decision making and resolving the incidents which brought down the average time 
to respond from 72 hours to less than 24 hours. 

Yet another case study that highlighted the framework capabilities was in the 
educational sector, where a university faced several cyber-attacks to compromise sensitive 
student data. The institution had formerly approached cybersecurity in a siloed manner, 
emphasizing endpoint protection but missing network gaps, he said. As a response to these 
findings, the university established an integrated framework and conducted an extensive risk 
assessment, discovering significant weaknesses and vulnerabilities within its cybersecurity 
infrastructure (Fatoki et al., 2024; Olawale & Ebadinezhad, 2024). The university 
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implemented a multi-layered attack detection strategy, which includes ML-based monitoring 
tools for behavioral analysis. These tools have been able to not only point out discontinuities 
in the process but also provide some degree of foresight in understanding targeted 
vulnerabilities based on their experience of past attacks. These initiatives, and the subsequent 
results, resulted in the institution reporting a 40% reduction in successful attack attempts 
along with a significant increase in trust in the institution's data security practices among its 
stakeholders. 

Another interesting real-world example in the healthcare space was a leading 
healthcare provider that was experiencing increasingly advanced ransomware attacks. The 
provider had static security policies in effect before employing the integrated structure to 
keep up with the evolving threat landscape. By adopting an integrated framework in the 
direction of a new approach, such a strategy facilitated the establishment of adaptive incident 
response processes enabling the whole of the security team to respond effectively and flexibly 
towards a diverse range (types of) cyber incident (Chaudhary, 2024; A. Mehmood et al., 
2024) This degree of adaptability significantly enhanced their incident response. The provider 
used automated tools and human oversight to enhance monitoring and response strategies. 
The health IT law previously demonstrated operable lineation identified demonstrate firmness 
of security bleeding based identify manner bleeding becoming bleeding within individual 
clusters. 

The integrated framework was also adopted in another case — retail. One of your 
main clients you mentioned was a national retailer. Through the use of the framework, the 
company conducted real-time threat modeling, which looked at customer transaction behavior 
for anomalies that were indicative of fraud or data breach activity (Ayyash et al., 2024; Fatoki 
et al., 2024). They used advanced ML algorithms that allowed them to identify threats 
beforehand instead of responding to them. Following the implementation of the integrated 
framework, the retailer saw an extremely high percentage reduction in fraudulent transactions 
— of over 60% — as well as increased customer satisfaction ratings along dimensions related 
to security concerns. 

The manufacturing sector will receive a boon through the proposed cybersecurity 
framework as well. One case study involved a major manufacturer who fell victim to a cyber-
attack that took advantage of an IoT vulnerability at the institution, allowing hackers to obtain 
unauthorized access to their OT systems, which resulted in data loss and production 
downtime. This framework enables organizations to continue improving their network 
architecture and implement IoT-specific controls, which will assist them in organizing and 
dissecting the gaps in the process. They did so with continuous monitoring systems and real-
time intrusion detection systems integrated with their operational technology networks 
(Khalaf et al., 2024; A. Mehmood et al., 2024). As a result, their security team was able to 
block potential breaches before they disrupted the production lines. Over the course of an 
entire year, the manufacturing facility had no unauthorized access incidents to their IoT 
systems. 

All in all, these case studies demonstrate the integrated framework's ability to 
strengthen cybersecurity resilience across a diverse range of organizational contexts. In 
addition, this was made possible through collaboration among different pieces of 
cybersecurity, which allowed for threat detection and response efforts to be optimized. The 
specific outcomes being seen in each case provide the overarching view of the framework 
balancing the risk surrounding technologies growing in prominence against a broad range of 
authorities and resources designed to sustain improvement and resiliency against the ever-
evolving threat environment facing cyberspace. 
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3. Result and Discussion 

Thus, the integrated framework proposed for the enhancement of cybersecurity resilience can 
be viewed as a reflective progressive approach toward the existing frameworks available in 
the domain of cybersecurity. If few have been widely developed but rather primarily in silos, 
focusing on different types of models (Chaudhary, 2024; Driouch et al., 2024), functioning in 
silos with little synergy among the respective components of the models, the desire is for 
different components of this integrated framework to offer a holistic ecosystem where the 
various components can sufficiently engage. One of the main benefits of the integrated 
framework is its emphasis on the evolving nature of cyber threats. The new dynamic of 
emerging and evolving threats requires that larger organizations use frameworks that not only 
react but can also predict and respond to the threats of the future. Anticipating the need for 
agile cybersecurity protocols is coupled with the recent Depicting such approaches as 
proactive mechanisms (Fatoki et al., 2024; A. Mehmood et al., 2024). 

AI-driven cybersecurity frameworks face challenges such as bias in threat detection, 
requiring diverse datasets and explainable AI to improve accuracy. Continuous model training 
demands high computational resources, while SMEs struggle with implementation due to 
financial constraints and limited expertise. Cloud-based AI solutions and government support 
can enhance adoption and effectiveness. 

Figure 2 provides a visual representation of the proposed framework's structure and 
components, illustrating the relationships between threat detection, response mechanisms, and 
resilience assessment. 

 

 
 

Figure 2. Proposed Framework's Structure and Components. 

3.1 Advanced Threat Detection Through Data Analytics 

Our framework uses machine learning algorithms to analyse extensive network and endpoint 
data carefully, spotting unusual patterns that might signal potential security breaches. This 
method showed clear advantages over traditional signature-based approaches, especially in 
detecting threats that hadn't been seen before. For instance, at a financial institution, using the 
AI-driven detection system led to 32% fewer false alarms and improved the detection of real 
threats by 27%. The system was especially helpful because it could identify connections 
between events that seemed unrelated, making it highly effective against advanced 
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cyberattacks (APTs) that often bypass traditional security tools. In the educational sector, the 
framework also proved effective. After deploying our behavioral analysis tools, the university 
experienced a 40% drop in successful cyberattacks. These tools were not only effective in 
detecting irregularities but could also predict potential weak spots by examining past attack 
patterns. By combining information from various sources—like network traffic, login 
attempts, and device behaviours—the framework created a comprehensive detection 
environment, enabling it to spot threats at different stages before they caused harm. 

3.2 Accelerated Response Through Incident Response 

The incident response part of our framework showed clear improvements in both response 
speed and effectiveness across all the case studies we conducted. For example, by automating 
responses to common cyber threats, the financial organization significantly cut down its 
response time—from around 72 hours to under 24 hours. Similarly, the healthcare provider 
benefited from flexible incident response processes, enabling their security team to quickly 
and effectively tackle a wide range of cyber incidents, especially ransomware attacks aimed at 
sensitive patient data. In retail, the results were particularly impressive, with fraudulent 
transactions dropping by 64% after the framework was put in place. This success came from 
combining real-time threat analysis with automated containment measures, which allowed 
security teams to act swiftly and prevent threats from harming critical business activities. 
Additionally, the framework's focus on sharing information between different departments 
improved decision-making during incidents, promoting a collaborative security approach that 
involved both technical and non-technical teams. 

3.3 Risk Assessment Metrics for Security Control Efficacy 

Our framework's risk assessment component gave organizations clear, measurable insights 
into their security situation, helping them track improvements and make informed decisions 
about where to focus their cybersecurity investments. For instance, in the manufacturing 
sector, continuous monitoring integrated with operational technologies successfully stopped 
potential cyber breaches before they could affect production. Remarkably, over an entire year, 
the facility experienced no unauthorized access incidents to their IoT systems—highlighting 
the framework’s strong capabilities in assessing and managing risks effectively. In the 
healthcare sector, the framework’s risk assessment tools played a critical role in spotting and 
fixing gaps related to patient data protection rules. By introducing controls guided by real-
time threat intelligence, the healthcare provider not only improved compliance but also 
boosted their overall security posture without compromising operational effectiveness. This 
balanced approach—keeping systems secure while enabling smooth operations—is one of the 
key advantages of our integrated cybersecurity framework. 

Moreover, the implementation of advanced technologies such as AI and ML is a key 
governing factor of the framework. It was discovered in previous research that AI-based 
systems helped decrease the false positive rates of threat detection in addition to the time 
taken for a response (Ali et al., 2024; Zhukabayeva et al., 2024). This becomes all the more 
important based on the fact that traditional techniques have always struggled with high rates 
of false positives, leading to unnecessary triggering of alerts for cybersecurity individuals and 
consequentially decreasing the overall security productivity (Kiran et al., 2025; Presekal et 
al., 2024). Artificial intelligence has demonstrated its prowess in executing optimal methods 
of risk hunting and minimizing the false alert nuisance to bring cybersecurity teams into 
action at the right time and place. 

Although the proposed integrated framework has strengths, several limitations merit 
consideration. But there are a lot of administrative questions about how to implement this 
holistic approach. Organizations have difficulties translating existing procedures to new 
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protocols (Kävrestad et al., 2024; Olawale & Ebadinezhad, 2024). On the other hand, the 
integration of various elements not only takes a lot of time and financial resources but also the 
re-qualification of specialists (especially if we are talking about innovative technologies). 
This is an important factor for small to medium-sized enterprises (SMEs), which generally 
lack the resources to implement such assignations of cybersecurity (Alshaikh et al., 2024; 
Chidukwani et al., 2024). So, without a clear roadmap and set support constructs, enforcing 
this framework could be a technically challenging and expensive undertaking for these 
organizations. 

And the system has to be broad enough to accommodate different enterprise 
environments and sectors. Their relevance across and within various sector domains — say, 
whether a cybersecurity checklist applied in health care also equally applies to finance and 
education — is not agreed upon (Kiran et al., 2025). Each organization operating in a unique 
context will have its own legal and regulatory obligations and operational challenges that 
security management and protection must adapt to. The framework needs to be adjustable 
enough to account for this variation, along with recommendations on how to customize each 
of the components for sector-specific needs. This need to adapt has been reiterated in the 
recent literature on security features, as well as features to adapt to be used in the 
cybersecurity frameworks of the system(Falowo et al., 2024; Kiran et al., 2025). So, new 
framework versions have to be focused on module organization and extensibility that the 
capacity for experience of distinct wants of each organization. For example, while much of 
the integrated framework focuses on resilience and response, the human factors that guide 
cybersecurity success should be seen as equally vital. Previous research highlights the 
significance of user actions in security implementations and the impact of psychological 
aspects on compliance with security protocols (Chaudhary, 2024; Kiran et al., 2025). 

Additionally, encouraging a security-first approach will help improve organizations. 
Another good opportunity could be leveraging ideas typically used in fields like health, 
safety, and environmental management and CSR to offer processes and tools that promote a 
better level of employee engagement on cyber risk across all layers of an organisation. 
Studies show that such training programs promoting security awareness can bring long-
lasting positive behavioral changes in employees (Galli et al., 2024; Mersinas et al., 2025). 
We demonstrate that the human-centric concept behind descriptiveness can significantly 
amplify the efficacy of cybersecurity efforts when integrated into the framework we proposed 
here.In an increasingly complex digital era, AI-driven intrusion detection and cyber resilience 
metrics play a crucial role in organizational security. AI helps identify threats more quickly 
through machine learning, while resilience metrics assess the organization's ability to detect, 
respond to, and recover from cyber attacks effectively and efficiently. 

Finally, the cyber threat landscape is dynamic, and therefore, any framework we 
propose will need to keep abreast of work and results emerging from the cybersecurity 
community (Falowo et al., 2024). Thus, more than just gathering sensor data across an 
expanding number of sensors, sophisticated application, and coordination of citation metrics, 
etc, require transactional relationships that go beyond, economic stimulus, age, and continual 
growth in all of them that were at one point relevant in elementary, taxonomic biology, 
multimedia taxonomic biology, and tamed professions in finite, for practical reasons, hybrid 
disciplines, biological and cultural entities, arts and sciences, applied emergent and disruptive 
technologies, human and natural powers, with adaptive biodiversity biomimicry (the study of 
the structures of biological organisms) etc. Therefore, the implicitly integrated framework 
must include systems to continuously update and fine-tune aspects of it as new threats, 
vulnerabilities, and technologies emerge. Tools for collaboration and information-sharing are 
critical to ensuring the system stays in step with ever-evolving threat environments (Driouch 
et al., 2024; Olawale & Ebadinezhad, 2024). Thus, the framework for the future boils down to 
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agility and fluidity, which means organizations will be more resilient to the next cyber threat. 
AI-driven threat detection relies on training models using cybersecurity datasets, 

refining features, and selecting algorithms like neural networks or decision trees. Validation 
ensures accuracy through performance metrics, while real-world implementation integrates 
AI into security systems. Continuous learning and adaptive responses enhance cybersecurity 
resilience, improving threat detection and incident response effectiveness across 
industries(Ragab et al., 2025; Salem et al., 2024). 

In conclusion, while the integrated framework serves as a valuable proposition that 
surpasses traditional models that have focused on each role in isolation, its development will 
need to be sensitive to multiple complexities, variations in organizational contexts, the 
significant impacts of human factors, and the necessity of constant change. Addressing these 
shortcomings will go a long way to strengthening its resilience and build up organizations 
against the growing and changing tide of cyber threats in the digital age. Both the forward 
selection method and the Gini index criterion produced the best results, with 76.39% accuracy 
and 0.891 AUROC. However, factors such as gender, schooling, and payment status are 
significant. The performance of this model exceeds Logistic Regression and Naïve Bayes on 
most metrics (Ibrahim et al., 2024). 

 
4.0 Conclusion 

In conclusion, this study presents an integrated cybersecurity framework aimed at enhancing 
organizational resilience against evolving cyber threats. By prioritizing proactive threat 
detection, automated incident response, and continuous evaluation of resilience metrics, the 
framework equips organizations with tools to establish a robust cybersecurity environment. 
Its holistic design ensures flexibility, allowing for adaptability across various sectors while 
addressing specific regulatory and operational requirements. Looking ahead, future research 
should focus on empirically validating the framework's effectiveness and exploring advanced 
technologies, such as blockchain, to further fortify defenses. This resilience-based approach is 
essential not only for safeguarding organizational assets but also for fostering confidence and 
growth in an increasingly complex digital landscape. By proactively addressing potential 
threats and continuously improving security measures, organizations can better navigate the 
challenges posed by contemporary cyber risks. 
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