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ABSTRACT 
 
 
 
 

 

The project is about development of CoinMiner Malware Detection using 

Python. The reason for developing this project is to give enlightenment towards 

computer users on how to detect coinminer malware. Nowadays coinminer malware has 

been actively spread among corporate networks. It took over a computer's resources and 

used them for mining cryptocurrency illegally without a user's permission. Consistently, 

systems like Bitcoin, Dash, and Litecoin become evermore unified. Moreover, there are 

also an increasing number of reported cases where malicious coinmining code has been 

infecting user’s machines for the purpose of illegal mining. Mining has become more of 

a problem than a solution. Furthermore, users are also unaware that their computer 

resources have been used for mining which lead to financial loss. This project is needed 

to give an awareness towards corporate networks about coinminer malware. It is also to 

suggest Coinminer Malware Detection using Python Script as a new detection method 

for coinminer malware in a corporate network. The goal of this project is to help the 

users of corporate networks to detect the coinminer malware and avoid them from being 

a victim. The limitation and suggestion for future enhancement of this project had been 

identified based on the analysis of the data collected. 
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CHAPTER 1 
 
 

 

INTRODUCTION 
 
 
 
 

 

This chapter provides the background and rationale for the study. Furthermore, this 

chapter also analyzes the problem statement, objective and scope of this research. 

 
 

1.1 Background of Study 
 
 

 

Coinminer malware is a relatively new term that refers to software 

programs and malware components created to take over the assets of a computer 

and use them for cryptocurrency mining without the explicit permission of a 

consumer. (Stroud, F, 2019). Thus, the computer resources are being obtained 

illegally by using this malware. Cyber criminals are always searching for new 

ways of making money, even if the ways they use are illegal. With the rise of 

digital currencies also known as cryptocurrencies, criminals see a unique way to 

penetrate an organisation and secretly mine coins through reconfiguring 

malware. 

 

Hackers have two common ways to get a victim's computer to mine 

remotely for the cryptocurrencies. One of these is to trick victims into loading 

their machines with the cryptomining code. This is done through phishing tactics 

that will give victims a legitimate email encouraging them to click on a link. 

Once the link has been clicked by the user, the link will immediately run code 

that places the cryptomining script on the computer. The script then runs in the 

background as the victim works. (Nadeau, M, 2020) 
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