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ABSTRACT 
 

 

Information Investigation Autopsy (IIA) is the tools that can captured the 

information needed on the Local Area Network environment and later needed to be 

secured, the IIA need a module that can to secure the evidence captured from any 

harm. The objectives of this project are to apply the encryption algorithm into these 

tools for securing the information collected by keystroke logging mechanism. 

Therefore the Advance Encryption Standard (AES) algorithm is being implemented 

to secure the evidence captured. AES use high level description of algorithm that 

based on a design formula as a substitution permutation and fast implementation on 

software. AES also have 128 bits fixed on block size with the key size of 256, 192, 

or 128 bits and operates on 4 times 4 column byte matrix. The result of this project 

later will benefit the user. 
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CHAPTER 1 

INTRODUCTION 

 

 1.0 Background of Study 
 

Traditional information security solutions focus on securing IT systems 

against breached from outside the boundary. But, in today’s combined and connected 

world, where there really are no longer openly defined perimeters, we have to place a 

great deal of faith in the awareness and integrity of trusted insiders and associates. 

However, while trusting our employees, suppliers and partners, we still have a 

responsibility to protect sensitive material. Only technology can realistically afford 

protection in difficult technical environment (Assuria, 2012).  

Data encryption refers to the progress of altering electronic evidence into a 

scrambled form that can only be read by someone who knows how to decode. 

Encryption is significant in the business world because it is the easiest and most 

useful method of shielding data that is stored, processed, or transmitted 

electronically. It is vital to electronic business, for example, because it allows 

merchants to protect customers' credit card numbers and personal. It is also usually 

used to defend legal contracts, subtle documents, and private messages that are 

directed over the Internet. Without encryption, this information could be caught and 

altered or misused by unknowns. In addition, encryption is used to scramble sensitive 

information that is stored on business computer networks, and to create digital 

signatures to verify e-mail and other types of messages sent between businesses. (G. 

Cengage, 2002) 

 

 

 

 


	THESIS COVERPAGE
	THESIS I
	THESIS II



