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ABSTRACT

Nowadays, people are usually send the data via Internet or thumb drive instead of
using letter. Especially for audio data, people are not sending audio using letter but
send it over the radio channel or internet devices in order to receiver can hear it well.
Besides, how to keep the audio as a secret if people can send it and receive it very
well? Audio encryption and decryption introduce the process where we can keep the
data secret, only for sender and receiver can accept the message. The audio will be
encrypt to unknown message and will be decrypt by receiver using secret key. This
technique will be tested in order to compare with other research. This project purpose
is to identify the implementation testing security using 3D AES block cipher
algorithm. Besides, this encryption using audio as a data in order to design and
develop the project. This project also measure the security analysis on linearity test.
In other and, ADDIE model is a methodology that including analysis, design,
development, implementation and evaluation that complete the cycle of the project
that starts from get the title of project, survey and collect the information about

encryption and decryption, and specify the scope to 3D AES block cipher algorithm.
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CHAPTER 1

INTRODUCTION

Chapter one explains about background of study where the information can come in
any kind of versions which is text, video, image or audio. What if no encryption and
decryption while transferring data? The data might be leak to others or high risk to
get the information. Besides, this chapter have to identify the implementation of
testing security analysis. Besides, the design and development the encryption and
decryption in audio using 3D AES block cipher algorithm and measure the security
analysis on linearity test. This system can be used by government, military or any

confidential company that needs to transfer the information.

1.1 Background of study
Nowadays, the information or the data can be in many kind of versions. Not only
in a text, but also can be in a video, an image or an audio. The information is
being shared worldwide since the internet are slowly grown up and became as
the source to share the data. So, the encryption and decryption method needed to

keep the specific information hidden from the unknown sources.

The concept of encryption and decryption is to process the information into the
hidden one and decryption is convert the encrypt information or hidden data to

the original so that the user can read the contain of the data.

In this project, the encryption and decryption of the data are using 3D AES.
According to Singh and Supriya (2014), AES is the encryption standard that can
support any combination of data (128 bits) and key length of 128, 192, and 256
bits. AES and 3D AES is different because 3D AES composed of rotation key
function, minimum 3 iterations of round function and key mixing operations
(Ariffin,2013).

12





