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ABSTRACT 

 

Cryptography is the way of storing and transmitting data by convert the information into 

unreadable cipher for security which only intended sender and receiver only could access. 

The transformation of original data to cipher data is called encryption, while the reverse is 

called decryption. The basic advanced encryption standard is still not satisfying to achieve 

the security goals. Whether the key is not so strong or the time needed for processing is 

slow. In order to ensure the image data is secure/ protected and encryption time is low, it 

is very timely to conduct a research on image encryption and decryption using 3D-AES 

block cipher algorithm. The aim of this study were to conduct a research on how to identify 

the implementation of security analysis of image using 3D-AES block cipher algorithm. 

Subsequent to this, this project focus on how to measure the security analysis on 

randomness test of image. The result of this project is the characteristics of 3D-AES is very 

high in security and this algorithm is resistance to all identified attacks, the system 

effectiveness and accuracies of the process. Testing algorithm will compute number of bit 

errors and bit error rate by comparing encryption and decryption. Total average for bit error 

rate of 30 images is 0.59233. Average above 0.5 prove that the level of security encryption 

and decryption is very high and secure. 
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CHAPTER 1 

 

INTRODUCTION 

 

1.1  Project Background 
 

Nowadays, images are generated in many fields, such as in military, 

government sector and many more. Data security is widely used to ensure the 

level of security of image information transmission in networks. It is becomes 

the main role in daily communication through networks (Padate & Patel,2014).  

Various techniques of encryption have been developed to make sure the data 

integrity which the information cannot be altered by the attacker and to improve 

the speed of encryption and decryption speed. Confidential image data must be 

protect from being accessed using different technique.  

Unfortunately, not all encryption and decryption technique could implemented 

and compatible with different format and different size of image. According to 

Chai (2016), to avoid transmission increasing, the size of the convert data 

cannot be larger size than the original data.  

Gujar (2014) said that the requirements to achieve is secrecy, integrity and non-

reproduction of exchanged information has made the transmission data through 

networks become the most important thing to have in communication channel. 

According to my reading through related articles and searching the information 

through internet, there is no such image encryption and decryption using 3D-

Aes block cipher algorithm is yet been discovered by anybody. Meantime, I 

found one article written by Ariffin (2013) about SMS encryption using 3D-

AES block cipher algorithm. She had made a test on 3D-AES performance and 

the result from her research is satisfying. It show that the 3D-Aes has low 

encryption time when using a big data.                                                      
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