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Abstrad- The mobile phone is a modern marvel to
humankind since its main role has extended far from just
making a simple call. Other than makirg calls or sending
messages, t h e mobile phone now olfers high speed

processing power, high RAM capacity and built-in Global
Positioning System (GPS) sensor just to rame r few. The
Android operating system is e major player in the mobile
phone industry. Its operating system provide programming
inter{aces and platforms to fully utilize the mobile phone
resource capability. No overhead cost and third party
application support from Google PIay, has made the operating
system (OS) the discernible choice for mobile phones. As the
mobile phone becomes more advanced, it is disturbing to know
that it is also capable of silently spying on our privacy b th
point of diseminAing user location information stored in the
android device to unauthorizcd parties. This study a i m s t o
identify how users' location information are being transmitted
to public domain thnough analyzing data packet transmitted
through our mobile phone. This work also proposes a feasible
method for users to closely monitor their location privacy
when using an android device. The result of data collection
and intensive observation of more than 80fi) (037o of total
application available in Google Play Store) sample
applications, it was found that more than 3fi)0 of them had
requested android location information.
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Loc ation-b as ed Applicatio ns, G PS

I. INTRoDUCTIoN

From the last century, the apparatus used by human to
speak to their counterpart from a distance away are constantly
and rapidly evolving. The elephone, at its early stage,

required a single pair of wire to establish the communication.
Through technology adoption and dedication to providing a

better way of communication, inventors have fansformed
wiredtelephone inlo mobile and wireless telephone in 1970.

The desire to communicate efficiently regardless o f
location is the main motivation that bring us to this
achievement. Along with the importance of real time
information in this information critical era, all of these help
push the communication boundaries that was set by the
earlier telephone system. In modern telecommunications,

the means of communication using this device are not
bound by voice communication boundary. Cell phones

nowadays have become more personal and sensitive than just

transmitting and receiving voice.
Compared with their predecessor, modem cell phones are

equipped with many sensols, high processing capabilities
and large memory storage. Moreover, the rich user interface
of Android OS and user service experience application,
literally, give users access to a device that have computer
size capability but with pdm size screen. Unfortunately,
these modern features could lead to many possibility of
privacy and security issues. Unnoticed by most of cell
phone user, many information were stored inside our cell
phone and some of it were transmitted out without user

consent. Although in Android systems, user permissions for
certain information access were sought prior to application
installation, most users take the issue for granted and at

other times they were not left with much choice.

One of the main concerns regarding sensitive
information is location information. Almost all modern cell
phone have GPS receiver embedded on board. Together with
Android OS, the platform could offer the location
lnowledge service to end user. This piece of information is

very sensitive yet are required by some application installed
in our cell phone and we used it every day. Location
information is very sensitive because it directly represent the

cell phone user's last location. This is a privacy tlreat as

when the user moves along with their mobile phone, the user

could be tracked using their mobile phone as a beacon.
This paper is to identify if any location information breach

by any mean that could compromise user privacy. There are

application that genuinely require GPS service and location
inforrnation for them to firnction properly. But ones they have

knowledge on user location, how they utilize the data would
be another story. It is very crucial to analyze each establish
communication requested by any running application in the
cell phone. By explicitly monitor, capture and analyze each

packet transmitted out from cell phone. It is also important
that user have very distinctly control privilege upon
permission access by application. This approach might cause



application not firnction properly, but this is the best way
to retain user privacy.

[. BRCXCROTXDAND I{ELATED WORKS

A. Location Tracking

There are several ways user location could be determined

using a cell phone.
One is through Mobile Subscriber Tracking, where, as the

cell phone is powered on and connect with their subscription
network, the user location is deterrnined using the commonly
called triangulation method. Location is detennined by
continuously monitoring the sigrral strength between cell phone

and service provider cell tower. By calculating the signal
strength from multiple cell towers, the service provider could
determine user location to the nearest predetermined tower ID.

Another way is through the Global Positioning System
(GPS), where, the GPS receiver provide many service that could
benefit user. This is because, it provide a mean of determine its
own location. This features can be used in conjunction with map

application to show user position on the map and could have

better navigation. But there are many application available in
Google Play Store that also require location information. There

are some possibilities that these application will transmit out our
location information through internet which in turn provide a

mean to other to track our location. Developers might not have

been motivated by the desire to track users when they develop
the application, but they might still end up with the ability to do

that, due to poor programming practice and effort. By the end of
the day they might end up rcvs2ling location information about

their users to governments or hackers.

B. Past Yorks on Location Privact,

Location information privacy awareness is nothing new in
mobile privacy study. There are a few study related with this
issue. Through previous study and report, most of them are

acknowledging and addressing the present of the activity of
location information request by application.

But none of them presert of evidence of the location
infonnation were transmitted out to public domain through
cell phone connection. Many application that require location
information to serve their purpose. But before we can accuse

that application are threat to user privacy, a study and evidence

must be shown before we put an effort into how we can address

and mitigate this issue.

On approach presented by Hazim Almuhimedi and his
peen [1] exposed the number of times that user location
data were being shared. But the authors did not show how
this information were transmitted out. Their study showed
qualitative and quantitative evidence that their approaches were

complementary and can each play a significant role in
empowering users to more effectively control their privacy
without presenting any evidence of location information
leakage. Their study only focus into user contol for their
privacy which is the mitigation step. For instance, their
mention participants benefited from nudges showing them how

often some of their sensitive data was being accessed by
applications, with most of participants reassessing their
permissions, and half of them further restricting some of their
permissions.

From another study did by Bin Liu et.al. [2], their report

that most users are uncomfortable with the permissions

requested by their mobile apps which indicate user awareness

of their location privacy. But the overwhelming mrmber of
pennissions required caused many users to become incapable

of adequately managing their permission settings. Their paper

presented a methodology for building personalized privacy

assistants to recommend permission pre-settings to users.

Through their study, following interactions wilh the assistanl,
participants were motivated to further review and modifr
their seuings with daily privacy nudges.

C. Gibler et.al proposed Androidleaks [3], a tool for
detecting potential privacy leaks on Android system including
location information. This tool uses the existing analysis

framework of Java programming language on top of the

android applications by translating android dex into a Java

Archive (JAR) file. However, the translation into jar from
dex does not always produce the genuine source. This
incorrect translation could lead to an incorrect result.

M. Grace et.al [4] also propose an accurate zero-day

android malware analysis framework known as RiskRanger.

This tool filter applications from their behaviours. But its
results may be inaccurate because it only uses the reachable

analysis without taking the taint analysis into consideration.

ru. ANDRorD Fna]\ffiwom

The main problem with the previous study is there is no

study that prove the application that use the location
information leak out the location information to another party.

Most of them skip this crucial step and just straight into the

mitigation step. Because location information can be very
usefirl to user, there are many application that genuinely

required location information to help user to achieve specific
task such as navigation. But fhere also the possibility that
those application abuse the information for other reason.

The Android OS was developed by Google based on the

Linux kernel under an open source license. Its user interface is

based on direct manipulation such as touchscreen gestures.

There have been many versions of the android platforrn
that has evolved since 2008. Among them, only few are still
being supported in the market today. The list can be seen in
Table l.

Regardless any android version installed in the cell phone,

they are all running on top of the Linux kernel. Hence we can

utilize Linux features to monitor and capture all the device
process and connection either in real time or through history
log.



j

TABLEI. Ar.nnooVrnsroNsAVAILABLEPnssEl.mrv

Version Codename API Distribution

2.3.3 - 2.3.7 Gingerbread 10 1.0%

4.0.3 - 4.0.4 Ice Cream Sandwich l5 0.sYo

4.1.X - 4.3 Jelly Bean 16, 17, t8 9.1o/o

4.4 KrtKat l9 18.8%

5.0-5.1 Lolipop 2t &22 32o/o

6.0 Marshmallow 23 3l.zYo

7.0 Nougat 24&25 7.1%

A. Android Location Services

The Android platform framework mn on top of several

components. When an application nms, the running code will
be compiled and executed at Android Runtime (ARI) level.

When the application run, they will execute all their main
function as well as support library required in order for them
to function properly. This is where the location inforrnation will
be requested by application. Fig.l shows the Android
framework for location services.

Before any application is pernitted to access location
inforrnation, they must request into that particular permission.

There are two tlpes of permissions regarding location
permission:

o android.permission.ACCESS_COARSE_LOCATION
. android.permission.ACCESS_FINE_LOCATION.

The difference between this two permission is the latter
permission is required if the application need an accurate
location information through GPS information. This of
course will affect battery life span. While the former
permission using Mobile Subscriber Tracking. Both permission
must be declared in their application manifest file. From this
permission request, we can identiff which application that
constantly request location update. Either during runtime or
silently embedded process not relevant to application main
activity.

In the frst stage, we should collect some sample and
identiff how many from that sample that require location
information. By identiffing the application, we can nilrow
down our specimen to identi$ which application that
maliciously transmit user location information.
Android application is able to request location information as

soon as they start running. There are a service known as

Google Play services location APIs. Application developer can
request the last known location of the user's device. In most
cases, application interested in the user's current location,
which is the same as the user's last lnown location.
Specifically, program will call a Fused Location Provider as

shown in the software stack of Fig. 2 to retrieve the device's

last known location. The fused location provider is one of
the location APIs built in Google Play services. Fused Location
provider is a feature where location information from various
sources were called

Fig. 1. Android
(http://blog. sciencenet.cnlblog- I 060307-727660.htmI)

upon by a single object. It performs the underlying location
technology and manages a simple API to help the developer to
retrieve location as they only need to specify requirements at

a high level, like high accuracy or conserve power. It also

optimizes the device's battery power.

Application will receive location information in the form
of Latitude and Longitude. Besides that, Fused Location
Provider also could provide bearing, speed, activity
recogrition and altitude of device.
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Fig. 2. Android Fused Location Service

B. Packet Analltsis

To really conclude that a certain application can really do
harrn to user privacy, we must prove that after application
have knowledge of user location information, that application
will transmit out location information to another party and

disclose user location with unknown implications. To prove

that the android application has disclosed user location
information to other parties, we must investigate the packet

that was transmitted by the application.

C. Mitigotion

After we have analyzed and verified that the location
information had been compromised, then mitigation plans

should be proposed in order to prevent such information to rx
transmitted out. The proposed mitigation plan is to use

permission control that will block application when they
request location inforrnation. During installation, users would
be asked what permission required by that application. While
certain applications really do require location information to
function properly, some applications which have no proper

intention for location information might also request location
permission. Most of the time, unwary users would just ignore
the privacy issues and simply install the application without
even reviewing the perrnissiors required dwing installation.
Once the application is installed, the permissions have oeen

$anted and users have no normal way to disable that
permission through android setting.

N. METHODOLOGY

A. Methodologt

Figure 3 show methodolory of this study. The idea is to
monitor all the application activities through Linux platfonn
installed inside the cell phone. The subject ofinvestigating are

to monitor application process activity. This is to identify,
which application that will request location information when
they running.

Then we will investigate if that application is trying to
establish a network connection with other parties. If they were

to establish the connection, we would then intercept the
connection and capture the packet to investigate, what
information if any were transmitted out.

B. Identify Application

There are 2.8 million application available at Google Store.
From that huge of number, we need to sample a fraction from
that. From that sample, we should identiff how many of
application required location permission access. This can be
achieve by thoroughly review each application permission.
Prior to installation, user can view the application required
permission.

Prove [6lbn
lnfdffiimTratmit

Mithat'on

Fig. 3. Methodology ofProposed Study

C. Process MonuormS3

The dumpsys tool runs on the device and provides
information about the status of system services [5]. This tool
able to capture application and location related activity log.
From the log, we can identify what application try to request

location service, when they try to request that and currently
active request location information update within certain
interval.

D. Packet Analysis

For packet analysis, TCPDump application was installed into
the test cell phone. This application will intercept and collect
packet and dump it into dump f,rle. These dump file can be

view and analyse using packet analyser such as Wireshark. This
is true if that application establish the plain connection with
any encryption. But there are possibility that information were
transmitted using secure Transport Layer Security
(TLS)/Secure Sockets Layer (SSL). If this is the case, is will
hard to decrypt since we didn't possess the private key of the

encryption. To achieve this, the first approach is to use Packet

Analyser software. This software will intercept the data stream

between mobile phone and remote server that establish

connection with the cell phone. After we intercept the
network and dump the packet into a dump file, we can

investigate the protocol and content of the packet. We are

looking for evidence that location information is present inside
the transmitted packet.

But first method are not feasible when tle application
employ secure Transport Layer Security (TLS) and its
predecessor, Secure Sockets Layer (SSL) during packet

transmission. It is because without private key, it is impossible
to decrypt secure packet using mere packet analyzer. The
priyate key is usually stored at remote server and used to
decrypt secure packets. To overcome this issue, a second

method is employed which is Man-In-The-Middle Technique
(MIIM) technique. The approach of this technique is to put a

server in a middle of connection between mobile phone and the

t dI
I
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main server. The middle server will trick both ends by telling
each of them that they are comrnnnicating with legitimate
machine. The MITM seryer then will intercept the
communication. MITM server will dynamically generates a
certificate for the server and signs it with its own root
certificate. Then MITM server will receives the servers

certificate, while cell phone will use MITM server's generated

certificate.

E. Permission Control

For the applications that were identified to be maliciously
transmitting user location information to other parties, a

permission conrol scheme can be employed rather than
disabling or uninstalling the application.

v. Rrsulrs

Based on 8872 application samples that were analyzed from
Google Play Store, there were 3809 applications that require
location permission. This constitutes a considerable proportion
of 43.8Yo which require location permission. It would be very
suspicious when an application that not provide any location
awareness services requests location permission. Throughout
the 22 android application categories ofFig4, it was found that
almost all categories require location permission.

Applkation Catetory vs Location Permission

Another application's transmitted packet was observed to
have a location term in its query but it was only a portion of
unread chunk since it was encrlpted as per Figure 6 and
Figure 7. The exact location extracted from the ransmitted
packet was identified as the location of the mobile user as

shown by the pin on Fig. 8, which was the location where this
test was carried out.
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Fig. 5. Location Information in Plain HTTP
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Fig. 6. Location Information Chunk in Encrypted Packet
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Fig. 7. location Information Send By Systern Application
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Fig. 4. Applicarion Caregory vs. Localion Permission (source???)

The Install Application process can be monitored using
Linux Top command. The important information that can be

observed is process ID, user, start time and process status.

Every application running have their own ID and Process ID.
Using the cortmand netstat 4p we were able to view the

established connection between device and foreign
server. Other important information are service name and
their Process [D number. From continuous packet capturing
and analysis, it was found that almost all packets were
Eansferred using TLS/SSL port 443. One system application
was observed to have transmitted plain Hypertext Transfer
Protocol (HTTP) as shown in Figure 5. It uses the GET
merhod to request location information from the server and the
particular transmissions from the same application were
observed to be consistently periodical whenever location
update occurs.
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Fig. 8. Exact Location on Map

We employ a Filter Permission application on the
applications that we suspected were using location
information beyond their intended purpose. But to smplo)
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$is feature. an Android phone needs to be rooted first
because it requires super user ability. There were mix
behaviours from the application when location permission was
not allowed. Some application would not function properly
whereas some would function normaliy.

VI. CoNcrusroNs

There were about 43.8% of 8872 sampled android
applications which were found to request location perrnission.

The tasks ofcapturing and analyzing each packet were tedious
because most of them used TLS/SSL protocol. But fronr
these, there were a few of them that could be decrypted and
location information was found embedded in them. From the

sampled collection, it was found that some installed
application from Google Store were requesting location
information for various purposes. There were applications
that were requesting location information in order to deliver
genuine location-based services to users such as Google Map,
social applications, weatler forecast applications and

shopping suggestion service. When firther investigations
were conducted. it was found that some of the applications
were transmitting out the location information to other
parties. This activity could be considered to be beyond their
intended purposes and leaked location infonnation can be

manipulated in many ways by unknown parties.
'Ihrough packet analysis it was found that the information

were transmitted in plain or encrypted forrn. This information
were transmitted in web GET or POST method embedded in
their query. The location inforrnation can be found as the

latitude and longitude information. This activity has obviously
disclosed the device and user location without consent.

Either way. another issue that was discovered concems the

data that could easily be intercepted and recovered in the
middle of the transmission. When this happens through plain
HTTP protocol, the location information were easily capnred
and read by another party. This situation can thus escalate

from a privacy issue to a security issue. It is a very dangerous
situation as for another specific requirement, this threat could
come from a personal fracking tool normally ussd 6liminal
or warfare purposes.

The Filter Permission application was introduced to the

device to control the permission on the application. This
method was proposed by a previous study as an alternative
to other methods such as Firewall filtering. But permission
frltering can be considered a more effective method. When
this application was applied. it was observed that the

effected application could no longer receive any location
information. Some of the applications crashed while others

continue to function normally.
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