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ABSTRACT

Recently, as we can see everybody in this world used smartphone as a medium that can be
replace a computer to a handy devices to send text messages, make a voice or video call,
take a picture, record a video, playing games, connect to the internet, and many more.
There are plenty of mobile architecture offered in the market such as iOS, Android,
Blackberry, Windows Phone, Symbian, and others. According to Brian Barrett (2018), the
moment user clicked the wrong link; the mobile phone will easier to be vulnerable and
might be the target of crime or be source of crime. Although, there are many existing tools
available, it is expensive and this poses a major challenge to forensic investigator and law
enforcement to handle a case. In this project, tool is developed to extract the evidence
from the mobile devices.
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CHAPTER 1

INTRODUCTION

1.0 Introduction

This chapter will explain the background of project, the problem

statement, the project objectives and the scope of the project that are

linked to development of the Mobile Forensic Extraction Tool.

1.1 Background Project

The growth of technology made every individual has their own

mobile device. Everyone use smartphone to perform daily lives

activities such as communicate each other in digital world and keep

the personal and sensitive information in the mobile devices.

However, this information can be targeted and used by the criminal

to steal individual information. The increasing number in mobile

device has led to increasing number of cases in cybercriminals.

In addition, when there are cases involving the digital devices, the

forensic investigator will take action in order to make the cases clear.

The forensic investigator needs to extract the artifacts from the

evidence that they get from the crime scene. There are several

techniques to perform extraction. The first method is physical

extraction, which need to do the imaging of the mobile devices first

before make an extraction. The next techniques will be the logical

extraction. In this method, tool that has been used need to

communicate with the operating system before make an extraction.
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