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IV 

 

ABSTRACT 

 

 

The increasing number of devices in the Internet led an increasing demand of 

IP address for every device. IPv4 cannot solve this problem requiring IPv6 protocol to 

be introduced. With IPv6 protocol, it includes Neighbour Discovery Protocol (NDP) 

for automatic configuration IP address thus makes it easy to use compare to IPv4. 

Although NDP simplify the configuration process of IPv6, there are few downsides to 

NDP protocol which could lead network to fall for certain vulnerabilities such as Man 

in the Middle (MitM), Denial of Service (DoS) and also spoofing problem. One of 

common problem is malicious router attack which announces itself as default router in 

the network to run MitM. Previously, there are multiple mechanisms to encounter 

NDP problem such as SEcure Neighbour Discovery (SEND) and RA Guard/DHCPv6 

Guard. However, this technique falls to resource exhaustion, bandwidth consumption, 

added overhead and expensive hardware. This paper try to design new technique of 

detecting malicious router attack happen in NDP and recover network from the attack 

the simple way. 
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CHAPTER ONE  

INTRODUCTION 

 

 

1.1. RESEARCH BACKGROUND 

 

Exhaustion of IPv4 addresses has triggered quite a concern for Internet 

organization around the world. The IPv4 protocol address is made up of 32 bit and it 

has an address space of 2
32

. This address protocol can supports up to 4 billion hosts 

which seems reasonable during its inception. The IPv4 protocol design satisfies the 

address needed for the computer at that time (Barbhuiya, Biswas, & Nandi, 2011). 

Exhaustion of address space problem in IPv4 address is already expected and there are 

multiple efforts to address this problem. It includes the introduction of Network 

Address Translation (NAT) to provide way of multiple computers share same global 

IP address, the use of private network addressing, subnetting, and the establishment of 

name based virtual hosting.  Although there are multiple technique to reduce the 

exhaustion problem, there still needs for mechanism or protocol to support the 

increasing number of device/gadget in the world. 

IPv6 has been introduced to ensure that the huge and growing Internet map can 

be supported by the standard organization Internet Assigned Numbers Authority 

(IANA). The development work on IPv6 started in around 1998 (IETF, Internet 

Protocol, Version 6 (IPv6) Specification (RFC2460), 1998). IPv6 provided many 

benefits especially the bigger and expandable IP address which can support up to 128-

bit address to support all the host address of computer. The fact that IPv6 use 128 bit 

address, create a possibility of addressing approximately 340 trillion trillion trillion of 

hosts. This means the Internet may address lots more thing or devices, which may 

include lamp, fan, television, refrigerator and even a window. 

The advantages of IPv6 address is the auto-configuration exist inside its 

protocol (Narten, 1999). Auto-configuration in IPv6 protocol come in handy since it is 

possible to configure IP address automatically based on Neighbour Discovery 




