"

UNIVERSITI TEKNOLOGI MARA
FACULTY OF INFORMATION MANAGEMENT

INDUSTRIAL TRAINING REPORT: .
CYBERSECURITY MALAYSIA (SELANGOR)
MENARA CYBER AXIS, JALAN IMPACT 63000 CYBERJAYA

SPECIAL PROJECT: PRIVACY AWARENESS WEBSITES

BY
MUHAMMAD FIRDAUS BIN NAZARUDIN
2016316991

IM245 - BACHELOR OF SCIENCE (HONS.) INFORMATION
SYSTEM MANAGEMENT
FACULTY OF INFORMATION MANAGEMENT
UNIVERSITI TEKNOLOGI MARA KELANTAN

01 FEBRUARY 2019 —28 JUNE 2019



INDUSTRIAL TRAINING REPORT:
CYBERSECURITY MALAYSIA (SELANGOR)

SPECIAL PROJECT: PRIVACY AWARENESS WEBSITES

BY
MUHAMMAD FIRDAUS BIN NAZARUDIN

FACULTY SUPERVISOR
SALLIZA BT MD RADZI

REPORTSUBMITTED IN FULFILLMENT OF THE
REQUIREMENTFOR THE INDUSTRIAL TRAINING
FACULTY OF NFORMATION MANAGEMENT
UNIVERSITI TEKNOLOGI MARA KELANTAN

01 FEBRUARY 2019 —-28 JUNE 2019



List Of Table

Table 2. 1 LiSt Of GIOUP.......cooei i ceir et seeer e s rrece s ee st ee s s se e e s s e e e e e meneernner e eaeanens 7
Table 3. 1 List of article, act and standard..........c....ooiiiii e 10
Table 3. 2 List of article, book and journal ..o, 11
Table 3. 3 Additional requirement ISO 27001 ...........oov i e 14
Table 3. 4 Additional requirement 1ISO 27002..........cc.veiiii i 14
Table 3. 5 Banking FrameWorK ...........ccc.coviriiiiii e ee e e s s 30
Table 3. B USer Targel ...t e st e et s ae e 39
Table 3. 7 Tools Of DevelopmeENt ... et e e e s 40
Table 3. 8 Duration Develop WEDSILE...........ccoo o 44

viii |



DECLARATION

| hereby declare that this is my original work. | have not copied from any other student's work or
from other sources. | am also declare that no part of this report has been published or submitted
for publication except where due to reference or acknowledgement is made explicitly in text, nor
has any part been written for me by another person. | confirm that | have read and understood
the UiTM regulations with regards to plagiarism and will be penalized by the university if found

guilty.

Signed by

Muhammad Firdaus Bin Nazarudin
20176682435

Date of submission: 4 July 2019



ABSTRACT

The trainee internship at CyberSecurity Malaysia in department Information Security and
Assurance started from 2™ February 2019 until 28" June 2019. During the internship program
the trainee are involve in development privacy guidance and framework based on ISO 27552.
Besides, the trainee also acknowledges ISO 27001, ISO 27002 and 1SO 29001. Moreover, the
trainee also have involve in several activity which is conduct research, troubleshoot 1SMS,
charity program, and others. Next, the trainee chooses to develop the privacy awareness
websites as a special project. The reasons choose to develop the privacy websites it to ensure
the community in Malaysia aware about the privacy and can implements tips to protect the data
privacy. The trainee can learn something news during internship program and aiso can
implements the knowledge that learns at faculty towards internship program.

Keywords: Research, privacy, privacy awareness websites, 1ISO27552
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1. Chapter 1: Introduction

A well-known Chinese Philosopher named Confucious once said, ‘| hear and |
Forgot, | see and | remember, | do and | understand.’ In other words, the process
learning in class, sometimes give difficulties to student in remembering and understand
about the syllabus. However, they will simply understand and remember when they
have their own experience in practicing about what they learn in the class during their
industrial training. Moreover, Industrial Training is a platform in giving exposure to the
students about the reality in a working environment and preparing the students for a
professional career. As a consequences, the students were trained to be job-ready
before they graduated and also increase their opportunities to get permanent job in

their Industrial Placement.

1.1 Background of organization

Cybersecurity Malaysia is one of the organization that provide cybersecurity
innovation led services, programmers and initiatives to help reduce the vulnerability
of digital system and at the same time strengthen Malaysia self-reliance in
cyberspace. Cybersecurity Malaysia journey started with the creation of the
Malaysia Computer Emergency Response Team or MyCERT on the 13" of
January 1997 as a unit under MIMOS Berhad. On the 24" of January 1998, the
National Information Technology Council or NITC proposed for the establishment
of an agency to address emerging ICT security issues in Malaysia. As a result, the
National ICT Security & Emergency Response Centre (NISER) was created in
2001 as a department in MIMOS Berhad, and the Malaysia Computer Emergency
Response Team (MyCERT) was placed under NISER. On 28" September 2005,
the Cabinet decided for NISER to be spun-off from MIMOS Berhad as a separate
entity under MOSTI. On 30" March 2007, NISER was registered as a not-for-profit

Company Limited by Guarantee.
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Figure 1. 1 History Timeline

On the 20th of August 2007, the Prime Minister of Malaysia officiated the
rebranding of NISER into CyberSecurity Malaysia, and launched the new
CyberSecurity Malaysia brand name and logo. Cybersecurity Malaysia provides
specialized cyber security services, which is cyber security responsive services, cyber
security proactive services, outreach and capacity building strategic study and

engagement and Industry and research development.

In this organization have eleven departments which is The Malaysian
Computer Emergency Response Team (MYCERT) and Cyber 999, Digital Forensic
(Cyber CSI), Malaysian Security Evaluation Facility (MySEF), Malaysian Vuinerability
Assessment Centre (MyVAC), Information Security Certification Body, Security
Management & Best Practices, Industry Development, Government & International
Engagement, Cyber Security Research, Cyber Security Professional Development

and Outreach.

Headquarters CyberSecurity Malaysia is located at The Mines Resort Seri
Kembangan Selangor from 2007 until April 2019. On April 2019, CyberSecurity
Malaysia moved out to new building at Menara Cyber Axis Cyberjaya Selangor. In this
building have four organization which Cybersecurity Malaysia, National Cyber

Security Agency (Nacsa), Standard Malaysia and MYNIC.
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Figure 1. 2 The Mines Business Park

Figure 1. 3 Menara Cyber Axis
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Vision
Our vision is to be a globally recognised National Cyber Security Reference and

Specialist Centre by 2020.

Mission
Our mission is to create and sustain a safer cyberspace to promote National

Sustainability, Social Well-Being and Wealth Creation.

Core Values
e Trust
By maintaining social, ethical and organizational norms, we firmly adhere to

codes of acceptable conduct and professional ethical principles.

e Impartiality
By providing consultation, advice and decision making with professionalism
based on established facts and rationale, and devoid of any personal or

conflict of interest and bias.

¢ Proactive
By taking prompt action to accomplish objectives; anticipating challenges and
identifying early solutions; taking action to achieve goals beyond what is

required or expected.
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Security Management and Best Practices (SMBP) is one of the departments in
CyberSecurity Malaysia that manage and provide the guideline that use by
CyberSecurity Malaysia or their client. In this Department, there are eight staffs which
are one head of department, one specialist, two senior analyst, four Executive staff
and one assistant. On February 2019, the name of Security Management and Best
Practices department had been change to Information Security Management and
Assurance (ISMA). However, the roles and job scopes for this department are not
changing. ISMA department can be divided into three units which are research,
Information security management system (ISMS) and Business Continuity plan (BC).

All units have their own responsibilities and job scopes that set by Head of department

in ISMA.
Table 2. 1 List of Group

No Name Group
1 Nagliyah bt Zainuddin Research
2 Mayasarah binti Maslizan Research
3 lda Rajemee bt Ramiee ISMS

4 Nurfaezah Hanis binti Halim ISMS

5 | Ahmad Sirhan bin Abdul Ghazali ISMS

6 Syafiga Anneisa Leng binti Abdullah BC

7 | Adam bin Zulkifli BC

8 | Ahmad Khabir bin Shuhaimi BC

71




2.2 Department Function

2.2.1 Security Management & Best Practices (SMBP)

The primary role of Security Management & Best Practices (SMBP) department
is to drive information security management based on ISO/IEC 27001 Information
Security Management System (ISMS) for CyberSecurity Malaysia. This includes
planning, developing, implementing and monitoring ISMS such as information
security risk management, information security awareness programs, information
security management review, development of information security policies and
procedures and Business Continuity Management (BCM). This department is also
entrusted in giving trainings and awareness talks about ISMS to external
organizations. In addition, this department also develops information security
guidelines with its best practices to the public. Therefore, it can assist them in

securing their information security environment.

This department also give contribution towards standardization development in
information security at both local and international level. Moreover, this department
is glad to invite everyone in visiting their published guidelines and best practices.
Otherwise, ISMA also lead the internal auditor of ISO 27001 in Cybersecurity
Malaysia. There are 4 auditors who have authority and certificate in ISO 27001.
Those 4 staffs will lead the external and internal auditor activities in the whole

building of Cybersecurity Malaysia.
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3. Chapter 3: Industrial Training Activities
As atrainee in ISMA for 5§ months, trainee had opportunities in using the skills and
knowledge as Information System Students. In addition, trainee had experienced the
reality in managing and controlling all the active documents and correspondences in

the department and understand and practice ISO 27001, 27002, 27552 and 29001.

3.1 Training Activity

Industrial Training can provide a chance to trainee in applying theoretical
knowledge gained from the classroom with practical application of knowledge in
performing tasks. Thus, these are several activities during internship program in
CyberSecurity Malaysia which is research, auditor checklist, cafe ilmu, develop
research paper, maintaining and troubleshoot ISMS, moving out to new building,

banking framework, charity program and jamuan hari raya.

3.1.1 Research

The trainee received task to work with the research team. In this activity,
the trainee need to make a research about several topics given by the team
leader who named Madam Nagliyah bt Zainuddin. First task for this activity was
the trainee need to make research about the privacy at 3 sector which is Bank
sector, Health Care sector and Telecommunication sector. First of all, the
trainee need to compare the definition of privacy from several articles. After
that, the trainee need know what the new issues and problems that faced by
Bank sector, Health care sector and Telecommunication sector. Moreover, the
trainee also need to make a comparative analysis, submit and present it to
team leader Madam Nagliyah bt Zainuddin. Besides, the trainee also need to
develop the flow chart and framework for Personal Identifier information (Pll)
for this three sectors in understanding how they manage and receive the data
privacy. The several articles, act and standards that used by trainee as

references to make research for this activities.

9|



Table 3. 1 List of article, act and standard

No Article / Act / Standards Years
1 Health information privacy and security framework:
supporting electronic medical records in healthcare 2017
system
2 | Information flow in time of crisis: The case of the 2019
European Banking and Sovereign Sector
3 | Open Banking privacy at the epicentre 2018
4 |[The Impact of Management Information system
effectiveness on task productivity case of the Greek 2016
banking sector
5 Mobile Payment in India: the privacy factor 2017
6 | The Value of Protecting Privacy 2019
7 | Personal Data protection Act 2010
8 | HIPAA 2019
9 | I1SO Standard (ISO 27552, 1SO 29001) 2019, 2010

After that, the trainee also gets the new task from Mrs Nagliyah to make a

research about Industry revolution 4.0, Internet of things and Cyber Threat at

Airport. First of all, the trainee needs to understand the industry 4.0 and industry

revolution 4.0. For the information industry 4.0 and industry revolution 4.0 is

different. Industry 4.0 is more focus to smart factory and industry revolution 4.0 is

cover for all sector like smart city, smart healthcare and others. The trainee need

identify the risk and problem that faced by industry and this country when using

IR 4.0. The trainee also should understand the positive and negative impact

towards privacy and security when implementation IR 4.0 in this country. After

the trainee understand the IR 4.0, the trainee need make comparative analysis

and submit and presentation to team leader Madam Nagliyah bt Zainuddin.

10 |




Moreover, the trainee also makes research about the Cyber Threat at airport.

For this topic the trainee need make a research about the types of threats, the

hardware and software that use by hackers, types of hackers and the most

problems and risk that faced by airport at worldwide. All information collects need

to make comparative analysis. This is several articles, book and journal that use

by trainee as references to make research for IR 4.0 and Cyber Treat at Airport.

Table 3. 2 List of article, book and journal

No Article/Book/Journal Years

1 | Overcome the silent Threat : Building cyber 2018
resilience in airport

2 | Aviation insider treat: What We Know, our Finding 2017
and What we recommend

3 | Securing Smart Airports 2016

4 | Smart Airport cybersecurity: Threat mitigation and 2019
cyber resilience controls

5§ | The Internet of things (loT) and its impact on 2016
individual privacy: An Australian perspective

6 | Regulation and governance of the Internet of Things 2018
in India

7 | Enhancing social networking in smart cities: Privacy 2018
and security borderlines

8 | Security and privacy challenges in smart cities 2018

11|




3.1.2 Auditor checklist ISO/IEC 27552

ISO/IEC 27552 is standard for privacy information management requirements
and guidelines. This standard is extension to ISO/IEC 27001 and ISO/IEC 27002.
While ISO/IEC DIS 27552 provides guidance for the protection of the privacy
which enables the organization management system covered on general and
specific requirement for personal identifiable information (Pll) protection.
Furthermore, this standard also consists of additional requirements and guidance
that usable for protection of the Pll by all types and size of organizations. After
that, this standard focuses on Privacy Information Management System (PIMS).
PIMS is information security management system which addresses the protection
of privacy as potentially affected by the processing of PIl. ISO/IEC 27552 have
eight clauses which are clauses 1 scope, clauses 2 normative references,
clauses 3 terms, definition and abbreviations, clauses 4 general, clauses 5 PIMS
specific requirements related to ISO/IEC 27001, clauses 6 PIMS-specific
guidance related to ISO/NIEC 27002, clauses 7 additional ISO/IEC 27002
guidance for Pll controllers and clauses 8 Additional ISO/IEC 27002 guidance for

PII processors. This standard more focus on three actors which are are:

i. Pl PRINCIPLE

Personal ldentifiable Information (Pl1) Principle is a natural person to whom
the personally identifiable information (Pll) relates to, which is the owner of

the data or information it is.

ii. Pl PROCESSOR
Personal Identifiable Information (Pll) Processor is a privacy stakeholder
that processes personally identifiable information (Pll) on behalf of and in
accordance with the instructions of a Pl controller. Pll processor is the
person or organizations that process the user Pll on the behalf of the PH
Controller with authority given by Pli Controller.

12 |



Pll CONTROLLER
Personal Identifiable Information (Pll) Controller is privacy stakeholder that

determines the purposes and means for processing personally identifiable
information (PlI) other than natural persons who use data for personal
purposes. Which mean, the organization that holds and collects the data of the

Pl principle for the purpose of business and transaction.

The trainee get new task to develop auditor checklist ISO/IEC 27552.
First of all, the trainee needs to understand all clauses and objective of ISO/IEC
27552. The objectives auditor checklist is to guide and help the auditor to make
the audit for ISO 27552, ensure that the audit scope is being followed, ensure
a consistent audit approach and be used as an information base for planning
future audits. With this checklist, the auditor can easily to ask a question to their
client and auditor also easily get the answer. The trainee develop question for
clause 5 and clause 7. The duration for this activity take 5 month start from
research phase until develops the question and guideline. Some clause in
ISO/IEC 27552 have additional requirement from ISO/IEC 27001 and ISO/IEC
27002.
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Table 3. 3 Additional requirement 150 27001

Clause number | Title Sub-clause Remarks
in ISO/IEC number in this
27001:2013 document
4 Context of the 5.2 Additional
organization requirements
5 Leadership 5.3 No PIMS-specific
requirements
6 Planning 5.4 Additional
requirements
7 Support 55 No PIMS-specific
requirements
8 Operation 56 No PIMS-specific
requirements
9 Performance 5.7 No PIMS-specific
evaluation requirements
10 Improvement 5.8 No PIMS-specific

requirements

Table 3. 4 Additiona! requirement 1SO 27002

Clause number | Title Sub-clause Remarks

in ISO/IEC number in this

27002 document

5 Information 6.2 Additional
security policies guidance

6 Organization of 6.3 Additional
information guidance
security

7 Human resources | 6.4 Additional
security guidance

8 Asset 6.5 Additional
management guidance

9 Access control 6.6 Additional

guidance
10 Cryptography 6.7 Additional
guidance

1 Physical and 6.8 Additional
environmental guidance
security

12 Operations 6.9 Additional
security guidance

13 Communications | 6.10 Additional
Security guidance

14 System 6.11 Additional
acquisition guidance
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5|PitkS.specific rquirements related to ISOAET 27004
Z|Cartext of i =

This is first time trainee develop the auditor checklist. The trainee learns
a lot from senior auditor to develop the auditor checklist. After the first draft is
complete, the trainee need to present in front senior analyst, auditor and
supervisor. Three times the trainee need to redo the question in checklist to
ensure that checklist is easily to understand and have quality. Clauses five has
eight sub clause which is 5.2 context of organization, 5.3 leadership and
commitment, 5.4 action to address risks and opportunities, 5.5 resources, 5.6
operation,5.7 monitoring, measurement, analysis and evaluation, 5.8
improvement. Next, clause seven has five sub clauses which is 7.2 conditions
for collection and processing, 7.3 obligations for Pl Principle, 7.4 privacy by
design and privacy by default, 7.5 Pl sharing, transfer and disclosure. This is

example of auditor checklist ISO/IEC 27552 for clause 5 and clause 7.
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Figure 3. 1 Clause 5.2
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3.1.3 Cafelimu

Cafe limu is sharing knowledge activity which any staffs in CyberSecurity
Malaysia can share their story and hobby to others people. This activity
organizes by Knowledge Management Department. The activity is every
Wednesday from 9 am until 12.45 pm at Knowledge Management department.
This activity became more interesting because the participant got free food and
present. Participant also gained new knowledge. Cafe limu is one of the
platforms that can help internship student to be known and improve their
confident to speak in front of crowd. Staff need to register their name with the
staff at Knowledge department if they want to be the presenter. If the slots from
that week are available staff will be email to participant to make sure they

prepare the topic and slideshow for presentation.

At 27 March 2019, the trainee registered as presenter for the sharing
knowledge activity. Others participants at that time are Shaifudin bin Sulaman
from international engagement department (IE), Nabila Agmar binti Razali who
was also an internship student. Shaifudin bin Sulaman share about chrome
extension for productivity and Nabila Agmar binti Razali share about travel tips
and tricks to Korea. All information they share will record by staff from
Knowledge department and they will share this video to all staff in
CyberSecurity Malaysia through email. For this activity, topic chose by the
trainee to share with others was “Ainul Hayat". The reasons trainee chooses
this topic because the story is rare and most people don’t know about this story.
This story is about prophet Khidir and King Zulkarnain travel around the world
to find the water of life (Ainul Hayat). Moral value from the story are work hard,

never give up, working in a team and being patient.
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With this program the trainee can improve the communication skills and
increase the confident during speaking in front people. Moreover, this program
also teach trainee to make a new social connection with others staffs in

CyberSecurity Malaysia and build leadership skill.

Figure 3. 13 Presentation Ainul Hayat

Figure 3. 14 Knowledge Sharing
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3.1.4 Develop Research Paper

The trainee get new task from Madam Nagliyah which was to conduct
research and writing the research paper. Duration of collection the information
and make analysis is one week. The trainee needs review several articles,
books and journals to collect the information, understand the topic and identify
the issues from every resource. After collect the information the trainee need
to make comparative analysis and need to consult and present to Madam
Naqliyah. After get the approval, the trainees proceed to next stage which starts
to write the paper. These papers have 6 parts which is abstract, introduction,
and literature review, privacy term according to standard ISO/IEC 29100, way
forward and conclusion. The title for this paper is “A study of Information

Privacy personal identifiable information (PII)".

The aim of this paper is to acknowledge individual, organization, and
government about data privacy implementation guidance. Thus, this paper also
discussed the ecosystem of two sectors that are used as a representative to
understand the reality of the ecosystem from different sector. Other than that,
to provide a clear delineation of data privacy and security concern towards the
readers. To encourage user understand privacy compliance from standard and

legal framework or principles.

in this paper, have mention about the ISO 29001. ISO 29001 is privacy
framework, this standards is intended to help organization define their privacy
safeguarding requirements related to Pl within an ICT environment by
specifying a common privacy terminology, define the actors and their roles in
processing Pil and describing privacy safeguarding. This paper mention about
the important of privacy to all organization and organization should make sure

that all personal identifiable information (Pll) is protected well.
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3.1.56 Maintaining and troubleshoot ISMS

ISMS is stand for Information security management system. ISMS is define
as that part of the overall management system, based on a business risk
approach to establish, implement, operate, monitor, review, maintain and
improve information security. The benefit of implementation ISMS improve
overall governance structure in managing information security in the
organization, improve control environment continuously and comply with legal
and regulatory requirements. At 17 April 2019, Mr. Khabir and Mr. Sirhan give
trainee new task which is assist them in maintaining and troubleshoot ISMS.
The trainee and others two staff went to MAMPU for troubleshoot the ISMS.

First of all, briefing had been given by Mr. Khabir before we got our task.
The tasks given to the staff is identifying the bug which manage their database
by using remote desktop and make a report for troubleshoot. The task become
easier to the trainee because they understand the PHP coding and SQL. After
that, Mr. khabir make a troubleshoot at that system and identify the port 139
and port 135 have a problem. Port 139 and 135 is not connecting with their
server. The trainee make a report about the problem and the report need
submit to client and one copy our organization store. Port 139 is port to transfer
the file and printer sharing. Port 139 is one of the dangerous ports on the

internet because it is easy target to be hack

-

Figure 3. 15 MAMPU

e
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3.1.6 Moving out from Seri Kembangan to Cyberjaya

On April 2019, Cyber Security Malaysia was moving out to a new building in

Cyberjaya Selangor. The trainee should help the staff in packing all things. These

activities started from 9 April until 15 April 2019. Every single person in this

department gave their hand. There are several activities during the program

which are:

Pack all document

in this activity the trainee help all staff to pack all current documents in
box. The trainee helped the staff in wrapping the box to make sure the
item on the box secured. There are two types of box provided by
organization which are moving box and confidential box. Moving box
provided to all the staff to store their item and records while confidential

box is to store all confidential and top secret records

Tagging box

Mrs. Nurfaezah Hanis binti Halim responsible in managing all activities.
One of her task is developing the tagging to all boxes in ISMA. The
function of tagging the box is to identify the box easily, avoid from lost

and misplacing the box.

Appraisal Records

Appraising is the process of evaluating the documents whether they
have value of not to the organization. in ISMA, the trainee and several
staff appraised the records. Hence, they can decide either to dispose
or store the records. Mrs. Nurfaezah Hanis give all staff the manual

needs to follow by all the staffs in appraising activity.
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» Disposed Records
All records that not have value and not regularly use need to dispose.
Besides, in context of record management, any records which keptin 5
to 7 years need to dispose if they have no value. In this organization

they shred the records with shredder machine to dispose the records.

Figure 3. 16 Tagging Box Figure 3. 17 Arrange the box

Figure 3. 18 Package all document Figure 3. 19 Package all document
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3.1.7 Banking Framework

The trainee get new task to assist Nabila Aqmar to establish the implementation
framework of ISO/IEC 27552. For this task Nabila Agmar need to develop three
frameworks from different sector which is banking sector, telecommunication
sector and health care sector. Our supervisor gives trainee to establish the
Banking framework to assist Nabila Agmar. The trainee started with research
from several article, act, journal and book about movement of personal data and
privacy in banking sector. After that, the trainees make analysis and identify
several research from other researcher as a references to develop the Banking
sector. This is one of difficult task that get in this internship program it is because
the trainee not familiar with the banking sector and not have any knowledge about
act and policy that use by banking sector at Malaysia. However, staff at this

department always help and guide trainee to improve their work.

Banking sector is an organization or companies that provide services for

financial management and financial assets which handle:

= Cash

= Credit
= Saving
= Loan

= QOther financial transaction

Bank is an organization that can be trusted which is a safe place to store money
and credit without doubtful and hesitate. Other than that, banking also provide
loans services which include home mortgages, car loans, business loans, and

any other related loans.
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Banking sector is one of the popular sectors that handle privacy of personal
data. Banks and other financial institutions managed a large volume of sensitive
information such as account number, pin number and massive amount of
transaction. Customer information is growing from day to day and banking sector
need to handle that information properly. In addition, they also need to ensure
that information is not being misuse by unauthorized person or lost. This sector
has three actors along with their roles of PIl which is Pli principal, Pll processor
and PlI controller. Pl principal for this sector is customers that register to use the

bank services.

All information provided by PII principal is important and need to be stored
carefully. Examples of information provided by PIl principal are name,
ldentification Card (IC) number, address, phone number etc. However, PIl
principal also provide the sensitive data such as pin number and account bank.
As we know, all banks and financial institutions have their own privacy policy to
ensure that the personal data shall not be shared without getting the permission
from the data owner. Therefore, the customer must read and clearly understand
the policy properly before sign any of the documents given to them. Below are
the flow of Pl in banking sector which show on how the flow of Pll are distributed

and managed with who is responsible on used it.
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Table 3. 5 Banking Framework

Pl Principle Customer

Pll Controller Bank

Pll Processor | Third Party/Agent/ Regulator/ Cloud/ It Department/ Operation/Customer
Services/ Treasury

Sensitive Data

The flow of sensitive data is through the red line which to represent
sensitive data used in banking sector.

1.

Sensitive data that used, shared and consist in banking sector is the
data that related to any transaction such as :

¢ Pin number

Account bank number.

Amount of money,

Agreement of loan

Any data that related to the account bank of principles.

Data of the transaction performed by the principles

While, from mobile application sensitive data consist of:

o Password of the log in account

o Username of the principles used while log in into the application,
e Updates from the transaction performed.

L ]

After that, sensitive data that can be access by Pl processor which
is internal department in organization itself known as Information
Technology Department. Sensitive data stored at IT department
which is all of the history of transaction through technology are
managed by IT department and the sensitive data will be recorded
and stored in Cloud (cloud also is one of the Third Party Services
Provider) which for the purposed of storage, and backup.

Pl

Pll Processor: External party that can access Pl :

e Third Party
Third Party that provides services related to the banking sector
such as Interbank, MEPS, PAYPAL, CTOS, CCRIS and as stated
above. This is because the third party hold user Pl while the Pl
principles used their services and keep it as history for the
purpose of evidences.

e Agent

Access PII of principle that also provide financial services on its
behalf such as through telecommunication, Retail Outlet and
Petrol Station. For example, using Post Office services to
withdraw money from ASB Bank, or to deposit money to Tabung
Haiji account. The agents must at a minimum or basic services
only which to provide the services of accepting deposits and
conducting withdrawals. Thus, cannot provide main services that
bank are serving.
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3.1.8 Charity Program

CyberSecurity Malaysia advocate charity program during Ramadhan. The
location choosed by Cybersecurity Malaysia at Rumah Anak Yatim dan Asnaf
As-Solihin Banting Selangor and Pertubuhan Kebajikan dan Sosial Redhamu
Tuhan Semenyih Selangor. The project manager for this project is Sharifuddin
bin sulaman. This project was planned over two weeks. There are eleven staff
who involve for this project. During this charity program, CyberSecurity
Malaysia collected over 40 boxes that consist of clothes, shoes, shirts, Baju

Melayu, Songkok, handbag and Sampin.

Two days before the program, the trainee and others staff work together to
select and choose the item. Before start the program project manager brief
some information to all staff and make last check before heading to Rumah
anak yatim. The trainee need to make sure all boxes are enough and classified

each of the boxes based on their content.

7.50 pagi Pindahbarang ke Van
8.30 pagi Bertolak ke Rumah Anak Yatim Dan Asnaf As-Salibin, Banting

aci Penyerahan Sumbangan di Rumah Anak Yatim Dan Asnaf As-
S39P2F gqlikin, Banting

Bertolak ke Pertubuhan Kebajikan dan Sostal Redhamu Tuhan,

l0.00 pagt Semenyth

105 i Penyerahan Sumbangan di Pertubuhan Kebajikan dan Sosial
e, Redhame Tohan

11.45 pagi Kembali ke CyberSecurity Malaysia

Figure 3. 21Tentative
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Tentative that gives by project manager the program start at 7.50 am until
11.45am. The trainee start heading to Rumah Anak Yatim dan Asnaf as-
Solihin, Banting Selangor. The journey to the location took one and half hour.
The trainee spent only thirty minutes at the orphanage house. Then, all of them
started their journey to the other location at Semenyih Selangor. They took one

and half hour to reach Pertubuhan Kebajikan dan Sosial Redhamu Tuhan.

Figure 3. 23 Figure 25 Pertubuhan Kebajikan dan Sosial Redhamu Tuhan
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3.1.9 Jamuan Hari Raya

The trainee gets two invitations to attend “Jamuan Hari Raya” that organize
by Ministry of communication and Multimedia Malaysia and CyberSecurity
Malaysia. Jamuan Hari Raya that organizes by Ministry of Communications
and Multimedia Malaysia held on 20 June 2019 at Dataran Gemilang,
Putrajaya. In this programs that provide the variety of food like Satay, Nasi
Beriani, Laksa Peneng and others. This program also attended by Ministry of
Communication and Multimedia Malaysia YB Tuan Gobind Singh Deo and

Chairman of the National Film Development Corporation Malaysia Hans Isaac.

KNI 2 lamunn Heni Rags

Assalamuslailum w.b & Salam Seiahtera

Sukacita dimakiuriae babara Mo s Sexalng Bedl KKEN § Jarsary Had Raga adary Satlakas seperti hetetapar beriad -
Tardih: 25 Jum 2018 Kharnis

Idasa 1230 tengakari ~ 4 00 pelang

Tempal | Cataran Gemilang Pulrsiaya

Aturcara alis

12,33 tendabad ~ Katibaan Wasga KKIAH

13 pelang - Ketbasm At Meayuarat Pengumsan Tedinggi Pasca Kabine! dep dif jaroudan
15 patang - Ketibaan VB Timbalan kenter Kam s eclia
280 petang — Ketfzaan VB Gented Korunikast & Wettiredia

Ja dan Persembaban

U B fidenten

S gan Rava

Lavestan Gerai
CyberSecuity Malaysia tefal dimohon untuk menghantar seramal 58 crang wakil. Sefubungan dengae ftu zihak HCD memohon setiay Jabatan untuk menghantar sekurang-kusangrya
fonon uetuk menghantar parma wakd Jabatan tuan: puan fesacky Tik SRE Aishaly bipti Omas ¢ selewatnya pada hard 880k 1% Jun 209% jam- 1260 tengabad:

Lietuk makluman pgr ak CterSecudty Malagaiatalah menvurrbany gesad gomns-goreny pisans & velecet cheese dao cotfal  jom meriabkan gerai kita:

Terima kasih.

Figure 3. 24 Invitation Jamua Hari Raya
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Figure 3. 25 YB Tuan Gobind Singh Deo

Figure 3. 27 CyberSecurity staff

Figure 3. 26 ISMA Team
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Next, Jamuan Hari Raya that organizes by CyberSecurity Malaysia held on
28 June 2019 at Menara Cyber Axis. Variety of food that provide in this
programs which is Lemang, Rendang, Kambing Golek, Roti Jala and others. In
this program the trainee can know staffs from another department and agency.

Have three agency joint this programs which is Standards Malaysia, Mynic and

ra?
> ek T

—

STANDARDS . MYNIC A

PELBAGAI JUADAH

Lersamaan 2h Syawal el sijean disediakan gnluk dimikmat

bersama antaranya
‘ kambing golek... lemang...
O petang rendang... laksa... roti jala..
aneka kuih raya..
TEMA PAKAIAN: BATU RAYA

SEMOGCA KEHADIRAN SEMUA DAPAT MEMERIAHKAN LAG
SUASANA DAN MERAPATKAN SILATURRAHIM SESAMA KITA.

‘A . ;*‘._ A

Figure 3. 28 Invitation Jamuan Hari Raya
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Figure 3. 29 CyberSecurity staff

Figure 3. 30 ISMA Department
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3.2 Special Project
3.2.1 Introduction
Special project is a compulsory task need to fulfil by the trainee in an
Industrial Training. This task requires the trainee to contribute their skills and
knowledge in a project that can give benefits to the organization. Besides, the
trainee also need to ensure the project develops will relate to Information

System.

As a consequences, trainee developed a website that can give exposure to
the public about their privacy data. The idea to develop the privacy website
come after the trainee involve in the develop privacy framework and guide line
project in this organization. Privacy is concerns the protection of individuals'
personal information from the illegal disclosure and use by third malicious
parties and it is directly related to the individual's online behavior and privacy
(Moustaka, 2018). After the trainee makes some research, the trainee identifies
people in Malaysia do not concern or take care about their information privacy.
They easily share their data to other person or organization. The purpose of
this website is to share some important information about privacy to society in
Malaysia and give some awareness importance of privacy. In this website, the
trainee also provides tips and trick to protect our Personal ldentifiable
information (Pil). The trainee provides all research paper that suitable to
privacy topic in this website. All users can download the article and use as
references to make research or to add the knowledge. The target user for this
website comes from three categories which is student, lecture and research.
To develop this website the trainee takes 4 month to fully complete the

technical part and documentation part.
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3.2.2 Problem

That is several problems that identify:

I.  Lack of awareness and knowledge to understand the importance of
privacy
Il. Easy to share our privacy information to unauthorized person and
organization
Il Lack of exposure to children, staff and others society about data privacy

management

3.2.3 Objective
The objectives of Privacy Awareness Websites:
. To exposure the importance of privacy to the society
Il.  To provide tips and tricks in managing and protecting the privacy of
personal information
lll.  To understand and implementation ISO 27552 as the privacy of

Malaysia
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3.2.4 User Target

Privacy Awareness Website (PAW) also involved within a lot of great

requirements and multiple functions suit for specific purposes. This system

served two categories of users which are the user (students, lecture, and

researcher) and administrator (Privacy team CyberSecurity Malaysia). The

scopes of the system that will be provided for each of the categories are as

follows:
Table 3. 6 User Target
No User scope
1 User (students, lecture, The user can see all information that provide in this
and researcher) website. Beside the user also can download several
research paper that provider about related topic in this
websites.
2 | Administrator (Privacy Admin for this website can edit, delete and update all
team CyberSecurity information that provide at user interface. Admin also.
Malaysia)

3.2.5 Tools for Development

Table 3.7 shows the items, the descriptions of the items of the tools that

used for the development of this website. CyberSecurity Malaysia provide all

tools that use by the trainee. The trainee need get the permission with

supervisor and Security Technology System depariment to install all software

that need use in this project. After the trainee get the permission the trainee

proceed to continue develop this project
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Table 3. 7 Tools of Development

NO | ITEMS DESCRIPTION
1 HP Pavilion 14-AL102TX GOLD
Laptop » Specifications
= [ntel® Core™ i5-7200U (2.5 GHz, up to 3.1 GHz, 3 MB cache, 2
cores)
= 4 GB DDR4-2133 SDRAM (1 x 4 GB)
= NVIDIA® GeForce® 940MX (2 GB DDRS3 dedicated)
= 1 TB 5400 rpm SATA
= 65 W AC power adapter
2 Adobe Dreamweaver CS6
Adobe This software program used in designing web pages, more fully
Dreamweaver featured HTML web to create and edit web pages in a user-friendly
environment.
3 Adobe Photoshop CS6
Adobe This software majorly used for the task that involved with the design
Photoshop and, photo editing. For instance, the creation of the logo design. By
using Photoshop, the image can be created in high quality.
4 Windows 7 Professional
Operating Windows 7 Professional is an operating system that is installed in
System the PC and laptop to develop the system.
5 Bootstrap Bootstrap its template that use by trainee to develop this privacy
awareness website. This is requirement that mention by
Cybersecurity to use for development this website
6 Notepad++ Version 7.5.6
Notepad++ Notepad++ used to write the coding languages in order to develop
the system. Using Notepad++ is more attractive as it includes many
interesting colors.
7 Google Chrome & Internet Explorer

Web Browser

This application used to run the system to see if it can be run
smoothly by using the certain web browser.
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3.2.6 Methodology
The methodology that trainee propose to use is the system development life
cycle which is System Development Life Cycle that stands for planning,
analysis, design, implementation, and maintenance. The following sentences

are some details for the methodology.

3.2.6.1 Planning

For the planning, the trainee had done a proper planning regarding
web development. So, within this planning, the trainee will do a research
in order to seek what is the problem that emerges which makes this
kind of websites need to be developed. Then after the trainee had
identified some of the potential problems, the trainee will specifically
create the solutions for all of the problems that found. The solutions will
be main priority when developing this websites. Not only that, the
trainee also calculate the amount of time, resources that require in order
to successfully develop this website. All of the suitable items for this

web development will be carefully considered within this planning

3.2.6.2 Analysis
For the analysis phase, the trainee had conducted some research in
order to gain all relevant information that need to develop this website.
So for this reason, trainee had organized some interview session with
the staff at the Cybersecurity Malaysia to collect all the required
information. Furthermore, the trainee also look into some journals or
article to find out if this kind of website will basically bring a lot of benefits

to user.
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3.2.6.3 Design
So for the design phase of this web development, the trainee
scratches the storyboard and site map. After that, trainee consults the
storyboard to supervisor to get the permission to procced that design.
This websites have two interface which is user interface and admin
interface. For user interface user can see all information that provide
and also can download the article. Next, admin interface can update,

delete and add the information.

3.2.6.4 Implementation

Then for the implementation phase, the trainee get free from
Cybersecurity Malaysia all of the required hardware and also the
software upon the system execution. So for the software, the software
such as the notepade ++ will be installed in order to execute all the
codes of the programming. Then the laptop will be used and other
devices such as a mouse, monitor, and the motherboard also get from
Cybersecurity Malaysia to serve as the back-up in case something bad

happens to the laptop itself.
3.2.6.5 Maintenance

In this very last stage, the trainee gave the permission to the
Cybersecurity Malaysia to test this system. So if there is any weakness
being found within the testing period, the trainee immediately fix that
problem and may add some more features after the testing of the

system in order for the system to be well-functioned.
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3.2.7 Project Planning

Assessing schedule feasibility is about time constraint or schedule that has
been assigned for the period of time in order to make sure that the project will be
fully completed according to that time. This also can be information to the
development team or notify them the deadlines of the project either the date given
is reasonable to perform all tasks that has been assigned. The trainee makes
brainstorming session to know the period of time to complete our project. To make
sure project run in accordance to the date that has been assigned, the trainee

developed project timeline or Gantt chart to ensure can follow the deadlines.

Project timeframe must be planned properly in order to overcome overdue of
the project planning. Profit of the organization is important to ensure the company
will always effective and efficient with financial management so to ensure that is
by making the schedule properly. Project planning is referring to assessing
schedule feasibility in which it is related to project duration. Project planning helps
trainee in determining all potential time frames and completion date schedules
can be met and that meeting these dates will be sufficient for dealing with the
needs of the organization. The trainee use Gantt chart in order to estimate the

time frame of Privacy awareness website.

For this project the trainee estimate five month to fully finish this project. This
project will be starting from 1% February 2019 until 28 July 2019. There are several
phase that need to follow which is planning, analysis, design, implementation and

design.
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Table 3. 8 Duration Develop website

No | Phase Start Date

Finish Date

Total days
exclude
weeekends

Planning 1/2/2019

28/2/2019

20 days

Analysis 4/3/2019

26/3/2019

17 Days

Design 1/4/2019

3/4/2019

17 Days

Implementation 2/5/2019

14/6/2019

32 Days

N Al WN -

Maintenance 17/6/2019

28/6/2019

10 Days
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3.2.8 Analysis

In this phase, the trainee takes one month to complete this phase and conduct
three times meeting with privacy team and Head of Department. After the process
of collecting requirements through some research, interview and observation has
been made, the trainee decided to propose Privacy Awareness Website. The
reasons then website was being developed is to give knowledge and awareness
to society at Malaysia to store their information data carefully and not share to
unauthorized person. The others reasons are to ensure user understand what

types of information Personal identifiable identity (P1I).

First of all, in this phases the trainee conduct the research to gather all
information about important of privacy, privacy in IR 4.0, awareness of privacy
and policy and procedure to preserve and maintain information privacy in
organization or personal. All information that collects need to analysis and
present to supervisor and Head of department. The trainee also need analyze
which information is suitable to share and expose in website. The trainee also
need ensure information that share in website need using simple words to make

sure target user easily to understand that information.

Next, the trainee conducts the interview with privacy team leader. The purpose
of this interview is to understand more detail about the privacy and ISO 29001
and ISO 27552. In this interview the trainee gets more knowledge about the
privacy based on experience that share by privacy team leader. In this interview
also, privacy team leader share some tips and idea about the structure and flow
of the privacy websites. The trainee also discusses the flow chart and sitemap of

this website to team leader and head of department.
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Moreover, the trainee also analyses some privacy awareness website from
other organization and country to identify what information they share to their
user. For example privacy awareness week (Australian), stay safe online

(National Cyber Security Alliance), privacy awareness week (Philippines).

3.2.9 Design

In develop website, this phase are very important to ensure the layout are
interactive, easy to understand and beautiful can attract user read the information
that provides in this websites. In this phase, the activity that make by trainee are
sketch storyboard, design the user interface, meeting and discussion with
supervisor and design site map. The duration that take for this phase are 20 days.
The trainee changes the design for three times in ensuring the website is more
effective and can attract user time to time.

Sketch storyboard is very important to get the idea and design the layout to
ensure the website interactive and effective. With storyboard the trainee can
easily present to supervisor and show how the website process. The process of
evaluation the information need to aliocate in the websites is very important. The
reason is because to ensure the user can understand the information easily.

After the trainee done sketch the storyboard, the trainee need consuilt and
presentation to supervisor to get the approval. During the meeting and
consultation the trainee and others staff sharing the idea to improve the website.
After get the approval from supervisor, the trainee starts design the sitemap.
Sitemap are very important way for a website to communication with search
engines. Sitemap make navigation the website easily and gives better visibility to

search engine

47 |



| 8v

5101095
J9.4Y3 U0 3se)

uoljewiojul
BNUSUIS
40 sadA}

ydeaug eleqg

3svd

uontuyag
iid 1012y

Adeanud oapia

uonodnpouy

!

dewsays 1'6'2'¢



e |ep

pJeoqAiols SWOH 9€ € 24nBi4

(10eTu02 ‘tewials ‘'0do7) 191004

2ld 10s5@00.4d [1d sidipuidd Iid

(sanbiein) uohl

UOIIAPOIIUY

(saaoey 1o 18gA) yum pae|ay)

NI

(aoepajuj awoH) preog AIoJS Z'6°C°S




PERSONAL iIDENTIFIER INFORMATION (PH)

ERETRLY MM nisani e Wi rracissol

Figure 3. 37 Home Interface

50 |

i8]



oS

sdii pseogAiols g€ ‘g aindiy

MUBYS “J2eiuo) ‘0do]) 181004

(saded aluon Ltm awes) I4NLD1d

(soeuayu| sdil) pieog A1) £'6°2°¢



Link Company

Figure 3. 39Tips Interface

52 |

<

413




) 8 o

| €5

ase) pJeogAiols Oy '€ 24n8yy

(dewsayis 1oeiuo) ‘oBoi) 183004

eJeQ INSUSS B1() INISUBS e22(] DAINSUBS

|oeaig e1e() oapIn

(safed slwon yam awes) 340104

(ooepajuj asen) preog A0S $°6'2'¢



ARG A s e  SIRgMealn

Hong Kong Department of Heaitr

Figure 3. 41 Case Interface

54|




3.2.10 Implementation

In this phase the task that was conducted the trainee like implementation of
coding, installation, testing and training. In this phase the trainee conduct four
times meeting which privacy team and Head of department. The trainee start with
develop front end interface for privacy awareness websites. This activity takes
two weeks to fully complete for interface. After that, the trainee inserts all
information and infographic information into the website to ensure all information
suitable in this websites. Besides, the trainee starts implementation some design
to ensure suitable with websites. The trainee also ensure all design follow the

storyboard that create in design phase.

So, upon the completion of Privacy awareness website, the process of the
testing or user acceptance had been significantly conducted within the
Cybersecurity Malaysia. For user acceptance test (UAT), the trainee chooses four
people from department information security management and assurance (ISMA)
to involve in this activity. The trainee provides user guideline and checklist for
(UAT). The purpose of user acceptance test (UAT) is to identify any bug in this
website and to ensure all button function and all information can update, delete,

edit and upload.

The trainee also conducts the internal training for privacy team. This training is
to ensure all privacy team member know how to handle and manage this website.
In this training the trainees teach how to edit, delete, update and upload the
information in this websites. The trainee had also instructed all of the participants
on how to effectively and efficiently utilize the whole system. If there is anything
that the user does not understand about the system, the trainee immediately

giving the response to all of their inquiry or problems during this training phase.
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3.2.11 Maintenance
For the maintenance phase, the trainee had fixed all of the flaws that may be
identified within this website. The trainee executes the improvisation based on
the minimum bugs and errors from the implementation phase. So during the
maintenance phase, the trainee executes the debugging and fix and kinds of

errors. The trainer ensures all button are function and connect with other page.

The other problem that land on project is that the interface manages to be
displayed but some of the pictures just could not be displayed on some pages.
So to solve this kind of problem, the trainee had searched if there is any error that

the trainee may not expect at all within the coding implementation.

Indeed, there are some errors within the coding itself. Then, the trainee had
managed to fix the errors and the pictures can be displayed on the page as it
should be. During the testing phase, some of the user fails to update the picture
into the website since that the file size is way too big. So, the trainee alters the

coding so that user can upload files with larger size.
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4. Chapter 4: Conclusion
In the industrial placement, trainee learned lot of new things and gained many

experiences. Trainee also get the chances in applying the theories learned in class.

4.1 Application of knowledge, skills and experience in undertaking the task
(Knowledge gained)

The trainee had applied the knowledge and skills leamt in ISM657 legal and
ethical aspect. During the study in faculty the trainee as well had explored further
on ISO 27001 and Business continuity plan. The trainee can implement the skill
and knowledge during intemship program. During this internship program the
trainee easily to understand and can assist other staff during implement ISO 27001
and Business Continuity plan. The trainee also can share knowledge ISO 27001
and Business Continuity plan that learnt in faculty with other staff to get new opinion
and idea.

Next, the trainee also had applied the knowledge and skill learnt in IMC 651
evaluation of information services. During study in faculty the trainee as well had
explored in research skill, develop research question, develop research framework,
use and understand research methodology, write the research paper and critical
paper .The trainee uses all skill in research that learns during studies in Faculty of
information Management. The trainee can easily conduct the research and write
the research paper during the internship. All skill and technique that leam in Faculty
implemented by trainee.
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The experience gathered from handling events and programs including user
training and public speaking during studies in Faculty of Information Management,
UiTM Kelantan also had benefit the trainee in order to communicate with the staff
and joint sharing knowledge activity that organize by Knowledge Management.
During study IMS 556 Information System Interaction and Consultation in faculty
the trainee leam how to use the proper language, body language, conflict
management, and emotional reaction and actions to use in internship program.
This knowledge is very important to implement in our self because during the
internship program the trainee always have a meeting with head of department and
other staff.

Besides, the trainee also had applied the knowledge and skill leamt in IMS607
Advanced Web Design and Content Management and IMS606 and IMS655
System Analyst in Information Management. During study in faculty the trainee
learn how to conduct the user acceptance test (UAT) and final acceptance test
(FAT). The trainee also leam how to identify the bug or error in system and how to
solve that problems. With this knowledge and skill the frainee can easily help other
staff to maintaining and troubleshoot the ISM system at MAMPU.

The trainee can use all knowledge and skili that get in faculty to implement in

intemship program. All subject that provides by the faculty is very important to
understand and ensure can implement in our life.
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4.2 Personal thoughts and opinion

During the internship program, the trainee feels that the organization provide a
lot of opportunities and supportive environment. The supervisor, the staff, and even
the top management are friendly and easy to communicate. The work environment
in this organization is a fun, conducive and productive atmosphere. The
organization also provides the best facility to all staff and also to all internship
students. The organization provides laptop, parking space and free drink to all staff.
The trainee also thinks that knowledge and skills provided by faculty is necessary
and useful and can be implementing.

Next, from the experience all the colleague in CyberSecurity are helpful and
supportive in helping all the intemn to finish their task assigned. During the
internship program many enquiries may come from time to time. The trainee
always seek for industry supervisor support regarding the issues in daily task. The
industry supervisor will never reject any enquiries and will patiently show the
solution. Others than, teamwork between Information Security Management and
Assurance department (ISMA) is unquestionably good. All of team member will
keep updated the tasks with each teammates in finishing the tasks. There are many
different group in this department such as research team, Business continuity
management and Information security management system.
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4.3 Lesson learnt
During the industry program, the trainee can learn many lessons and get new
knowledge. The trainee has learnt to be more discipline, punctual, and has improved
in communication skills. Other than, the trainee also leamnt how to conduct the meeting
with the top management and conduct the research more effective and efficient.
Besides, the trainee aiso learnt new knowledge which is about ISO 27552, ISO 29001,
ISO 27002 and Privacy framework. All knowledge that gives during Industry training
is useful for the future. Being in working surrounding, the trainee has learnt how to
commit with time, multiple tasks, problem solving and responsibility. The most
important things that can learn are teamwork. How to work in one group together and
achieves the goals together. A lot of teamwork goes behind achieving big goals. To
have a meaningful and lifelong career, need to work well with others which are

why teamwork is so important in the professional world.

Next, time management is extremely important in a project environment. A
good time management will ensure the project run accordingly and helps to achieve
objective effectively. During this internship placement, the trainee learned a lot about
managing the time in finishing all the task given. Time management is very crucial in

a project as trainee need to achieve the dateline and target given by the supervisor.

Self-learning or self-exploration is important in all the task given. Not all
problem or issue will be solved by the senior staff. During the first two months, the
trainee will be helped through all the issue arise. But after that, the trainee will have
to depend on themselves. This self-learning is good for the trainee as this will help
them in gaining more knowledge and skills in software development industry. In times
when everybody is pressed for time, and formal education comes with its own time
constraints, self-learning ensures that one is not under any pressure whatsoever to

push oneself.
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4.4 Lesson learnt

During this internship program the limitations that faced by trainee is difficuit to
find the related topic in online database that provide by CyberSecurity Malaysia. The
trainee needs using online database that provide by UiTM. In online database
Cybersecurity Malaysia they just have 3 publishers and not have many choices. The
trainee would also like to recommend this organization to subscribe more publisher in
their online database to ensure staff in their organization can easily to find the related
topic based on their field. Next, the trainee would also like to recommend that faculty
improve the courses by providing more hands-on courses so that the future students
who will undergo practical training will be well-equipped with hands-on skills rather

Besides, during the internship program the limitations that identify in
Information Security Management and Assurance department is they not have enough
staff to handle many project. This department need to hired new staff to help them
manage the project and get new idea from the new staff. Moreover, in CyberSecurity
Malaysia they not allowed internship student use their Wi-Fi because that are policy
and procedure that use in Cybersecurity Malaysia. With this policy, the trainee facing

difficulty to make the task out site form office.
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