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ABSTRACT

Buffer overflow vulnerabilities emerge and are announced frequently.
Exploitation details and exploits are publicly available for interested parties. These code-
based attacks allow malicious code to be executed on the vulnerable systems. This paper
provides a brief introduction to buffer overflow vulnerabilities and methods of
exploiting them and how the prevent these attacks using compiler tools. The tools used
in this project are StackGuard from Wirex Immunix and Stack Smashing Protection aka
ProPolice from IBM. A survey is made of exploits that are easily available to everyone,
including the underground community. Articles on buffer overflows are reviewed, and
the exploits presented are examined in terms of functionality. A platform is setup where
these protections will be tested. An attempt to compile a vulnerable program is made to
verify the capabilities of each compiler. Whether these compilers can detect, prevent or

stop vulnerable programs from being compiled or executed.
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1.1

CHAPTER 1

INTRODUCTION

PROBLEM STATEMENT

The day when the world finally acknowledged the risk entailed in overflow
vulnerabilities and started coordinating a response to them was the day when
the Internet Worm was introduced, spread and brought the Internet to its
knees. In his analysis of the worm, Spafford (1989) presents some details of
the buffer overflow exploit against the 'fingered' program for BSD-derived
versions of Unix running on VAX computers. Some research and response
work was initiated in the security field, but a limited amount of academic
work was available to the general public regarding the causes behind buffer
overflow vulnerabilities and their ease of exploitation. Since then, several
discoveries have been announced as public disclosures on mailing lists, such
as Bugtraq, where security-aware people has donated their knowledge on the

subject (Myers, 1993-1999; Netspace, 1995-1999; SecurityFocus, 1999).

Buffer overflows are probably one of the most advanced attack
techniques ever made or created. Ever since Dr. Mudge’s discussions of the
subject in his 1995 paper “How to write buffer overflows”, the world of
UNIX security has never been the same. Aleph One’s 1996 articles on
“Smashing the stack for fun and profit”, originally published in Phack
Magazine issue no 49, is also a classic paper detailing how simple the process

is for overflowing buffer.

According to Taeho Oh of Postech Linux User Group in his paper
titled Advanced Buffer Overflow Exploit, the early buffer overflow exploit

codes only spawn a shell (execute /bin/sh).





