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ABSTRACT

This report presents the development of interfacing circuit for Triple Data Encryption
Standard (3DES) that is being designed using Verilog HDL for Field Programmable Gate
Array (FPGA) implementation. The purpose of this project is to design the interfacing
circuit that can minimize the input/output port pins of the 3DES from about 300 pins to
44 pins that is suited for standard packaging available in the market. The port pins allow
the 3DES to communicate with outside world. Xilinx ISE™ 7.1i software is utilized to
create Verilog HDL code and synthesize. The result of simulation was carrying out by

ModelSim XE III 6.0a.
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1.1

CHAPTER 1

INTRODUCTION

INTRODUCTION

This thesis presents a design of an interfacing circuit for Triple Data
Encryption Standard (3DES). The task of this interfacing circuit is to reduce the
input and output port pins of the 3DES from 298 pins to only 44 pins by using
register as the main concept. All the circuit components were designed using

Verilog HDL under Xilinx environment.
1.1.1 Triple Data Encryption Standard (3DES)

Triple Data Encryption Standard or 3DES is a block cipher formed from
the Data Encryption Standard (DES) cipher by running it three times. It is a
cryptosystem which can carry encrypt or decrypt data using a single secret key
[1]. Encryption is the process of converting data to a code called cipher [2]. This
cipher code is a secret code that is impossible to read. Decryption is the reversed

process of encryption where the cipher is coded back to the plaintext.

It is used in computer system or network to provide cryptographic
protection or information security to binary coded data [3]. Banking system is
one the most important user of 3DES for electronic financial transactions because
of it security conscious application. There are a variety applications that used
3DES including secure communications, secure video surveillance systems and

encrypted data storage [4].

The revolution of 3DES from DES is primarily due to DES key cracking

in only 24 hours by someone with a special chip.





