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ABSTRACT

In today's digital era, the ubiquitous presence of social media has facilitated the rapid 
dissemination of information, including images. However, this connectivity has given 
rise to a concerning phenomenon - the widespread distribution of fake news images. 
These manipulated visuals, easily created using available software, pose a serious 
threat by spreading misinformation and eroding public trust. This research addresses 
this issue through proposing a Fake News Image-Based Detection system using 
Convolutional Neural Network (CNN). The study unfolds in several phases, 
commencing with a comprehensive background study highlighting the prevalence and 
impact of fake news images in our interconnected world. The problem statement 
emphasizes the challenges posed by the sophistication of manipulated images, the 
potential to influence public perception, and the difficulty in detection. The objectives 
focus on studying the requirements of CNN for detection, developing a prototype, and 
evaluating its performance. Methodologically, the research navigates through phases, 
encompassing literature reviews, video analyses, and data collection from a Image 
Communication Laboratory dataset focusing on copy-move images. The design and 
development phase culminate in the creation of a CNN-based prototype for Fake News 
Image-Based Detection. Evaluation metrics, including accuracy, precision, recall, and 
F1-score, showcase the model's robust performance, achieving an accuracy of 89.29%. 
In conclusion, the proposed CNN-based approach stands as a promising solution to the 
challenges posed by fake news images. The high accuracy attained underscores its 
efficacy in discerning manipulated content. This research contributes to fostering trust 
and reliability in the digital landscape, offering a valuable tool to combat the adverse 
effects of misinformation through image manipulation. As technology continues to 
evolve, ongoing research in this field remains imperative to stay ahead of increasingly 
sophisticated image manipulation techniques.

iv



TABLE OF CONTENTS

CONTENT PAGE

SUPERVISOR APPROVAL i
STUDENT DECLARATION ii
ACKNOWLEDGEMENT iii
ABSTRACT iv
TABLE OF CONTENTS v
LIST OF FIGURES viii
LIST OF TABLES ix
LIST OF ABBREVIATIONS x

CHAPTER 1 1
1.1 Background of Study 1
1.2 Problem Statement 3
1.3 Research Objectives 5
1.4 Scope 5
1.5 Project Significance 7
1.6 Overview of Research Framework 7
1.7 Conclusion 9

CHAPTER 2 10
2.1 Introduction 10
2.2 Related Research on Fake News Detection 11

2.2.1 Definition and Characteristics of Fake News 11
2.2.3 Techniques for Fake News Detection 12

2.3 Convolutional Neural Network (CNN) 14
2.3.1 Definition of CNNs and How Does CNNs Works 14
2.3.2 General Application of CNN 16
2.3.3 Application of CNN in Image Processing 17

2.4 Implementation CNN in Image Detection 18
2.5 Similar Works 26

v



2.6 The Implication of Literature Review 33
2.7 Conclusion 34

CHAPTER 3 35
3.1 Overview of Research Framework Methodology 35

3.1.1 Detailed of Research Framework 35
3.2 Preliminary Study 40

3.2.1 Literature Study 41
3.2.2 Data Collection 41
3.3.3 Data Pre-Processing 43

3.3 Design and Development Phase 44
3.3.1 Prototype Architecture 44
3.3.2 Prototype Development Flowchart 45
3.3.3 User Interface of Prototype 46
3.3.4 Pseudocode for Fake News Image Based Detection 47
3.3.5 Prototype Implementation 48

3.4 Performance Evaluation 49

3.4.1 Confusion Matrices 49
3.5 Gantt Chart 51
3.6 Conclusion 52

CHAPTER 4 53
4.1 Conceptual Framework 53
4.2 Program Codes for Algorithm 55

4.2.1 Analysis of Literature Review on CNN 55
4.2.2 Libraries Used 56
4.2.3 Data Collection 57
4.2.4 Data Pre-Processing 57

4.2.4.1 Image Resizing 58
4.2.4.2 Image Normalization 58
4.2.4.2 Image Augmentation 59

4.2.5 Data Splitting 60
4.2.6 Convolutional Neural Network (CNN) Algorithm 60

4.2.6.2 Training the CNN Model 63

vi


