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ABSTRACT 

Mobile e-health provides potential benefits to the health technology system by 

encouraging a secure growth to the implementation of the Internet of Things. This 

research also supports the use of Internet of Things and healthcare tools to improve 

the medical performance system and to facilitate their secure access. Since 

authentication is a door to every network security, it is very important to enhance the 

authentication scheme and develop a security protocol during the authentication 

phase. Traditional health system is heavily dominated by large medical centers where 

security and privacy in e-health system can be seriously threatened by security attacks. 

It is noted that the use of username and password as an authentication scheme in 

mobile e-health has been exposed to various security attacks such as replay attack and 

sensor node cloning attack where the adversary can listen to e-health network traffic 

to get the personal information and also the unauthorized access to the e-health data 

file. Thus, a secure and strong non-regenerated unique identity-based authentication 

protocol is designed for a wireless embedded e-health sensor node and mobile e-health 

in order to propose a secure and seamless authentication. The implementation of the 

mobile e-health application as well as the mobile e-health test bed is also extensively 

explored in this research. Passwordless authentication can achieve practical and 

efficient communication and suggests a great assistance in patient-doctor seamless 

interaction. Since most of the mobile e-health systems are using the third-party service 

provider server in their network architecture, a framework of a two-tier mobile e-

health system is presented in this research to eliminate the involvement of a third party 

server. It is highly important to protect the confidentiality of the network since mobile 

e-health transmits highly sensitive and private data. A non-regenerated unique identity 

of the e-health sensor node is generated as well as the mobile e-health authentication 

protocol is developed to improve the security of the mobile e-health network 

architecture. The newly proposed lightweight authentication protocol has successfully 

reduced the memory utilization up to 65 percent reduction thus making it practicable 

to be implemented in the mobile e-health system.  A thorough security analysis is also 

conducted through formal analysis method AVISPA to analyze the security of the 

designed mobile e-health protocol and finally the designed authentication protocol has 

been proved to be secured from replay attack and sensor node cloning attack.  
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CHAPTER ONE  

INTRODUCTION 

 

1.1 Background 

E-health network can support integrated healthcare services and data 

interoperability to communicate in the form of electronic health records accessible 

through Wireless Sensor Networks (WSN) [1]. Even if the users are far from the 

healthcare centre, e-health monitoring devices can be applied to obtain the user data 

and to get access to the healthcare services [2]. Since the last decades, WSN are 

continuously being utilized within the healthcare system in order to improve the 

efficiency and reliability of the healthcare operation system. Healthcare services costs 

are getting higher nowadays and therefore, it is essential for the healthcare 

organizations to consider adopting e-health system. It will allow the healthcare centre 

to modernize their health application processes and provide more efficient and reliable 

services in a cost-effective manner. With a fast growing development of the Internet 

of Things (IOT), e-health system provides a strong infrastructure and offer viable 

healthcare services over the network. Utilizing the latest technologies in the healthcare 

services is an important approach for the healthcare organizations to enhance the 

healthcare services and reduce operational costs [3][4]. High demand in healthcare 

services and shortages of qualified healthcare professionals show the need for e-health 

implementation by the healthcare organizations. New research advancements in WSN 

and Internet technology have assisted the development of e-health services.  

The healthcare professionals also benefit from the development of the e-health 

system where they can save more time to attend patients and have the opportunity to 

attend more severe cases [5]. Besides, they are able to have a faster access to their 

patient health condition by integrating the e-health technology in the healthcare 

system [6]. The application of the IOT in healthcare system provides several 

advantages such as a secure patient identification and systematic data collection. 

Recent technology offers the ability to monitor patient condition autonomously 

through remote monitoring system. By taking advantage from the IOT emerging 

paradigm, it is now achievable to monitor patient activity outside the healthcare 
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