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TTCP i~ used to measure bit, data string or data block that traverse in a data CClmmunication system. It is also a
measurement indicator for work load of a system for a certain time.

Refcrring to David G. Andersen (Andersen 200 I) throughputs value from TTCP program is referring to system
performance doing encryption and decryption process on data packet. The speed of encryption and decryption
process will give an impact to the speed of process that can be done in a time.

Table I: Average throughputs Value for Four Loader Size

Throughputs value (KB/s)

Algorithm/Loader 7000 8192 9000 10000

3DES 422.73 419.49 422.23 423.28

BLOWFISH 747.32 741.94 731.96 745.28

AES 855.95 846.98 854.84 839.2

The Table I shows the average throughputs value using some loader size. From the table, we can see that the
AES shows the best performance for all experiment that has been done. AES also shows the highest throughputs
value for all loader size. For this experiment, we used four loader size that is 7000, 8192, 9000 and 10 000 with
default loader is 8192.

Discussion

There are some problems occurred when IPSec is used. But the main problems of IPSec is the usage of weak
encryption algorithm. DES, 3DES, Blowfish, Castl28 and RCS are some algorithm that have been used in IPSec.
The use of weak algorithm will cause many problems in transmitting data.

From the research that have we done, AES is the suitable encryption algorithm to replace the recent algorithm in
IPSec. It has no weak keys or even half-weak keys. It also allows the usage of big key size that is 92,128 and 192 and
all the keys in 32 increments such as 32, 64 and 96. So, it will increase the security level of information hidden.

To make· sure that AES can be implemented in IPSec, it must get it transform identification. Throughout
research that has been done, we found that transform lD value for AES is 12. Some modification also will be done at
ISAKMP protocol.

Conclusion

From the exp,~riment, we found that AES functioning well with the protocol suggested. Besides, it shows the best
performance overall compared to the recent encryption algorithm. AES shows a low round-trip time, the higher
throughputs performance and allow multiple key size.
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