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ABSTRACT 

Risk management exists in our everyday life. It plays an important role in securing 
valuable things in life and make people feel safer and more at ease. The same goes to 
software development project. Risk management plays an important role in reducing 
the risk of project failure and minimizes the loss that will be suffered if any unwanted 
events do occur in the project. However, software developers today still fail to realize 
the importance of risk management and reluctant to implement it in their project. In 
this research, investigation on risk management process practice by software 
development project manager and issues and challenges involved in risk management 
of software development project was done. As the result, all respondents do 
implement risk management but in an informal manner and do not cover all software 
development projects. There are lots of issues and challenges identified during the 
interview. Some of the issues become the barrier in risk management implementation 
while some of them encourage the implementation. A unique issue, 'law and 
regulations force risk management implementation was discovered' in this research. 
The law that force risk management implementation in software development project 
in Malaysia is ISO 27001 by International Security Office (ISO) and the International 
Electro technical Commission (IEC). An approach to resolve this issue was taken by 
developing a prototype of risk management system for software development project 
in this research. The system was designed to focus on alerting user on risk triggered 
and producing a good risk management report to help user in achieving the ISO 
27001 standard. 
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