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ABSTRACT

Digital Forensics is a part of forensic science on investigation found in digital devices
that has expanded from computer forensics to investigation of storing digital data.
Digital forensics is a wide topic that been focused nowadays as Malaysia have
implementing Malaysian Computer Crimes Act 1997 (CCA 1997) on providing
important guidelines for computer crime investigation. As in public sector, the
government under the Ministry of Science, Technology and Innovation (MOSTI) set
up an agency called CyberSecurity Malaysia (CSM) to deal and lead in computer
forensic evidence. Malaysian Administrative Modernization and Management
Planning Unit (MAMPU) also can review this study as an input on consult service to
ensure that procedures and implementation of digital forensics readiness in public
sector are in line to improve the public service delivery system. Participation from
agencies in public sector on readiness to implement digital forensic as an incident
responder will help on protecting digital evidence at the first stage. This research is
about Information Technology (IT) management using qualitative approach to identify
several aspect of indicator towards readiness, adopted from several digital forensics
readiness frameworks that will explain more in this report. Therefore, the purposes of
this study are to identify factors that affect digital forensics readiness in public sector,
and to recommend based on the findings to identify the digital forensics readiness
among public sector. This study is using qualitative analysis and participated by five
respondents from IT personnel of public sector with more than four years’ experience
in IT security or digital forensics readiness. The findings of the study perform in
respondent identification and open-ended question interview. There are five categories
with several sub-questions that focused on respondents’ experience towards digital
forensics readiness built from adopted conceptual framework. Recommendations from
this study are based on findings of factors that affect digital forensics readiness
consists of strategy, policies and procedures, technology, digital forensic response and
compliance and monitoring. -Based on the findings, there are lots to do especially on
guidelines, policy and procedure that focused on digital forensics readiness as for now
the public sector are focusing on securing Information and Communications
Technology (ICT) in their working environment. As education purpose, this research
helps organization to identify factors towards digital forensics readiness in public
sector.
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