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Abstract 

Cloud computing is a choice of raising the capacity or adding extra capabilities 

with no new infrastructure investment to train new personnel, or get licence for new 

software. Cloud computing is growing fast in the IT industry, but while more 

information from the individuals and companies are stored in cloud, concerns are 

growing about safety. Security is the main issue which decreases the cloud growth and 

complications with data availability, data migration, data integrity and confidentiality 

continue to plague the market. 

Objectives contain identifying data security attributes and threats for cloud, 

discovering some strategies to recover the cloud computing service delivery to 

business performance and customers and developing a new model to cover some 

security issues. 

Deployment models will be analyzed to address users' security concerns with 

cloud computing based on inter-cloud interaction and with multiple clouds to 

cooperate. 

The result was evaluated by three experts named Bharat Tank, Colin Frankham 

and Dr.Ekatarina Yadova to see the effectiveness of the models. 

The next step will be about development and corresponding interfaces and 

design patterns for applications to fit the deployment models and working on security 

protocols and algorithms in the proposed models to have security support in the 

cryptography part. 

in 



Acknowledgement 

I would like to thank to my dissertation supervisor, Prof. Dr. Saadiah Yahya, 

for her valuable guidance and time on this product. She inspired me greatly to work on 

this project. 

I would like to thank Dr. Sima Behpour who made suggestions or commands 

that helped me to gain a different perspective on the research problem. 

I would like to express my gratitude to Dr. Ekatarina Yadova, Mr. Bharat Tank 

and Mr. Colin Frankham whose experiences, guidelines and support enabled me to 

develop understanding of my study. 

Finally, I would like to thank my parents for their unending love and support. 

Without them I would not have been able to complete this thesis. 

IV 



TABLE OF CONTENTS 

Contents 
Declaration ii 

Abstract iii 

Acknowledgement iv 

TABLE OF CONTENTS v 

LIST OF FIGURES viii 

LIST OF TABLES x 

LIST OF ACRONYMS AND ABBREVIATIONS xi 

Chapter 1 1 

INTRODUCTION 1 

1.0 Background 1 

1.1 Statement of the problem 3 

1.2 Research Questions 4 

1.3 Research objective 4 

1.4 Scope of study 5 

1.5 Significant of research 5 

Chapter 2 6 

LITERATURE REVIEW ...-. 6 

2.0 Introduction 6 

2.1 Cloud Computing 6 

2.1.1 Definition 7 

2.1.2 Cloud Computing Characteristics 9 

2.1.3 Benefits and Challenges 11 

2.1.4 Cloud Service Models 16 

2.1.5 Cloud Deployment Models 23 

2.2 Cloud Computing Security 28 

2.2.1 Security 28 

2.2.2 Security concept in cloud computing 29 

2.3 Similar Projects 38 

2.3.1 Deployment models: Towards eliminating security concerns from cloud 
computing by G. Zhao, M. Jaatun, C. Rong and F. E. Sandnes 38 

2.3.2 Attack surfaces: A taxonomy for attacks on cloud computing by N. Gruschka 
andM. Jensen 39 

v 


