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Abstract—From the COP21 Paris Agreement 2015, the
committees have agreed to reduce the energy consumptions that
are produced from coal and fossil. As in effect to the developing
countries as similar as the Association of Southeast Asian
Nations (ASEAN) because these energy resources are still used
widely and high demand for supporting micro-economic level.
Furthermore, the coming ASEAN challenge is how to cooperate
and sustain the energy assurance against with a disastrous crisis
that has created the non-stabilize electrical power has fed into
the essential infrastructure of network centric operation (NCO)
as well as degrading military operation other than wars
(MOOTW) and Humanitarian Assistance and Disaster Relief
(HADR) capability. The smart grid is one of the ways out for
trouble shooting by effective renewable energy management in
Thailand. By the way, the key energy management system
(EMS) is a reasonable algorithm which shall be designed to
properly recognize the core of the essential demand response
and understanding the renewable energy characters are
inflexible and unpredictable. The proposed study approach is
how to maintain air operational capability, energy assurance,
and human assistance during humanitarian catastrophe. The
HADR mission requirement, the NCO concept, and the five
rings model is mainly integrated into the specific design of
smart grid development tool. The results of study indicate
energy assurance design model that is able to secure the
essential of air operational process failures on the significant
NCO concept which is improved by Smart Grid.

Index Terms—Association of Southeast Asian Nations
(ASEAN), Energy assurance, Energy Management System
(EMS), Five Ring Model, Humanitarian Assistance and
Disaster Relief (HADR), Military Operation Other Than War
(MOOTW), NCO (Network Centric Operation), Renewable
energy, Smart Grid (SG)Introduction

I. INTRODUCTION

When the world is Flat [1]. The data feeding is shorter time
and faster reachable that compares with the past. Network
Centric Operation (NCO) is the one technology of
operational information advantage management in the 21st
century. Mostly, the backbone system be run through
Information and communications technology (ICT) [2] which
is needed more robust electrical power supply on demand
side. Usually, the positive load is supplied and connected to
feeder grid.
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However, during the disastrous attack (for example, floodor
tsunami.), It's possible to loss of power, blackout, brownout,
surges and transient. It means the NCO can't operate
perfectly. It may cause lack of advantage during the war as
well as loss of MOOTW and HADR operational effort
during peace time operation.

Generally, the backup power system installations are
supported by traditional trend such as gas turbine generators.
In the current day, our world has climate change crisis
challenge. The important agreement was delivered strongly
from “Paris commitment” COP21 conference 2015 [3]. The
main issues were climate change, how to reduce carbon credit
footprint and replace fossil energy by using renewable energy
as much as possible. Nevertheless, anything has pros and
cons. Cons: renewable energy has specific characters that are
inflexible and unpredictable, but Pros [4-Logica]: we can
control them by smart grid for now.

On research, we found some smart grid potential that is
able to apply to sustain Network Centric Operation Energy
Assurance. For example the study case in Thailand,
Methodology is integrated standard IEEE design model with
Government Policy [5], Thailand Smart Grid Plan 2015 [6],
Regulation [7], Traditional and Altered Five Ring Model [8],
UN HADR Guideline [9], USAF Energy Strategic Plan 2013
[10], and Local Private IPP Sector policy [11] to ensure the
core of NCO capabilities are able to operate safely with
island and hybrid mode under any energy crisis situation as
well as cyber security.

II. DEFINITIONS

Network Centric Operation (NCO) [12] is a near/real time
operational command and control (C2) through the
information and communication technology (ICT) to
dominate the battlefield as well as the Chain of command is
able to maneuver the OODA loop concept to take the
information advantage over the threat.

Military operations other than war (MOOTW)[13] is the
military operational maneuvering commences the forces that
is focused on peacekeeping, peace building, humanitarian
assistance and disaster relief. Alternately, in the UK Military
definition is peace support operations (PSO) [14]. In case of
no bilateral agreements and action may be required, the
action enables us to establish agreement based on the
situation [15]. Disaster Relief (DR) [16] means the
immediate need assistance to effected disaster-communities

Humanitarian Assistance (HA) [16] means conducting the
relief or reducing activities on conditions of disease, hunger,
human pain, or privation that might be a threat to life or result
of super severe damage or property lost.
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Acronyms

BEMS — Building Energy Management System
CEMS — Community Energy Management System
DER — Small-Scale distributed generation (DG)

DR — Demand Response

DSM — Demand Side Management

EGAT - Electricity Generating Authority of Thailand
EV — Electric Vehicle

FEMS - Factory Energy Management System

GHG - Greenhouse Gas

HEMS — Home Energy Management System

IEEE — Institute of Electrical and Electronics Engineers
MEA — Metropolitan Electricity Authority

PEA - Provincial Electricity Authority

RE — Renewable Energy

RTP- Real Time Pricing

SG — Smart Grid

SMEs - Small and Medium Enterprises

TSO — Transmission System Operator

VPPs — Visual Power Plants

I1l. BACKGROUND AND CHALLENGE

A. Background

In the current day, our world needs more energy
consumption. From the COP21 Paris Agreement in 2015 [3],
the key leaders motivate the committees how to generate
green energy in the next decades. The climate change and
CO2 footprint problems are the main discussions. The
conference committee has agreed to reduce the energy
consumptions from coal and fossil productions. In terms of
national security, the coal and fossil energy resources are still
very important for developing country economies such as the
Association of Southeast Asian Nations (ASEAN) [17]. The
four coming threats are the first is the most of electric powers
are supplied from coal power plants that are contrasted with
the green energy concept, the second is the unbalancing
between supply sides and demand response sides, the third is
the most of national grids are not smart two-way
communication enough, and the last is the instabilities of
power grid feeding. Energy Assurance is an enormous
challenge mission for the next generation of military
operation during wars and other than wars [18].

In present day, we believe in ASEAN concept and progress
forward together. It means no real war and fighting between
countries. The ASEAN military operations are peacekeeping
forces and humanitarian assistance [19]. The possible threat
is climate change effect. Most likely during the population
displacements in this region is caused by severe weather and
natural disasters (example, flood, tsunami.), it is possible to
create electrical power loss consequences due to supply
system damage that be degraded the chain efficiency of
command and control, communication system and “Big data
and the OODA Loop decision making model [20, 21]” as
shown on figure 1. Those are used to conduct military
operations via network centric operation (NCO) [22]
concept. Smart grid is the innovative way out which is able to

manage renewable energy for solving out and increasing
redundancy of energy sustainability assurance [10].
However, the energy management system algorithm is the
key which has to be a proper design to analyze the core of
essential demand response areas because the renewable
energy characters are inflexible and unpredictable [4]. In
addition, algorithm design criteria shall ensure its safety,
security, and protection from blackout, brownout, surge and
transient scenarios. Likewise, the real time energy
management capability is enabled to assure the automatic
selection of power source fed into the infrastructure by the
five ring model theory [8]. According to researcher’s
background experiences in aviation business. Hence, the
focused study approach is how to develop the smart grid
design concept for maintaining air operational capability,
energy assurance, and human assistance enables during
humanitarian catastrophe. Meanwhile, the Humanitarian
Assistance and Disaster Relief (HADR) guideline, the NCO
concept and the five ring model theory are implemented into
design criteria. The results of this study clearly indicates the
essential energy assurance and system protection based on
the significant NCO concept and the new developed
algorithm.

Fig. 1. Adaptive OODA loop concept of decision making
of fighter pilot to business process management (source:
Chris Taylor (2013))

B. Challenge

From the literature reviews from ScienceDirect about the
policy options and international experience [23] as Figure 2
International experience of distributed energy development.
The challenges of smart grid development are needed to
move forward with situation awareness into three areas as
follows: 1. Development goal, 2. Macro-level, and
3.Micro-level. Most likely issues, the challenge barriers are
similar to Thailand condition.
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Fig. 2. International experience of distributed energy
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development (source: ScienceDirect; Clean distributed
generation in China: Policy options and international
experience).

First, the development goal has two challenges in the
official released legal system and policy planning those had
just supervised about the smart grid vision, aims, and
objectives. Even though, the legal was deregulated to allow
consumers can install own rooftop PV system individually
with no additional installation permit document that is
referred to Royal Thai Government Gazette 2013 [24],
Energy Regulatory commission (ERC)[25], and Provincial
Electricity Authority (PEA)[26], but still having no more
new trade options contract in electricity purchased law and
power supply law. That is a risk for power users who are
supposed to commit the renewable energy lifestyle without
demand response-knowledge based. They might produce the
electricity beyond the exactly demand and creating the
overflow back unintentionally into on-grid feeder what it
means they did illegal. In the same way, the current policy
plans are provided from Government and Ministry of Energy
on 12 September 2014 [5], Energy Policy & Planning
Office(EPP); Thailand Power Development Plan- PDP2015
[27], Draft Energy Efficiency Plan-EEP 2015 [28], and
(Alternative Energy Development Plan-AEDP2015 [29] and
Energy private sector such as EGAT [30] and PEA [31] still
under the pilot projects that are focused on HEMS, BEMS,
CEMS, DR, Micro-grid, and Storage from now to 2021 and
Phase 2 will start Real Time Pricing (RTP) solution after
2022.

After that, the second challenge is the Macro-level that are
composed with 4 aspects. The total of big picture after
midyear 2015, that had many local brand news started up the
renewable energy SMEs, for example SENA group started up
a solar rooftop business to be associated with ex-business in
real property [32], or the fact sheet of solar power from
Kingdom of the Netherlands explained the growth of Solar
business in Thailand that was shown the forecast of solar and
electric power generating capacity will increase from 1,579
MW from 2014 to 6,000 MW in 2036 [33]. The financial loan
is the only one clearly benefit. Some of financial institution
promoted the separated low interest rate for interested
customers with a long term commercial loan that is named
The K —Energy Saving Guarantee Program (Solar Rooftop).
Such as a Kasikorn bank provides a 12 years and 100%
financial amount investment to pay by contract instalments
[34]. In contrast, the other are consisted of tax subsidies, grid
connection techniques, and market regulation there are still in
the process to set up the certain proportion. Especially from
Ministry of Energy’s smart grid roadmap [6], the grid
connection techniques are studying the standard
interoperability development and pilot project during 2017 to
2023 [35]. The line of business productions is expected to
launch after that.

Lastly, in terms of the Micro-Level were in process and
tracking the progress of research and development which
found the most of in-handed productions were emphasized to
supplier sides more than the demand side. These mostly were
from power generation enterprise and power grid enterprise.
The interesting case of energy enterprises as follows:

First, PEA’s micro-generation pilot project at Mae Hong

Son green smart city [36], the proposed concept is aimed to 1.
Supply Side; Accommodate high penetration of RE (mainly
micro-hydro and solar photovoltaic) and GHG emission
reduction, 2. Operation Side; Improved reliability and power
quality (voltage regulated) with fast fault isolation and
system restoration, and self-sustainable Micro-grid enables
during a disaster (only for a mudslide, and wildfire
scenarios), and 3. Demand Side; Pilot DSM/DR monitoring
with smart metering in government buildings and hotels for
enhanced reliability. The final solution will be toward Net
zero energy, and Net zero emission capability, except at least
limitation during high water season with some additional
DER, and the another energy enterprise case is Electricity
Generating Authority of Thailand (EGAT) pilot project at the
Thap Sakae community at Prachuap Khiri Khan Province
[37]. That proposed to the Ministry of Energy intends to
develop the renewable energy instead of coal power plants or
big power plants. By the way, the most of the alternative
energy development in the present was non-firm power
plants. The base load power plants come from 1,500-2,000
MW renewable energy power plants, especially firm biomass
power plants in the same proportion of renewable energy
development, whose cost would become the burden on the
electricity users, not on the renewable energy producers.
Conversely, the micro-level development from power users
that has just concentrated only the installed smart meter
monitoring.

IV. HYPOTHESIS

In this study, the directional hypothesis are assumed if
engineering the smart grid design with this new implemented
concept, then the NCO’s energy assurance will be better
sustainable than the current system and able to maintain the
prioritized operation enable and security automatically. The
final stage test uses the HOMER®Microgrid Software [38] to
evaluate the simulation harmoniously, optimization and
sensitivity analysis. This paper will be explained only the
steps of smart grid design without the result of software
testing and the classified information.

Remark: The know how to integrate the added-on
concepts, theories and tools deeply into algorithm design is
patent of researchers who own this paper.

V. METHODOLOGY

The main methodological objective is to study how to
increase energy assurance for CEMS and military NCO’s
operation ability in the national strategic level (Macro-level).

Because one of the researcher has the ex-fighter pilot
background. For this reason, the originality of design steps
was inspired from the automatic redundant of fly-by-wire
[39] system in the modern fighter aircraft. As its smart flight
control computer shall respond to monitor, manage,
reconfigure the aircraft stability automatically whatever any
worst condition. In the same way, before the fighter pilots
had gone into the battle, they always study their planning
thoroughly with deeply risk management [40], threat analysis
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[18, 41], effect based of operation [8], policy and restriction
[24]-[31], security [42], and safety above all [43].

Beforehand, the smart grid standardization roadmap has
focused on term of the safety, security, and self-healing with
robust connectivity and interoperability enabled. But it’s not
enough for the worst case scenario “disaster attack”, its effect
may create the collateral worst consequence to the electric
national-grid, for instance; totally blackout, brownout, etc.
From IEEE power and energy magazine, journal “Challenges
and Opportunities in Power System Security, Resiliency, and
Privacy” [44], its meaning we need the power delivery
system is existed unstable to both natural disasters and
intentional attack. The future coming threat is a terrorist who
attempts to strike into the cyber-grid system that could have
adverse effects on national security, the economy, and the
people living. The next fundamental of the national and
international economic systems, security, and quality of life
are how to secure and reliable operation of the electric
system. It means we need to think more than the past, willing
to hope energy sustainable keeping, and developing
innovation to control the potential uncontrollable factors.
Especially the military responsibility, the duty is national
security and people life protection whenever is not a matter
wartime or peacetime. That’s why the whole of additional
items is integrated into this research methodology.

In terms of military management level [45] is classified by
level of war, it defines to 3 levels that consists of tactical level
(local/area  management  level), operational level
(micro-management  level), and  strategic  level
(macro-management level). Each level is involved with
planning (strategy making), which concerns analyzing the
situation, estimating friendly assets and hostile capabilities
and limitations, and decides possible courses of action
(COA). Analogous to the all war levels and conflict are
impact of desired grand strategy. Therefore, a key to success
in all situations is the rapid adaptability with situation change
and to exploit transient opportunities rather than adhering
strictly with a predetermined COA. The ability to adapt and
exploit requires extraordinary judgment, feeling the situation,
and knowing what and how to do it next. Judgment training is
the art of war at any level.

The new implemented methodology, the researcher named
it as the “RRSSQ” 5 step design model as figure 3. From
application above, If comparing with The RRSSQ design
concept, the researchers bring the military planning concept
into the smart grid design method as well as wish the
end-state of employment will be impacted to a big picture of
energy management in national strategic level during critical
situations, That RRSSQ stands for R-Risk Assessment,
R-Regulation and Policy Restriction, S-Safety, S-Security,
and Q-Quality Assurance to let us user can remember the
steps flow easier. How to start up as steps:
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Fig. 3. The “RRSSQ” 5 step design model for NCO air
operation’s energy assurance

STEP 1 Risk Assessment

The First step is always the most important. In this Step,
starting up the pre-process of design for NCO’s energy
assurance by identifying the severity and frequency of risk.
The conceptual design idea of researcher was applied from
the literature review of U.S. Air Force Energy Strategic plan
2013 [10] to fit the national norms. Attempting to take time to
study risk deeply and making the robust mitigated design.
The tips are as follows:

1.1 5 M Model

This step is used to encountering a threat that is analytic
risk/hazard with a 5 M model assessment. The most common
5M model in the aviation industry that comprises of Man,
Machine, Medium, Mission, and Management [40] as figure
4. The five core areas that is a failing factor of
accident/incident may appear in. It provides managers with a
systematic way of focusing and analyzing areas where errors
mostly occur within the structure of Distributed Generation
(DG) allocation. To sustain smart grid performance, the
Machine and Management are mainly area for solving
solution and achieving missions as reference as the smart grid
concept is “Connect and Manage" (Smart grid for dummies,
2010-Logica)
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™ System Safety Inc.

Fig. 4. 5-M Diagram (source: Fight Safety Foundation;
Flight Safety Digest, May 1991)

1.2 MDMP and Joint Doctrine for Military Operations
Other than war, Joint Pub 3-07

“Know what...Think sharp and fast...Act precise on
time”. From 5 M model that is used to identify what/where
the threat is from. The next step, analyzing deeply how to
maintain operational assurance by answering the question
5W1H (What, Who/whom, Where, When, Why, and How).
The requirement of smart grid algorithms must have
time-constrained,  information  advantage, two-way
communication, flexible, and contingency plan (Plan B, or
more) to support the operational needs. The Implemented
Idea was coming from the Military Decision Making Process
(MDMP) and Joint Doctrine for Military Operations Other
than war, Joint Pub 3-07 that are the well-known Military
Standard.

MDMP [46]-[47] as well as the decision-making process
in a time-constrained environment. That is a United States
Army process for military decision-making in both tactical
and garrison environments. It is indelibly linked to Troop
Leading Procedures and Operations orders. Decision making
is knowing if to decide, then when and what to decide. It
includes understanding the consequence of decisions. Thus,
if the smart grid algorithms are supposed to maintain grid
efficiency, the community energy management system
(CEMS) shall manage the energy to the right place and the
right time including with a flexible alternative plan. But it’s
not robust enough, the CEMS shall maintain all sensors to
observe and orient the essential information and transmitting
two-way communication to command and control (C2)
center to conduct the HADR Recovery Operations. For
example, in case of the disaster Recovery Operations. The
smart algorithm must support energies to the DR of recovery
operations cell and able to conduct search for (Joint Pub 3-07,
Command and Control (C2) page IV-41V)(18), locate,
identify, rescue, and return personnel or human remains,
sensitive equipment, or items critical to national security.

Similarly, energizing the DR of Command and Control (C2)
cell keep working best for all MOOTW. Sustaining the
interoperability of communications systems is critical to the
success of the operation.

During a disastrous situation, the routine communications
may be disordered. The civilian systems may be
unserviceable, the military may only one hope to have the
communications equipment available. Accordingly, the
smart grid must have its own artificial intelligence algorithm
that is able to rearrange energy supporting flexibly between
demand and supply under most likely and most dangerous
scenarios.

1.3 Altered five ring model and Sixth Ring model

Lastly, using the altered five ring model [8] as figure 5 to
identify and strength what is the essential infrastructure of the
NCO’s center of gravity (COG) and creating the mobility and
invulnerability features into the smart grid. During the
wartime and peacetime, the important COGs are always the
sources of energy supplies (such as large scale power plants,
runway, or tank farm) which will be distracted or shut down
to reduce opposite combat capabilities. At the other
disastrous crisis time, the command and control headquarter,
emery medical center, and ICU room are very essential
demand response for maintaining the positive humanitarian
assistance. Nevertheless, Thailand grid-feeders have the
typical characters that are often created non-stabilized
voltage, especially when during severe weather conditions.
These may create the cause of blackout, brownout, surge or
transient situation in the grid. For this reason, the weakness
was analyzed from 5 Ring model was the key infrastructures,
these were designated as main DR of OODA loop system
(Sensor, Shooter and Decision making chain).

population

Fig. 5. Altered Five Ring Model (Source: Michael W.
Pietrucha, Ref. [8])

Pietrucha (2014) [8] described this modified model from
the traditional Five Rings model that defined energy and fuel
as system essential on a second ring, but the energy is the
Sixth Ring as fig. 6 is instead the modified model brings
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energy from the second ring and transmission infrastructure
from the third ring, summarize them into a single output and
distributing to connecting layer. Intending to project the
power to support the capability of the on-scene forces.

Tips: Consumption and distribution of energy change
during wartime. The energy usage is shifted by a modern
military is essential part and virtually instantaneous. In the
event of a disaster, the energy ring is likely disrupted. A
country’s energy generation and distribution were incentive
away from their steady state, are vulnerable to further
disruption by a preplanned algorithm.

Fig. 6. Six rings as Energy Production (Source: Michael
W. Pietrucha, 2014, Ref. [8])

STEP 2 Regulation and Policy Restriction (Case study in
Thailand)

“Keep moving forward with awareness”. From Thailand
Investor Review (TIR) (2016)[48], It is a timing of renewable
energy business to substitute instead of existing energy
resources. Especially for solar energy in Thailand, the solar
rooftop market rises, and offers exciting new market
opportunities as well as one of the fastest growth of solar
markets in Southeast Asia. It means a change moment of
energy consumer behavior is begun. In this step, the
pre-process of researching will advise the awareness areas to
prepare algorithm design without conflicting state regulation
and policy restriction. This step benefit will help the smart
grid investor to optimize the direct cost, reduce indirect cost
and prevent firm lost from illegal violation. Case study in
Thailand, the design must be considered the areas as follows:

2.1 Government Roadmap and Policy

General Prayut Chan-o-cha (2014) [5], the prime
minister of Thailand had delivered Policy Statement of the
Council of Ministers to the National Legislative Assembly on
12 September 2014 (B.E. 2557). Some keyword of policy
was concerned about the renewable energy developing
projections which are related to drive the smart grid
technology development to power enterprises and users
indirectly without the impact of environment and
community’s way of life as follows:

1. Developing and Promoting the Application of
Science, Technology, Research and Development, and

Innovation; 1) Supporting the integration of science,
technology, engineering and math education to expedite the
creation of an innovative society as well as developing
skilled- shortages personnel to meet the need of sectors.
Especially for the investment opportunities of technology
development, encouraging SMEs to obtain new technologies
through cooperation between public sector agencies and
academic  institutions. 2) Looking forward for
self-sustainable. The innovation in national investment
projects, including projects in clean energy, transportation,
and environment is supported by using the Thai research and
technology. Promoting the domestic tools, materials and
other products in order to cope with inbound technologies.

2. Maintaining the Security of the Resource Base and
Creating Balance between Conservation and Sustainable
Use; the immediate phase focuses the protection and restores
conservation areas, and promoting conservation and
sustainability in order to create economic and social value by
managing the country in all aspects as well as quantitative
and qualitative management.

From all of above, the first awareness is the unspecific
policy for smart grid development provision from statement
of the government. The progress plan was dedicated to
Ministry of Energy

2.2 Ministry of Energy, Royal Thai Government (Policy
and Planning Office)

Tracking the policy statement trails from 2.1 as above. To
create the enlargement of the smart grid drive in all energy
industry dimensions that expedites in production,
transmission, and sell-distribution, including with producing
human resources in shortage area as smart grid. In particular
area of smart grid infrastructure improvement, Energy Policy
and Planning Office of Thailand (EPPO) delivered the
blueprint of Thailand smart grid B.E.2558-2579 (2015-2036)
[49] that was the directive plan to achieve the smart grid
roadmap. The important awareness was related to
pre-process SG design was the relationship between
stakeholder and cooperated-organizations as the example on
figure 7. In term of societal and economic imperatives, that
agreement was usually composed with National Policy
Maker, Local Government, regulator, NGO
(Non-government organization), vendor, consumer, utility
and new entrants/telecoms.



Science Letters 10(2) | 2016

Figure 7. The example of relationship between stakeholder
and cooperated-organizations [55, page 16] (Source: World
Economic Forum)

Subsequently, the human resources development had
started up from 7 January 2016. That was the first year of
EPPO [49] announced to provide the domestic scholarship in
lack of resource segments like as smart grid that was
identified to the shortage of specialist in Science and
Technology-Power system design and management. The
focus of the human resources developing area is the
technically skilled in Decentralized technology.

By the way, the ultimate goal of the Thailand’s SG
blueprint is the embedded and distributed intelligence for the
smart grid developments [49] from hardware, software and
peopleware which match with reasonable technology. That
key of technology components is Information and
Communication Technology (ICT), Distributed Generation
and Transmission, Distribution Automation, Advanced
Metering Infrastructure (AMI), Demand Response (DR), and
Energy Management System (EMS) in HEMS, FEMS and
CEMS. The future pathway of talent projects is screened by
prioritizing the possible scenarios for smart grid with
possible combinations of budget, policy and regulation, and
technology which are divided into three classes as 1. Bright
future SG — Best case, 2. Most likely future-Moderate case,
and 3. Gloomy SG-Worst case. The key performance
indicators (KPIs) are measured from the impact factors of 9
dimension evaluation criteria [55] as table 1. The end-state
objective is fulfill the Thailand SG infrastructures to be better
by Smart system, Smart life and Green Society.

Table 1. The impact factors of 9 dimensions evaluation

criteria from Ministry of Energy, Thailand [55] (Source: the

blueprint of Thailand smart grid B.E.2558-2579
(2015-2036), Page 21)

Level of Impact Scenario |

Fact | t0 SG Moderate
development Best case case Worst case
Progress of

1 technology Better Better Better
development

Capital of

2 technology Cheaper Cheaper Bheaper
Structure of

3 electricity RTP RTP Non-Promot
fee/price is Promotable Promotable | able
related to capital
Budget
supporting

4 Policy from Sufficient Insufficient | Insufficient
government
sector

5 Consumer Interested + Neutral to Neutral to
Awareness Accept Against Against
Policy of Serious + Serious + Not serious
renewable New New + No new

6 .
energy and Implementati | Implementa | Implementat
efficiency on tion ion
Specific Policy More More More

7 . . . .
of Environment Incentive Incentive Incentive
Balancing
between g More More

8 | demandand | MOredifficult | ke | difficult
supply
Level of EV No

9 inbound Significant Significant s

- Significant

marketing

The conclusion from above, the second awareness is the SG
product developing shall meet KPIs from the Energy policy
of state regulators. It will created more opportunities and
benefit

2.3 Law and Licensing Approval

Energy Regulatory Commission (ERC) is the organization
in Thailand who responds the energy regulation, licensing
process and power development fund as well as
Feed-in-Tariff (Fit). Commentaries of Law related to Energy
Industry [50]. The ERC responsibility are; 1. Regulating
technical standards and safety in Energy Industry Operation
2. Regulating service fees 3. Giving instructions on the Power
Development Plan, Energy Industry Investment Plan, Natural
Gas Acquiring Plan, and Energy Network System Expansion
Plan 4. Protecting power consumers and 5. Issuing minor
legislation to regulate Energy Industry in compliance. On 9
October 2016 [51], ERC released the Solar PV Rooftop
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notice for interested applicants to join the 100 MWp pilot
project. The ERC commissioner and announcer Viraphol
Jiraoarditkul [52] explained this pilot project will be signed
the agreement on October 2016, studying the FiT pricing
option that shall be connected with MEA or PEA, and
collecting data for 6 months by subtracting the volunteer’s
net-metering, so the experimental solutions will be concluded
in June 2017. This project is parallel with

As a result, the third awareness of smart grid
self-developer shall keep in touch with the updating ERC
regulation closely. The current solutions are still no more FiT
adder contract, and connecting only PV base loads into a grid
and not produce more than actual DR for preventing the
electricity flows back into on-grid feeder authority.

STEP 3 Safety

The next step, Step 3 is “Safety above all...Smart grid is
not just plug-in and play”. In terms of aviation business, its
aim is to transport passengers and/or goods from place to
place with safety [43]. Likewise, the Smart grid design for
aviation shall be concerned with the international and local
aviation safety standard as well as the implementation of
international smart grid stand design and local authority. As
below, the researcher will advise the minimum safety
consideration of pre-process issues that needs to be
concerned before algorithm design in Thailand.

3.1 ICAO doc 9859 3rd Edition 2013; Safety Management
System

Before upgrading to annex 19 in 2017, International Civil
Aviation Organization (ICAO) has updated the recent doc
9859 Safety Management Manual (SMM) 3rd Edition on
2013 [53] to supervise the ICAO aviation organization
memberships shall follow compulsory to make own Safety
Management System (SMS) for formal and proactive
approach to own system safety. The one of guarantee level of
safety is referred to the achievement of organization safety
performance indicators (SPIs) and Safety goals. Normally,
the organization safety performance objectives shall be
located at Component 3 Safety Assurance. The 4 keys of
aviation systematic role-players [43] are air operators,
airport, air traffic controller and maintenance, or defining as
“3AIM” for remembering tip. During disaster, some
facilities may not able to work fully function, and the power
supplies will be limited. The Algorithm design shall manage
and prioritize the power distribution to essential system.
From air evacuation experienced in Tsunami 2004
(B.E.2557) [54], finding the first priority was the
communication establishment, then the minimum essential
system was prior as 3A orderly and 1M was the last priority.
Day and night time had a difference requirement as well, such
as the minimum airport lighting system for taking off and
landing safely.

3.2 CAAT’s Airworthiness
In Thailand, The CAAT (Civil Aviation Authority of
Thailand) is the state of regulator who is assigned from ICAO
to supervise the operational safety standard and certify the
operators are safe for flight with airworthiness. The process
to approve the air operators are meet the standard criteria that

is AOCR (Air Operator Certificate Requirements) issued 8
July 2015 [55]. Hence, the smart grid algorithm design shall
be concerned with Chapter 2 - Operations Manual in AOCR
that is not effected by deviation from safety standard. For
example, if the smart grid system use the WiMax (Worldwide
Interoperability for microwave access) for WAN (wide-area
network) connectivity in air operation area, the most
significant is the radio wave transmission must not be
effected to communication and radar system.

3.3 IEEE standard Design

IEEE standard Association (IEEE-SA) responds the
technology standards to ensure their products and services
execute as planned. In addition, handling interoperability,
create uniform design, installation and testing methods,
protect users and their environment and enhance the life
quality of innumerable communities and unique worldwide.
The pre-process algorithm design of researcher selects the
IEEE standard review [56] for a minimum starting up
because of their solid fundamental step by step [57]. The
IEEE is the world well-known largest technical professional
organization and their journals continue to maintain rankings
at the top of their fields and high impact.

3.4 Ministry of Energy Standard installation requirement,
Thailand
Although the final solutions will be launched after 2023
when completing SG roadmap phase 2 short term strategy for
the demo and pilot projects [27][30][31]. The SG developers
shall respond self-updating the coming associated standards.
Now, the new standard was released on March 2016 that is
named the Building Energy Code (BEC) standards [58] [59]
made by Thai-German Programme on Energy Efficiency
Development Plan, TGP-EEDP). The purposed objective of
BEC standard is the initial guideline compulsory for the
building investors and architectures whom are really able to
design the effective energy conservation building. This
guideline provides design concepts which are; 1. Overall
Thermal Transfer Value (OTTV), 2. Roof Thermal Transfer
Value (RTTV), 3. Lighting Power Density (LPD), and 4.
Coefficient of Performance (COP) of air condition system for
supporting 3 categories of building as Office, Department
store, and Condominium. The expectation looks forward the
Energy Efficiency (EE) value is more than BEC value.

STEP 4 Security

In the current day, the most critical infrastructure is power
grid [60] where is the attack target from cyber threat. Besides
modern grid, the WAN systems are connected to the internet,
disclosing itself to cyber-attack. Furthermore, the two-way
communications is the heart of the smart grid is [61]
throughout the grid, from consumer to utility. This step 4
projects some idea from interesting literatures review as
follows:

4.1 Cyber security

From United States Army War College (2012) [61], 46
percent of the electricity sector respondents found the virus
Stuxnet on their computer systems. Cyber threat hides
underlying into smart grid communication by physical
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access, wireless smart meter and lack of cyber defend
technology. For example case, hacking a smart meter and
injecting software virus into the whole advanced metering
infrastructure (AMI). The minimum security needs [44] to
protect the SG system must have “defense in depth” and
contingency plan. The trend of connecting electrical control
systems to the Internet shows up whole of system layers are
possible to be attacked. Computing layers that must be
considered include: personnel, networks, operating systems,
applications, and databases.

4.2 ABB Grid-Connected for Defense segment

From lecture at Bangkok by Dr. Britta Buchholz (2016),
Global Product Manager Microgrids & Distributed
Generation of ABB [62], the future trend is Grid connected
microgrid what benefits are Grid resiliency, power quality,
self-consumption and lower environmental impact. ABB
Deployment design of grid-connected for defense segment
enhances the package of Reliability, Security and Sustainable
into smart grid system. One of reengineering idea came from
grid stalibilisation concept was called “The 7S Applications
in Microgrids”. It means the additional algorithms of cyber
security to defend in depth which are able to monitor and
track the stabilize values automatically as follows; 1
Stabilizing: Frequency regulation, 2. STATCOM: Power
quality, 3. Spinning Reserve, 4. Standalone: Island mode, 5.
Smoothing: Capacity firming, 6. Shaving: Peak lopping, 7.
Shifting: Load leveling.

4.3 Cyber Warfare Enable

“Buying time for defend”. Cyber security and
interoperability are two of the key challenges of the smart
grid transformation. Cyber-trespassers always advance
toward the current defend technology. The critical case study
from AMI security in northern California communities [44],
the utilities trend of standardize protocols are used the
internet Protocol (IP)-based systems for wide area
communications. This reason brought serious privacy
concerns, as enormous total of energy use information will be
stored at the meter. Hacking into this data could expose
customer habits and behaviors. The trial of researcher idea is
redesign the proactive scan pattern to detect cyber invader
habits. Refer to the Cyber Security Working Group of the
U.S. National Institute of Standards and Technology (NIST)
addressed the outline of several key privacy [44], So, the
preventive algorithm feature from cyber-attack must be
included threat model [60] as adaptive Markov strategy
(AMS) with: 1. Personal profiling, 2. Real-time remote
surveillance, 3. Identity theft and home invasions, 4. Activity
censorship, 5. Decisions based on inaccurate data, and 6.
AMI systems to protect WAN associated with software and
hardware aging.

STEP 5 Quality Assurance

Finally, becoming to last step that step 5 is purposed to
quality guarantee during disastrous time. Refer to U.S. Air
Force Energy strategic plan 2013 [10], defined energy is
essential for air force operations and a key to national and
economic security. National security requires significant
amounts of energy to maintain the critical airpower

contributions. Moreover, impossible to enhance mission
capability and readiness without smart management between
existing of demand and supply. Therefore, energy security
means the dynamic abilities to access the reliable energy
supplies as well as protecting and providing sufficient energy
to meet the current operational needs.

For energy assurance program, needs to create a
framework for energy management like as roadmap to ensure
the organization be succeed the goals and continuous
utilization improvement with maximized efficiency from the
renewable energy platform. The algorithm design approach
to energy is built upon four priorities are Improve Flexibility,
Reduce Demand, Assure Supply, and Promote an Energy
Aware Culture. To sustain DER balancing between DR and
PV output whenever blackout, brownout, surge, and
transient. But also the people culture is one of important parts
to assist the goal of energy assurance not only the robust
systematic.

Last but not least, after completing the pre-process
RRSSQ 5 steps, the outcome of algorithm will be ready to
next process which is Transmission System Operator (TSO)
and Visual Power Plants (VPPs) Design, and following by
simulation and on-site test to approve this design concept.

VI. RECOMMENDATION AND CONCLUSION

The conclusion of this paper, the RRSSQ 5 steps model is
the first smart grid algorithm design which is integrated with
military operational concept is specified for enhancing the
NCO’s Energy Assurance model as well as maintaining
MOOTW capabilities.

The Methodology is integrated the IEEE standards of
smart grid design with government policy, regulation,
Thailand smart grid plan 2015, traditional and altered five
ring model, UN HADR guideline, USAF Energy Strategic
Plan 2013, and Local Private IPP Sector policy to ensure the
core of NCO capabilities are able to operate safely with
island and hybrid mode under any energy crisis situation as
well as cyber security enable. Thus, the end-state of smart
grid employment will be impact to big picture of energy
management in national strategic level (macro-level) during
critical situation, That RRSSQ represents for R-Risk
Assessment, R-Regulation and Policy Restriction, S-Safety,
S-Security, and Q-Quality Assurance.

Future work for this paper, to approve the RRSSQ 5 steps
concept, the next study will be proceeded experimental in
simulation by HOMER@Microgrid Software and small-scale
on-site testing.
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