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2.0 Enhanced Research Title and Objectives

2.1 Original Title as Proposed

SEDF: A Spoofed Email Detection Framework

2.2 Enhanced Title

SEDF: A Spoofed Email Detection Framework, Employed in a Lightweight Web
Browser Plug-in for Detecting the Spoofed Email

2.3 Original Objectives as Proposed
1. To develop a mechanism (plug in) of open source email client for detecting
email spoofing.

2. To evaluate the efficiency of a developed mechanism.

2.4 Enhanced Objectives

1. To address the criteria of the spoofed email based on the information in email
header.

2. To develop a framework for detecting the spoofed email based on the defined
criteria of the spoofed email.

3. To develop a lightweight browser plug-in by employing the developed
framework for detecting invalid email.

4. To evaluate the efficiency of a developed mechanism (the framework).



3.0 Report

3.1 Proposed Executive Summary

E-mail spoofing is the one of the greatest thread among the computer user especially for
those person or organization which always use an e-mail as a main medium to communicate.
This fraud can affect the user and organization credential and lead to a serious problem
information leak and so on. Most of the victims that involved in this case is an IT illiterate user
who literally does not have enough knowledge to differentiate between the fake emails. There
are sort of protection or mechanism that have been developed to help user but their
complicated brings inconvenient and difficulties to the user. In this project, it introduce to a
mechanism to detect an e-mail. The main idea is to identify an e-mail that user feel suspicious
about the content and originality. The method used to detect fake e-mail is by tracing back the
email header. Any email that sent out still have several stored in the mail header. Therefore,
this research will propose the SEDF to overcome the problem of email spoofing. The
algorithm use to match the word in the searching period in the mail header is based on The
Boyer-Moore. Boyer — Moore algorithm was claimed to be the fastest algorithm among the
others. Using this approached, it is guarantee that it is able to help user to identify fake mail.

3.2 Enhanced Executive Summary

The rapid changes in information and communication technology (ICT) have helped the
advancement of communication medium (i.e. electronic mail) between networked users. The
use of electronic mail or e-mail is essential is today's world. Communication via e-mail not
only can deliver large amount of data but most importantly it can be delivered in split-second.
E-mail spoofing is one of the well-known threats that can be used to get confidential
information. Through this technique, the unauthorized person aka attacker will spoof the e-
mail to become a valid email from a known sender. Without any knowledge of that, the
recipient will truly trust the sender and respond to the spoofed email. This not only brings
harm to the users but also the organization. One of the simplest ways to check the validity of
the email is by validating the sender’s email header. This paper discussed on the framework
that can detect the spoofed email based on the defined criteria of the invalid email received.
The results found that the proposed framework which have been employed in a lightweight
web browser plug in for the purpose of detecting the spoofed email able to work out based on
a few experiments that have been done on several samples of email headers.



