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Abstract

The terrorist attacks of the United Sates (US) World Trade Center on
September 11, 2001; Bali bombings in 2002 and 2005; London Bombing in
2005; and the Mumbai bombing in 2008 had left some very detrimental
global perceptional impactson the Muslimsand Islamic financial institutions
globally. As most of these attacks were carried out by some militant
Islamicists, understandably there were a lot of public skepticism against
the Muslims and thereligion of Islam. In the United States of America (USA)
for example, following the attacks on September 11, the US government
enacted the USA PATRIOT Act, which is basically designed to prevent the
use of the USfinancial systemto help fund terrorism and other crimes. The
enactment of the PATRIOT Act 2001 had accelerated the establishment of
similar laws globally. In Malaysia particularly, the Anti Money Laundering
and Anti-Terrorism Financing Act was introduced in 2001 and amended in
2007 to include more emphasis on the terrorist financing aspects. By virtue
of these Acts, terrorist financing isa criminal offence. To date, most writings
implicating Islamic financial institutions with terrorist financing are either
written by Western authors or the articles are perceptional in nature. This
conceptual paper reviews previous studies on this topic, examines related
legislations, progresses to propose research strategies on how to counter
these perceptional biases and highlights preventive mechanisms adopted
by the Malaysian Islamic financial institutions in mitigating and detecting
terrorists financing.
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Introduction

Following the September 11 attacks, there were alot of anger and skepticisms among
the public towards Muslims and the religion of 1slam. Some were even quick to equate
terrorism with Islam. One of the earlier efforts undertaken by the United States (US)
government to diffuse public fear towards terrorism was the enactment of the Patriot
Act in 2001. PATRIOT which stands for “Providing Appropriate Tools Required to
Intercept and Obstruct Terrorism” isalaw specifically established to prevent and deter
individuals, groups of individuals or even corporationsto use the USfinancial system
to help fund terrorism and other forms of crimes. Since the Act was established, all
countrieswishing to deal with the USfinancial markets had to adopt amuch heightened
and strict financia regulations. One of theimmediate actionstaken by the US government
when the Patriot Act wasfirst established was the freezing of “oil money” fromthe US
financial system. “Qil money” symbolises funds invested by some very rich Middle
Easterninvestorsinfinancial institutionsin the US. Dueto the much strict requirements
and procedures, new “oil money” investors were discouraged from placing their money
inthe US. Someresearchers (e.g. Dusuki, 2008; Henry and Wilson, 2006) posited that
the introduction of the Patriot Act inthe US had indirectly spurred the devel opment of
the Islamic financial Institutions (IFIs) globally. The “oil money” investors started to
divert their investment into these IFIs. The growth of the | Fls has been phenomenal.
For example, in the 2007 Mc Kinsey report on The World Islamic Banking
Competitiveness — it is stated that Islamic assets are expected to hit USD? trillion by
2010, with an average growth rate of 15%-20% per annum. Other IFIs' productsarealso
showing increasing trends. Table 1 depicts the other relevant statistics on IFls.

Table 1: Quick Statisticsof IFls

Asset Types Statistics

Islamic Assets Under Management USD750 billion and expected to grow to
USD1 trillion by 2010 (averagerate of growth
15%-20% p.a.

Islamic Mutual Funds USD300 hillion (average growth rate 23% p.a)
Takaful Contributions USD7.2 billion (average growth rate 13% p.a)
Global Market Capitalisation of USD10trillion

Dow Jones Idlamic Index
Shari’ ah Compliant Global Funds 680 funds
Global Outstanding Sukuk USD107 billion (average growth rate 22%)
No of IFls More than 600 IFls in the World

Source: McKinsey The World Islamic Banking Competitiveness Report 2008

Thispaper isdivided into four main sections. Following thisintroductory note, Section
Two describes the development of IFIsin Malaysia. Section Three reviews previous
studies and write-ups on this topic and attempts to understand public’s perceptionsin
linking terrorist financing with IFls. Section Four briefly elaborateson AMLATFA 2001
and explains how thisAct isexpected to influence the operations of the banking industry
and in particular the IFIsin Malaysia. Although AMLATFA covers the |egislations of
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both money laundering and terrorist financing, this paper gives morefocus on the | atter
(aspect of terrorist financing). Section Five proposes acollaborative research to enhance
public understanding and to counter negative perceptions towards | Fls.

Development of Islamic Financial Institutions in Malaysia

The development of IFIsin Malaysiawas dated way back in 1983. Malaysiawas then
one of four countriesl that initiated the establishment of 1slamic banks. Supported by a
well-developed financial system, what is unique about Malaysia is the fact that
conventional and Islamic financial institutions exist side by side, interacting with one
another. One of the government’s earlier aspirations when setting up the IFls was to
play aleading role in serving the Muslim Ummah and to enhance the socio-economic
development of the country.

Malaysia is at the forefront of Islamic finance and has the world's most vibrant and
comprehensive Ilamic financial system. Asany other commercial financial institutions,
the operations of |Flsare being supervised and regul ated by the Central Bank of Malaysia
(ak.a. Bank NegaraMalaysia)2. Today, thereisasignificant number of full-fledged ISlamic
banks in this country®. This includes several foreign owned IFIs*; and conventional
ingtitutions that have established Islamic subsidiaries. Today, Malaysia continues to
progressand to build on theindustry by inviting foreign financial institutionsto establish
international |slamic banking business and to conduct foreign currency business (Bank
Negarawebsite at http://www.bnm.gov.my). Presently, Malaysia's|samic banking assets
have reached USDG65.6 hillion with an average growth rate of 18-20% annually®. The
report further noted that the Islamic banking assets at the end of the second quarter of
this year, congtitute close to 19 percent of the total banking assets. Total financing
currently amounts to 118 hillion ringgit which accounts for 20.1 percent of the total
financing portfolio of the banking industry.

Perceptions on Muslims and Islamic Financial Institutions

Public negative perceptionstowardsthereligion of Islam and Muslimsare not amyth. In
fact, a 2006's post 9/11 poll conducted by the ABC News and the Washington Post
presents clear documentary evidence which revealed that 46% of Americans expressed
an unfavorabl e opinion of |slam. Describing the same survey, Ali, S. N & SyedA.R (2010)
further noted the findings of the poll stated that six out of ten Americans believed that
Islamwas " proneto violent extremism” ; and another 25% of those surveyed also admitted
to“prejudicial feelings’ against Muslimsand Arabs. The negative perceptions had indeed
doublethat of asimilar survey conducted in 2002.

Intheir paper titled “ Public Support for Civil Liberties Pre- and Post-9/11", Sullivan and
Hendriks (2009) noted that whilst the American public wasvery intolerant of communists,
socidlists, and atheistsin the 1950s and 1960s, the current intoleranceisfocused more on
Muslim Americans and right-wing racists. Thefinding isvery similar to a2004 study by
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Cornell University. It was found that the September 11 attack had created public fears
towards terrorism and almost half of those polled proposed that the US government
should curtail civil libertiesfor Muslim Americans.

The negative perception towards Muslimsis not just confined to the US. A Pew Global
Attitudes Project conducted in 13 countriesincluding the US, Britain, Spain, France and
Germany revealed that most respondents felt that Muslims are “violent and fanatical”®.
Figure 1 summarises their opinions. In general, the respondents considered relations
between Muslims and Westerners as “ generally bad” after the September 11 terrorism.

Relations Between
Muslims and Westerners
||:| Generally good m  Generally bad

U.s.

Germany
France
Spain

Great Britain
Russia

British Muslims
German Muslims
French Muslims
Spanish Muslims

Turkey
Egypt
Jordan
Indonesia
Pakistan

Nigerian Muslims
Nigerian Christians

Figure 1: How Westernersand MuslimsView Each Other
(Source: Pew Global Attitude Project 2006)

Some studies (e.g. Weber, 2008 L evitt, 2003) had al so viewed organi sations such as non-
profit organisations, philanthropy group and financial institutions as possible avenue of
terrorist financing. In alater study, Schneider (2010) noted how the Al-Qaeda group had
used theAl-Shamal 1dlamic Bank in Khartoum Sudan to transfer fundsto various companies
owned by Osama Bin Laden. Another renowned bank such as the Citibank was also
implicated by theterrorist intheir terrorist financing scheme. On asimilar notation, Basile
(2004) documented how the Al-Qaeda group successfully made small financial transfers
using under-regulated Islamic banking networks throughout the world to move funds
from one country to another. Similarly, Wei ss (2005) found that terrorists seek increasingly
moreinformal methods of earning and moving money. Thefinancial support of terrorism
involves both earning funds, through legal and illegal means, and theillicit movement of
money to terrorist groups

A 2008 research conducted by the Financial Action Task Force (FATF) highlighted a

trend by terrorism financiers of using the complex commercial arrangement of financial
institutions to avoid money trail. Some other writings implicating Islamic financial

168



Terrorist Financing and Perceptions on Ilamic Financial Institutions

institutionswith terrorist financing are perceptional in nature (e.g. Pieth, 2006; Drakos,
K, 2004; Chen & Siems, 2004; Zagaris, 2004; Schneider, 2010). At thelower end, perception
represents asimple process of interpreting and organising one'sthought of the meaning
of aconcept. However, if left uncontrolled, perception may ultimately lead to unconscious
prejudice and biases.

Ali, SN & Syed A.R (2010) in hisrecent research article entitled “ Post 9/11 Perceptions
of Islamic Finance” focused on three sources of data: review of mainstream mediain the
US, survey of Islamic finance industry professionals and an examination of Islamic
finance mediaprofessionalsglobally. Thereview of US mainstream mediarevealed very
few articleslinking Islamic finance with terrorism and only 12% of the mediamaintained
a negative tone. Most Islamic financial professionals considered the 9/11 event as a
“blessing in disguise” as it marked the resurgence of Islamic finance which brought
closer scrutiny of theindustry. The Global 1slamic finance media professionals perceived
a negative impact and most were not happy with the way the industry handled media
attention. Efforts to counter negative global media perception should therefore be
heightened. One of the best ways to negate negative perceptions is to educate the
public and to increase their awareness of the actual situation by giving facts and
figures of actual practices’.

Laws to Counter Terrorism Financing

Based on the backdrop of the various perceptions listed in the previous section, the
current section reviews the Malaysian legislations pertaining to terrorist financing and
hopes to establish if the public perceptions could be countered by giving actual factson
what is being practiced by |Fls to mitigate terrorist financing. The passing of the USA
Patriot Act 2001 had quickly made its footing globally and today, many governments of
other countries have established or are establishing similar laws. In Malaysia, the
legislation governing terrorist financing is covered under the Anti-Money Laundering
andAnti-Terrorist Financing Act (AMLATFA, 2001). TheAct specifiesterrorist financing
as“theact of providing financial support, either through alegitimate or illegitimate source,
toterroristsor terrorist organi sationsto enablethemto carry out terrorist acts’. Although
it is expected that most of these funds originate from some forms of criminal activities,
some of the monies may have been derived from legitimate sources (e.g. funds raised by
non-profit organiations and public donations).

Asamarket leader in Islamic finance, Malaysia views negative public perceptions very
serioudly. In ensuring effectiveimplementation of AMLATFA, the National Co-ordination
Committee (NCC) to Counter Money L aundering and Terrorism Financing was established
by the government. The NCC is in turn entrusted to ensure that all national efforts are
aligned with other regional and international practices. Currently, the NCC membership
comprisesfifteen (the numbers may haveincreased) Federal Ministriesand Government
agencies: (i) Anti-Corruption Agency; (i) Attorney-General’s Chambers, (iii) Central Bank;
(iv) Companies Commission of Malaysia; (v) Immigration Department of Malaysia; (vi)
Inland Revenue Board; (vii) Labuan Offshore Financial ServicesAuthority; (viii) Ministry
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of Finance; (ix) Ministry of ForeignAffairs; (xX) Ministry of Internal Security; (xi) Ministry
of Domestic Tradeand Consumer Affairs; (xii) Registrar of Societies; (xiii) Roya Maaysian
Customs; (xiv) Roya MaaysiaPolice and (xv) Securities Commission. The Central Bank
of Malaysia, through the Financial Intelligence Unit (FIU) isresponsible for supervising
and regulating the Anti-Money Laundering and Counter Financing of Terrorism (AML/
CFT) compliance of all thefinancial institutionsin this country?®.

Four specific sections of the Malaysian Penal Code (hence, implicating criminal offence)
are dedicated to terrorism financing offences. They are Section 130N — Providing or
collecting property for terrorist acts; Section 1300 — Providing services for terrorist
purposes; Section 130P — Arranging for retention or control of terrorist property and
Section 130Q —Dealing withterrorist property®. AMLATFA 2001 isindeed avery powerful
legislation. The Act covers “any serious offence, foreign serious offence or unlawful
activity whether committed before or after the commencement date”. In addition to its
retrospective application, AMLATFA also supersedes several other legislations in this
country. Upon conviction, the AMLATFA offenders have to pay a hefty fine plus
imprisonment.

How doesthelaw affect thelFIs?In Malaysia, theAML/CFT programmeisimplemented
on an incremental basis. The first group of Reporting Institutions (RIs) is the banks
(including I slamic banks) which form thelargest component of thefinancial system. The
next group of Risstill fall within the definition of financial ingtitutions such astheinsurance
and Takaful industries, offshore entities, capital market intermediaries, development
financial institutionsand money changers. A 2004 Amendment to AMLATFA had redefined
Reporting Institutions to also include the Designated Non-Financial Businesses and
Professions (DNFBPs) sector. In Malaysia, DNFBPs comprise accountants, lawyers, real
estate agents, company secretaries and casinos. Effective 2007, deal ers of preciousmetals
and precious stones had been added. Hence, if the RIs are suspicious of their clients
transactions (for possible money laundering or terrorist financing), they must immediately
report their suspicionto the FIU at the Central Bank of Malaysiaby giving detailssuch as
the person conducting the transaction; information of the account holder or hisher
beneficiary; details of the transaction; and description of the suspicious transactions'°.

Asindicated earlier on, the FIU was established in 2001 within the Central Bank of Maaysia
to support an effectiveimplementation of AMLATFA. Basically, FIU representsthe central
agency which receives Suspicious Transaction Reports (STR) from various reporting
agencies. FIU then reports and disseminate financial intelligence to the appropriate law
enforcement agencies for investigation into suspected criminal activities.

Inanutshell, it could be seen that the legidationsto counter terrorist financingin Malaysia
arefairly comprehensive. Financial institutions are al o expected to create aposition of an
Anti Money Laundering (AML) officer within their banking organisations. The AML
officer isresponsible to monitor the AMLATFA compliance by the banks. For an Islamic
financial institution in particular, there's another layer of management governance, the
Shari’ah Advisory Council (SAC) that must be established. This is the result of the
passing of the Central Bank of MalaysiaAct 2009 which has allowed the central bank to
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establish aNational Shari’ah Council, “the high sole authority to be referred by the civil
courtsin dealing with Islamic banking and finance casesin Malaysia.

Moving Forward

It could be concluded that perceptionslinking Islamic financial institutionswith terrorist
financing do exist. However their presence has not deterred the development of the
Islamic finance industry. In fact it was evidenced that the industry has grown much
stronger and the prospect of | FIsto flourish further isvery encouraging (NazimAli, 2010).
Existing legislationsgoverning financial institutionsin Malaysia, especially thoserelated
to terrorist financing are in place and are in support of the country’s and other global
initiatives. The banking industry is one of the most stringent and protected industriesin
Malaysia. Inadditionto AMLATFA, IFIsarealso governed by the Banking and Financia
IngtitutionsAct (BAFI A 1989) and the | slamic Banking Act 1983 (Amended 2009).

To counter these negative perceptions, deliberate efforts must be shown and taken to
educate the public. It is important, for example, that the Central Bank of Malaysia,
Conventional banks, Islamic financial institutions, Financia Intelligence Unit, Royal
Malaysia Police, Securities Commissions and others conduct collaborative research to
explain the mechanisms used by these ingtitutions to detect, investigate and prevent
terrorist financing within the IFIS financial system. Based on recent interviews with
various agencies including the Financial Intelligence Unit (FIU) of the Central Bank of
Malaysia, the Royal Maaysia Police and afew Islamic financia institutions, the author
wasinformed of ways (some are electronically done through computerised system) used
by banksto detect suspicious transactions which might implicate terrorist financing.

Notes

The other three countries were Iran, Pakistan and Sudan

Banking and Financial InstitutionsAct 1989 (BAFIA), ISsamic Banking Act 1983
SeeAppendix 1for details

SeeAppendix 2 for details

McKinsey The World Islamic Banking Competitiveness Report 2008

PEW Global Attitude Project 2006

Example of such practice isthe Anti-Money Laundering and Counter Financing of
terrorism (AML/CFT) Regime set up by The Central Bank of Maaysia

8  AMLATFA 2001 - Part Il Financial Intelligence, Section 7 Functions of the
competent authority. (1) The Minister of Finance may, by order published in the
Gazette, appoint a person to be the competent authority and such person shall
have al the functions conferred on the competent authority by thisAct. (2) The
competent authority may authorise any of its officersor any other personto perform
any or all itsfunctions or render such assistancein the performance of itsfunctions
under thisAct as it may specify.

N~ o o b~ W N P
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®  Anti-Money Laundering Act 2003
10 Anti-Money Laundering and Counter Financing of Terrorism by Financial
Intelligence Unit, the Central Bank of Malaysia
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Appendixes

Appendix 1

List of Maaysia'slslamic Banks

- Affinldamic Bank Berhad

- Allianceldamic Bank Berhad

- AmidamicBank Berhad

- BankldamMalaysiaBerhad

- Bank Muamalat MalaysiaBerhad
- CIMB IdamicBank Berhad

- EONCAPIdamicBank Berhad

- Hong Leong Islamic Bank Berhad
- Maybank Islamic Berhad

- Publicldamic Bank Berhad

- RHBIdamicBank Berhad

- Bank KerjasamaRakyat Malaysia

Appendix 2

List of Foreign Ownldlamic Bank in Malaysia

- Al Rghi Banking & Investment Corporation (Malaysia) Berhad
- Asian Finance Bank Berhad

- HSBCAmanah MaaysiaBerhad

- Kuwait Finance House (Malaysia) Berhad

- OCBCAI-AminBank Berhad

- Standard Chartered Saadiq Berhad
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