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ABSTRACT 

 

Internet cheating crimes are no strangers, every year the crime has a high increase with high 

losses involved. Criminals prefer to use the internet through social media to commit crimes. 

This method is easier because the victim does not know them and the offender’s identity is 

unknown to the victim. The victim, easily deceived by internet criminals even though they 

do not know offender and have never met. Internet cheating cases are investigated by 

investigating officers under section 420 of the penal code. Unfortunately, Internet cheating 

cases are difficult to charge in court because they do not have enough evidence to charge 

the real perpetrator. Normally, investigating officer only charges the third party offender 

who is account holder. The account holder usually gives their account details to the real 

perpetrator to be used for internet cheating. However, the prosecution cannot charge the 

account holder under Section 420 of the Penal Code because lack of evidence. Hence, 

alternative charge will be used by the prosecutor officer to charge the account holder. 

Therefore the victim did not get the right defense. Hence, this research is conducted to find 

out whether Section 420 of the Penal Code is sufficient to prosecute offenders for internet 

fraudulent offenses. This research was also conducted to look at other statute that could be 

used in Malaysia for internet cheating, such as the Computer Crimes Act 1997, the 

Communication and Multimedia Act 1998 or other sections found in the Penal Code such 

as Section 414 and 411 of the Penal Code. This research also discusses the improvements 

and recommendation to Section 420 of the Penal Code through the UK Fraud Act 2006 

reference or other statutes in Malaysia. As the findings of this research, it shows that 

Section 420 of the Penal code is not adequate to regulate internet cheating offences because 

it is very difficult to prove the element of cheating regarding internet cheating offence. 

Therefore, Section 420 of the Penal Code should be amended or prosecution can use 

alternative statute which is Computer Crimes Act 1997 which is more flexible to charge 

the real perpetrator in internet cheating offence.  

 

 

 

 



iv 

 

TABLE OF CONTENTS 

 

Page 

AUTHOR’S DECLARATION          i 

ABSTRACT             ii 

ACKNOWLEDGEMENT           iii 

TABLE OF CONTENT           iv 

LIST OF TABLE           vii 

LIST OF FIGURES           viii 

LIST OF ABBREVIATIONS          ix 

 

 

CHAPTER ONE:  INTRODUCTON 

1.1 Introduction         1 

1.2 Research Background        2 

1.3 Problem Statement        3 

1.4 Research Question        3 

1.5 Research Objective        4 

1.6 Conceptual Framework       4 

1.7  Legal Framework        5 

1.8  Research Methodology        5 

1.9  Significance Contribution of the Research      6 

1.10  Scope and Limitation         6 

 1.10.1 Scope          6 

 1.10.2  Limitation         7 

1.11  Provisional Plan         7 

 

CHAPTER TWO:  CONCEPTUAL FRAMEWORK 

2.1  Introduction          8 

2.2  Definitions of Internet Fraud        8 

2.3  Types of Internet Cheating        11 



v 

 

 2.3.1  Internet Love or Romance Scam      11  

 2.3.2  Nigerian Scam        11  

 2.3.3  Investment Cheating        13 

 2.3.4  Mass Marketing Cheating       14  

2.4  Concept and Theories of the Internet Cheating     16  

 2.4.1  Criminological Theories of Offender      16 

 2.4.2  Psychological Theories       17  

  2.4.2.1  The Profile (In Social Media)     18 

  2.4.2.2  Developing Trust Stage      19  

  2.4.2.3  Modus Operandi Stage      19  

  2.4.2.4  Continuous Scam       19 

 2.4.3  Sociological Theories       20  

2.5  Criminological Theories of Victims       22 

 2.5.1  Typology of Victims of the Internet Cheating   22 

  2.5.1.1  Loneliness        23 

  2.5.1.2  Personality Characteristic      23  

  2.5.1.3  Romantics Beliefs       23 

  2.5.1.4  Sensation Seekers       24  

2.5.2  Conclusion Impact on the Victims      24 

2.6  Conclusion          24 

 

CHAPTER THREE:  LEGAL FRAMEWORK 

3.1  Introduction          25 

3.2  Section 415 of the Penal Code       25  

 3.2.1  Explanation of Section 415 of the Penal Code    26  

  3.2.1.1  Cheating        26  

  3.2.1.2  Deceive and Deception      26  

  3.2.1.3  Representations      27  

  3.2.1.4  Fraudulently        27  

  3.2.1.5  Dishonestly        28  

  3.2.1.6  Delivery        28  


	ABSTRACT
	TABLE OF CONTENTS
	CHAPTER ONE INTRODUCTION
	1.1 Introduction
	1.2 Research Background
	1.3 Problem Statement
	1.4 Research Question
	1.5 Research Objective
	1.6 Conceptual Framework
	1.7 Legal Framework
	1.8 Research Methodology
	1.9 Significance Contribution of the Research
	1.10 Scope and Limitation
	1.10.1 Scope
	1.10.2 Limitation

	1.11 Provisional Plan

	CHAPTER 2 CONCEPTUAL FRAMEWORK
	2.1 Introduction
	2.2 Definitions of Internet Fraud
	2.3 Types of Internet Cheating
	2.3.1 Internet Love or Romance Scam
	2.3.2 Nigerian Scam
	2.3.3 Investment Cheating
	2.3.4 Mass Marketing Cheating

	2.4 Concept and Theories of the Internet Cheating
	2.4.1 Criminological Theories of Offenders
	2.4.2 Psychological Theories
	2.4.3 Sociological Theories

	2.5 Criminological Theories of Victims
	2.5.1 Typology of Victims of the Internet Cheating.
	2.5.2 Conclusion Impact on the Victims

	2.6 Conclusion

	CHAPTER 3 LEGAL FRAMEWORK
	3.1 Introduction
	3.2 Section 415 of the Penal Code
	3.2.1 Explanation of Section 415 of the Penal Code

	3.3 Section 417 And Section 420 Of The Penal Code
	3.4 Section 411 of the Penal Code
	3.5 Section 414 of the Penal Code
	3.6 Section 29 (1) Of The Minor Offences Act 1955
	3.7 Example of Cases for Internet Cheating Offences
	3.8 Reason for Not Prosecuting Offender under Sec. 420 of the Panel Code
	3.9 Section 90A Evidence Act 1950
	3.10 Computer Crimes Act 1997
	3.10.1 Introduction
	3.10.2 Explanation Interpretation of Computer Crimes Act
	3.10.3 Offences under Computer Crimes Act 1997

	3.11 Communication and Multimedia Act 1998 (CMA 1998)
	3.12 The UK Fraud Act 2006
	3.12.1 Introduction
	3.12.2 The General Offences of Fraud
	3.12.3 Sentences for Offences under the Act
	3.12.4 Offences and Legislation Which Should Be Considered When Reviewing and Charging a Cyber-Enabled Fraud Case in UK
	3.12.5 Conclusion

	3.13 Comparison between Different Statutes Applicable for Internet Cheating Offences in Malaysia
	3.1.4 Conclusion

	CHAPTER 4 FINDINGS
	4.1 Introduction
	4.2 Background of the Respondents
	4.3 The adequacy of Section 420 of the Penal Code.
	4.4 Challenges in Internet Cheating Offence
	4.5 Other Alternative Law If the Section 420 of the Penal Code Failed To Be Applied
	4.6 Recommendation of Respondents
	4.7 Victim Impact Statement
	4.8 Conclusion

	CHAPTER 5 CONCLUSION AND RECOMMENDATION
	5.1 Introduction
	5.1.1 Is The Provision In Section 420 Of The Penal Code Adequate In Finding The Actual Perpetrator Guilty In Internet Cheating Offences?
	5.1.2 Are The Provisions In Computer Crimes Act 1997 Effective In Tackling Or Addressing Internet Cheating Offences?
	5.1.3 What Are The Recommendations That Can Be Made In To The Provisions In Penal Code In Order To Provide Better Regulation Of Internet Cheating Offences?

	5.2 Conclusion

	REFERENCES
	APPENDICES



